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Foreword

This book brings together the state of the art in research on applications of process
algebras to parallel and distributed processing.

Process algebras constitute a successful field of computer science. This field has
existed for some 30 years and stands nowadays for an extensive body of theory
of which much has been deeply absorbed by the researchers in computer science.
Moreover, the theoretical achievements of the field are to a great extent justified by
applications. The applications, in turn, strongly influence how the field evolves; some
of the field’s success may be attributed to frequently addressing needs that arose in
practice.

Meanwhile, an explosion of complex systems of interacting components has been
going on since the emergence of parallel and distributed processing. The complex-
ity of the systems in question arises to a great extent from the many ways in which
their components can interact. In developing a complex system of interacting com-
ponents, it is important to be able to describe the behavior of the system in a precise
way at various levels of detail, and to analyze it on the basis of the descriptions. Pro-
cess algebras were and are developed for that purpose. Roughly speaking, a process
algebra provides a collection of operators, a collection of equational laws for these
operators, and a mathematical model of these laws. The latter allows for the behavior
of a system to be described as composed of the emergent behaviors of several inter-
acting components and for the described behavior to be analyzed by mere algebraic
calculations.

The advent of process algebras was marked by the introduction of CCS in the
seminal monograph A Calculus of Communicating Systems by Milner, published as
volume 92 of Springer’s Lecture Notes in Computer Science in 1980; the elaboration
of CSP in the influential paper “A theory of communicating sequential processes” by
Brookes, Hoare, and Roscoe, published in the Journal of the ACM in 1984; and the
presentation of ACP as a strict algebraic theory in the paper “Process algebra for
synchronous communication” by Bergstra and Klop, published in Information and
Control in 1984.

The very first applications of process algebras were mostly concerned with the
description and analysis of communication protocols. Later on, the applications
became more and more advanced. Often, they were concerned with the description
and analysis of embedded systems, and more recently with Internet-based distributed
systems.

The applications of process algebras led to a number of developments. The
very first applications brought about the development of basic algebraic verifi-
cation techniques, i.e., basic techniques to establish—on the basis of algebraic

vii
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calculations—whether the actual behavior of a system is in agreement with its
expected behavior. The construction of basic tools to facilitate description and anal-
ysis followed. Later applications led to extensions of existing process algebras and
the development of more advanced algebraic verification techniques. Both make it
easier to describe and analyze the behaviors of the systems often encountered in prac-
tice nowadays: systems that may change their communication topology dynamically,
systems that must react within a certain amount of time under certain circumstances,
systems that exhibit at certain stages behavior that is stochastic in nature, systems
that in their behavior depend on continuously changing variables other than time,
etc. Experience with the existing process algebras led also to the development of spe-
cial process algebras for the definition of the semantics of programming languages
that support parallel programming or the design of microprocessors that utilize par-
allelism to speed up instruction processing.

It is difficult to foresee future developments and applications, yet some tendencies
are noticeable. One area that is gaining momentum is specialized process algebras
that are tailored to a certain paradigm for parallel or distributed computing or even
to a certain technology for parallel or distributed computing. This fits in with the
tendency to apply process algebras to describe and analyze a prototype of a certain
class of systems. Such applications can be useful in understanding certain aspects of
the systems of an emerging class. However, the adequacy of the prototypes may be a
major issue, because often drastic simplifications are needed to keep the description
manageable. There is also a tendency to apply process algebras outside the realm of
computing, which shows promise.

Many theoretical developments in the field of process algebras were collected by
Bergstra, Ponse, and Smolka in the Handbook of Process Algebra, published in 2001.
In 2005, a workshop was organized in Bertinoro, Italy, to celebrate the first 25 years
of research in the field. Several special issues of the Journal of Logic and Algebraic
Programming are devoted to this workshop. Despite the importance of applications
of process algebras for the success of the field, both the handbook and these spe-
cial issues concentrate strongly on the theoretical achievements. This shortcoming is
compensated for in a splendid way by this book, which brings together the state of
the art in research on applications of process algebras.

Kees Middelburg
Programming Research Group

University of Amsterdam, the Netherlands
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Córdoba, Argentina

John Derrick
Department of Computer Science
University of Sheffield
Sheffield, South Yorkshire,

United Kingdom

Gaétan Hains
Laboratoire d’Algorithmique,

Complexité et Logique
University of Paris-Est
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Introduction

Parallel processing is a rich and rapidly growing field of interest in computer sci-
ence. Its spectrum ranges from small-scale, fine-grained multithreaded parallelism on
single- and multicore processors to coarse-grained parallel execution on large, geo-
graphically dispersed distributed systems. With the rapid commoditization of mul-
ticore computers, developers are increasingly eager to exploit those multiple cores.
Yet, this requires them to adopt parallel execution models that in turn need to explic-
itly address the underlying concurrency issues.

At the other end of the spectrum are applications that are spread out over a network
of computers. They may be tightly coupled, such as for multiple computers cooper-
ating on a single application in a high-performance cluster. Or, they may be loosely
organized, as for mobile agents or service-oriented architectures (SOA). Regardless
of the scale, a common requirement in parallel execution models is for carrying
out interprocess communication and synchronization. Programmers know—or soon
learn—that when this requirement is handled carelessly, a host of unpleasant failure
modes tend to manifest: deadlocks, unrepeatable errors from race conditions, along
with corruption of shared data.

One root cause is that the usual tools that programmers know best—mutexes,
semaphores, condition variables, monitors, and message-passing protocols—are dif-
ficult to use correctly. Ad hoc design is common, and too often, success seems like a
matter of good luck. In reality, many programmers new to parallel programming
have an insufficient theoretical basis for what they are trying to do. Meanwhile,
designers have learned that modeling is extremely helpful for all phases of system
development—from understanding the requirements to expressing the specifications,
and for systematically, even automatically, deriving an implementation “correct by
construction” from the model. Yet, most popular modeling tools do not seem to give
sufficient guidance for programming in concurrent environments.

Help is coming forth from computer scientists, who are fond of developing rigor-
ous and logical ways of thinking and reasoning about computing. The purpose of this
book is to show how one formal method of reasoning—that of process algebra—
has become a powerful tool for solving design and implementation challenges of
concurrent systems. Its power stems from providing a sound theoretical basis for
concurrency, along with a formal notation that—in contrast to popular modeling
techniques—is unambiguous. The price for obtaining the benefits is the necessity of
coping with mathematical notation, symbols, and equations. Admittedly, this prospect
may appear daunting to conventionally trained developers, who likely feel more com-
fortable drawing UML diagrams than puzzling out obscure equations. Fortunately,
practitioners of process algebraic techniques are building domain-specific languages

xi
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and application-specific tools that can be utilized by developers who then need to
know less about the underlying theoretical elements. In such tools, the process
algebra may be largely kept under the hood.

This book is not intended as a tutorial in process algebras, but there is space here
for a brief orientation: Just as with the “algebra” we all learned in grade school,
its ingredients include symbols standing for constant values and for variables,
and operators that act on the symbols. While elementary algebra is concerned
with manipulating numbers, a process algebra—or the synonymous term process
calculus—is concerned with the creation, life, and death of processes that carry out
computations. The emphasis is on interactions of processes among each other and
with their environment. Symbols are used to stand for individual actions or events
that a process may engage in; the processes themselves; channels, an abstraction used
for interprocess communication; and data transmitted over the channels. Operators
specify a sequential ordering of events; a choice between several events; if/then
decisions; looping or recursive invocation of processes; composition of processes
so that they execute concurrently, either synchronizing cooperatively on specified
events, or running independently; and syntax for parameterizing and renaming so
that process definitions can be reused in a modular fashion. Practitioners can use
one of the classical process algebras mentioned in the Foreword—CCS, CSP, and
ACP—or a more recent one such as the pi-calculus. Established process algebras
have the advantage of the availability of automated tools that can be used for
exploring a specification’s state space and proving properties such as absence of
deadlock (see Section 9.1 for a good explanation of these provable properties).
Alternatively, practitioners can extend any of the base algebras by adding new
symbols and operators, or even invent a new process algebra from scratch. A key
advantage of formal, mathematical notations with rigorous semantics is that one
can prove that particular conditions such as deadlock states do or do not exist, not
just hope for the best, or discover them at runtime.

While the notion of process algebras goes back over two decades, what is new
is the rapid proliferation of parallel computing environments that need their help
in transforming sequential programming models to new ones better suited to paral-
lelism. The urgent necessity for reliably exploiting concurrent computing resources
has caused researchers to press classical process algebras into practical service, along
with their invention of new ones. This book is intended as a showcase for recent
applications of process algebras by current researchers from diverse parts of the inter-
national computer science community. While these contributions may appear largely
theoretical due to the quantities of symbols and formulas, they are, in reality, pro-
cess algebras applied to specific problems. The formalism is needed to establish the
soundness of the theoretical basis, and to prove that the resulting tools are properly
derived.

This book will be of special interest to students of process algebras, to practi-
tioners who are applying process algebras, and to developers who are looking for
fresh approaches to software engineering in the face of concurrency. The chapters
are worth studying from two perspectives: first, those who identify with the problem
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domains (e.g., middleware systems or multicore programming) may ask, “Are the
authors doing something that I could use, or can I adapt their approach?” and second,
those who are interested in process algebras as a tool can ask, “How did the authors
use a process algebra in their solution? What role did it play? How did they formally
define it, and what did they prove in order to give it a sound basis?” A common pat-
tern is to first create a process algebra whose symbols and operators are tailored to the
problem domain (e.g., mobile agents). Next, a virtual (or abstract) machine (VM) is
defined that executes specifications in the process algebra. Because both are formally
defined, it is possible to prove that the VM is correct with respect to the algebra. The
last step is to implement the VM, and this may be done by transferring it into a lan-
guage that is semantically close, e.g., a functional programming language. Since the
target language already possesses a compiler and/or runtime framework, the job of
implementation is done, at least for prototyping and demonstration purposes.

The applied nature of the contributions is emphasized by organizing them into
three target areas:

Part I Parallel Programming, Part II Distributed Systems, and Part III Embedded
Systems.

We will now introduce each section and the chapters within it.

Part I Parallel Programming
The specific problem in view here is how to parallelize an algorithm, so as to take
advantage of, say, multiple processor cores. In an ideal world, parallelization would
be accomplished automatically, perhaps by compilers that are able to detect implicit
parallelism in source code and generate instructions for concurrent threads on their
own. Bearing in mind that modern processors already do this, in effect, with instruc-
tion streams—selecting independent instructions for out-of-order execution by mul-
tiple logic units—it may seem surprising that compilers have largely failed to match
this at the source code level. But processors are detecting and exploiting implicit
fine-grained parallelism. In contrast, fine-grained parallelism in software algorithms
is often not worth exploiting, since there are significant overheads in spawning, man-
aging, and collecting results from concurrent threads, plus potential bottlenecks for
access to shared data. Furthermore, automatically identifying higher-level, coarse-
grained parallelism implicit in source code, while desirable from an efficiency per-
spective, has proven to be a very challenging problem.

Therefore, in the real world, parallelization is still done on a best effort basis by
hand, and then it becomes a question of ensuring that a parallel version is truly equiv-
alent to the serial version. Our contributors have developed formal methodologies for
achieving precisely that result.

In Chapter 1, Anand and Kahl address programming the Cell BE (Broadband
Engine) processor from Sony, Toshiba, and IBM. Its heterogeneous multicore archi-
tecture features eight Synergistic Processor Units (SPUs) with their own local storage
on a token ring under the control of a general-purpose Power Processor Element
(PPE) core. The SPUs are intended to act as coprocessors for the PowerPC, being
loaded on-the-fly with instructions and data, and coordinating via signals. The authors’
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Coconut tool set provides the means to take an algorithm written in a domain-specific
language (DSL) embedded in Haskell, and parallelize it for the Cell BE. The key to
their approach is utilizing a graph-based internal representation of the program’s
data and control flows, which are then targeted to a VM that deals strictly with con-
currency issues, e.g., data transfers and interprocessor signaling. The programmer
manipulates the graph to create a high-performance schedule on the eight SPUs,
with the authors’ tool being used to verify that the scheduled version is correct,
i.e., independent of a parallel execution order. The role of process algebra in this
approach is to define the VM language, and then carry out correctness verification.
While currently targeted to the Cell BE, their approach can potentially be ported to
other multicore platforms.

In Chapter 2, Loidl et al. take an approach similar to that in Chapter 1 in that they
also develop a runtime environment, Glasgow parallel Haskell (GpH), that can be
ported to different parallel platforms, and they also focus on a functional program-
ming language. Rather than attempting to automatically extract parallelism from
GpH source code, they allow programmers to insert “par” and “seq” constructs into
a program to give “semi-explicit” direction while carrying out successive steps of
refinement to a parallel version. Their runtime environment, GUM, has been ported
to a number of different parallel platforms.

These two chapters describe tools that are currently being used to program parallel
systems. In comparison, Chapter 3 is more theoretical. Degerlund and Sere present
an approach to taking algorithms described using another formal model called action
systems, and developing an equivalent parallel version useful for scientific comput-
ing. An action system is specified using a process algebra called refinement calculus.
The steps of refinement are used to introduce parallelism into the action system, with
execution on a parallel target platform in view. The formal semantics of the refine-
ment calculus ensure that the transformations are correct.

Part II Distributed Systems
Process algebras find their natural application in terms of formally modeling and
verifying the behavior of distributed systems. Distributed systems are quite diverse,
and this section also has the largest number of chapters.

We start with the work of Groote et al. in Chapter 4, who have developed a pro-
cess algebra, mCRL2, which is specifically targeted at distributed applications. Its
provision for local communication scope (i.e., restricted to a hierarchy of processes),
as opposed to purely global scope, makes it useful for describing component-based
architectures. mCRL2 also accommodates true concurrency “multiactions” distinct
from interprocess communication, and supports the specification of abstract data
types and action times. The authors have built tools capable of analyzing proper-
ties and simulating applications specified using mCRL2. This chapter has examples
of visualizing the state space of a specification by means of a generated graphic.

One category of distributed systems that is currently gaining attention is the SOA
that enables a business process to be automated by invoking software components
located across a network. However, business processes and services described in
words are subject to misinterpretations, leading to errors in integrating SOAs. A key
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area for formalization is turning prose descriptions into unambiguous specifications.
Chapters 5 and 6 make contributions in this area.

Chapter 5 shows Nestmann and Puhlmann using an existing process algebra, the
pi-calculus, to formally specify business processes. Their approach allows business
processes to be captured in the form of Business Process Modeling Notation (BPMN)
process graphs—whose nodes specify interactions such as parallel split, synchroniz-
ing merge, exclusive choice, and others—and then converted to pi-calculus agents
enhanced by the authors’ “trio” construct. Interactions of business processes and
services can be formally modeled, and the models analyzed for various soundness
properties. The authors have created a tool to automate the property analysis.

In Chapter 6, Rosa uses an ISO-standard process algebra, LOTOS, to formalize the
construction of middleware systems. Each architectural component is specified as a
single LOTOS process, which defines the component’s structure—the ports available
to connect to other components—and behavior in process-algebraic terms. The use
of a formal notation as an architecture description language, in contrast to ambiguous
prose descriptions, aids both would-be service providers and service integrators, and
makes it possible to prove temporal properties of an architecture. The author further
employs this technique to create a library of abstract message-oriented components
for use in defining middleware. A third demonstration formalizes middleware for
wireless sensor networks.

Another manifestation of distributed systems is based on the notion of mobile
agents moving around a network. The purpose is to send software to the data rather
than pulling the data down to a computation node. As argued in Chapter 8, mobility
helps to minimize the impact of two problems common to distributed systems: net-
work latency and network failure. Systems based on mobile agents will also benefit
from formal descriptions, especially when it comes to ensuring security. Chapters 7
and 8 deal with mobility. As in Chapters 1 and 2, the authors of Chapters 7 and 8
take the approach of formally defining a VM.

In Chapter 7, similar to Chapters 5 and 6, Paulino targets SOA and middleware.
His VM, service-oriented mobility abstract machine, is based on an extension of the
pi-calculus. By programming for the VM, programmers can be abstracted from the
details of the network while still utilizing mobility. The author’s strategy for deploy-
ment is to execute the machine on network nodes running an existing framework
called DiTyCO.

In Chapter 8, Phillips presents his Channel Ambient (CA) calculus for specifying
mobile applications. The textual notation also has a helpful graphical counterpart.
Based on the abstract notion of an “ambient”—which may stand for a machine, a
mobile agent, or a software module—the CA calculus provides operations whereby
ambients may interact, and migrate in and out of each other, via channels. Security
properties can be verified for a given specification. The execution target is called
the Channel Ambient Machine (CAM), and its correctness with respect to the CA
calculus is proven by the author. His implementation strategy is to map the CAM to
a functional programming language, OCaml, that can then be executed on network
nodes.
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Part III Embedded Systems
While an exact definition of an embedded system is debatable, it is generally
described as a product that contains within it some combination of software run-
ning on a general- or special-purpose processor, plus associated custom digital logic.
The latter is commonly used to accelerate specific portions of calculations, which
would otherwise require a more expensive processor in order to meet timing con-
straints. The term “embedded” refers to the fact that the end user is not necessarily
aware that the product contains a computer, and, in any case, cannot utilize the com-
puter for some other purpose. Embedded systems have special design constraints
because, unlike software for desktop or server computers, the products have a sig-
nificant recurring cost, such as parts, assembly, packaging, labor, etc., in addition
to the nonrecurring engineering cost that goes into developing and interfacing the
software and hardware components. Furthermore, they may have to meet rigorous
requirements of power consumption (battery life), size, and weight. Cell phones and
digital cameras are common examples. Robotic devices, such as autonomous vac-
uum cleaners, are embedded systems. Some are safety-critical, such as an antilock
brake controller. The aim of choosing the best combination of hardware and soft-
ware is to meet all the performance requirements at the lowest manufacturing cost,
i.e., offering a sufficient set of features at a competitive price.

Parallelism in embedded systems comes in several forms: embedded devices are
often designed in terms of concurrent threads, some monitoring sensor inputs, others
computing outputs, or actuating control outputs. Some have multiple processors,
which may be heterogeneous, such as a 16-bit microcontroller plus a DSP, and some
have hardware/software concurrency. They are often designed and marketed in a
family of related products with more/fewer features, or adding features over time, or
that utilize differing HW technology more favorable to different production quanti-
ties. Formal methods are very attractive for ensuring reliability, especially for safety-
critical products, and those in hard-to-access locations.

In Chapter 9, McEwan leads off with a contribution targeted at formally deriving
a hardware implementation, although his technique is also applicable to software.
As with Chapter 3, which combines the state-based formalism of action systems
with the event-based refinement calculus, McEwan combines state-based Z with the
event-based process algebra CSP, in a formal methodology called Circus. Z is used to
provide a formal model for the data. Refinement toward an implementation proceeds
by applying laws that safely inject parallelism into a sequential specification. The
target language, Handel-C, used to synthesize digital logic, is close to CSP. Circus
is flexible enough to allow engineering choices to guide the refinement, while still
ensuring that the resulting implementation is correct.

Typical parallel systems leave the scheduling of multiple processes to the oper-
ating system under the assumption of adequate CPU time and memory. Accord-
ingly, many process algebras used to specify parallel systems do not have visibility
into process scheduling, yet real-time embedded systems must guarantee responses
within certain time constraints, and do so in the context of limited resources (chiefly
CPU time and memory). Formal notations to specify resource requirements such
as timing constraints are therefore of great utility in the embedded domain.
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In Chapter 10, Mousavi et al. address this problem by developing a pair of process
algebras, together called PARS: one to specify processes, and another to specify
scheduler behavior. The two, combined, produce a scheduled system.

The final chapter, Chapter 11, considers embedded systems through the lens of
product lines, in which reuse of concurrent artifacts across different hardware plat-
forms is emphasized. Yovine’s solution is to use an algebraic language, FXML, to
specify concurrent behavior, associated control and data dependencies, and timing
constraints. FXML specifications are then processed by a software synthesis tool,
Jahuel, to yield an implementation customized for a given platform. Platforms may
differ in the means by which concurrency is supported and interprocess synchro-
nization and communication are carried out. FXML can also be used in a design
automation toolset as an intermediate specification with formal semantics. More-
over, one can define a translation of a nonformal language into FXML, thus giving
the language a formal semantics and opening up the possibility of verification.

We would be remiss not to acknowledge a “dark cloud” in the picture: the chal-
lenge of scaling up some of these techniques for industrial-sized applications. Such
specifications may have so many states that automated verification tools cannot reach
them all in reasonable time. This drawback may not be evident from these chapters
themselves, since the authors were forced to use small examples, both for the sake of
clarity and due to space limitations. Yet some claim to have applied their techniques
to larger-scale problems. For more details, consult the references to the authors’ own
related work, and they will be pleased to answer queries.

The process of collecting these chapters has highlighted for us, as educators, that
colleges and universities have further to go in training undergraduates to be com-
fortable with concurrency and skilled in reliable methods of parallel programming.
More exposure to formal methods is also needed, so that these approaches do not
appear so foreign. As it is, in most software development curriculums, particularly in
North America, formal methods are more “honored in the breach” than by system-
atic instruction. At the same time, researchers will do well to embed their process
algebraic techniques into tools suitable for users without special training, in order to
widen their prospects for adoption.

To conclude, we offer this book as an early collection of research fruits in what
will undoubtedly become a burgeoning growth industry in the coming years, and to
which the editors are eager to contribute their own research.
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Åbo Akademi University
Turku, Finland

Phil Trinder
School of Mathematical
and Computer Sciences

Heriot-Watt University
Edinburgh, Scotland, United Kingdom

Yaroslav S. Usenko
Department of Mathematics
and Computer Science

Eindhoven University
of Technology

Eindhoven, the Netherlands

Muck van Weerdenburg
Department of Mathematics
and Computer Science

Eindhoven University
of Technology

Eindhoven, the Netherlands

Sergio Yovine
VERIMAG
Grenoble, France

Marcelo Zanconi
VERIMAG
Grenoble, France



Alexander/Process Algebra for Parallel and Distributed Processing C6486 S001 Finals Page 1 2008-10-15 #2

Part I

Parallel Programming



Alexander/Process Algebra for Parallel and Distributed Processing C6486 S001 Finals Page 2 2008-10-15 #3



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C001 Finals Page 3 2008-10-20 #3

Chapter 1

Synthesizing and Verifying Multicore
Parallelism in Categories of Nested
Code Graphs
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1.1 Introduction

Current trends in high-performance processor technology imply that the pro-
gramming interface is becoming more complicated. The pronounced shift toward
pervasive Single Instruction Multiple Data (SIMD) parallelism, and the introduction of
heterogeneous computing elements, including hierarchically distributed memory (en-
compassing conventional distributed memory, streaming memory, software-directed
caches, and private memories), will require changes in software development tools.

Among the first generation of such processors, the Cell Broadband Engine (BE) is
the most widely deployed. Using its resources efficiently requires explicit synchro-
nisation of both code and data, and packaging of both to fit in small memory spaces
and constrained communication infrastructures.

The COde CONstructing User Tool (Coconut) project has the aim of capturing
the entire design and development process for safety-critical, high-performance sci-
entific software, e.g., medical imaging, in a sequence of formal specifications. The
hardware-specific parts of Coconut currently target a single Cell BE. See Section 1.1,
for background on the Cell BE and Coconut.

This chapter describes the support Coconut provides for multicore parallelism,
including the way that concurrent control flow is represented in nested hypergraphs,
the way multicore issues are abstracted into a virtual machine, and the support
Coconut provides for developers of parallelization patterns. This support includes
a linear-time algorithm to verify the soundness of a parallelization. For the devel-
oper, verification eliminates the need for time-consuming parallel debugging, and
the analogy between the virtual machine and a superscalar CPU provides a familiar
way of thinking about scheduling.

The key to being able to provide an efficient verification tool is the abstraction pro-
vided by modeling multicore communication as a simple process algebra. Simplicity
is justified because parallelism is not an inherent part of algorithm specifications in
the domain of scientific computation, it is only added to implementations to meet
performance targets, so the process algebra only needs to model the patterns of com-
munication which support this. Adding additional features to support general control
flow would significantly complicate verification, and could be used by developers to
implement program logic, making programs much harder to understand, and thereby
reducing programmer productivity.

The Coconut tool set uses as intermediate representations of programs and pro-
gram fragments, a variant of term hypergraphs we call “code graphs.” Term graphs
have a long history as an efficient implementation of symbolic expressions. A cer-
tain kind of term graph also provides a natural model of a resource-conscious kind of
categories (gs-monoidal categories, [8]); this provides a useful justification of many
kinds of algebraic data-flow graph transformations. To combine control flow and data
flow, we nest the simple data-flow code graphs inside an outer-level code graph with
control-flow semantics, similar to the two different semantics of flownomials [19].
Software pipelining, i.e., instruction reordering to make better use of instruction
pipelines and multiple-issue queues, is an algebraic transformation involving both
levels of such nested code graphs.
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This approach naturally extends to modeling (restricted) concurrency: We intro-
duce a third, outer layer for explicit concurrency, with a semantics more on the data-
flow side (this is related with the implicit concurrency in pure functional programs),
but again with some control-flow characteristics.

Algebraic transformations crossing the outer two levels in such three-level nested
hypergraphs are used to map potential concurrency to explicit concurrency, and to
hardware parallelism. On the level of multicore processors, this will involve the
automatic introduction of appropriate synchronization instructions or, in the opposite
direction, the elimination of such concurrency primitives for the purpose of verifying
against a concurrency-independent specification.

This chapter presents the control flow at the middle multicore level. In conventional
programs, this level of control flow is usually encoded in library calls (e.g., MPI
[33,38]) in the program text. Our approach is to make this disjoint in a separate
level of the graph. This allows for a simple verification of correctness for deeply
pipelined data-flow graphs through a network of cores (processors). As a result,
whether multicore parallelism is directed by user code, user-code generators, or
automatic parallelization, the programmer/compiler writer can focus on tuning for
performance, and check correctness in a computation which grows linearly with
program size, and quadratically in the complexity of the hardware.

The distinguishing feature of code graphs at this level is that they are presented as
ordered lists of instructions. Proofs of sound parallelization work by going through
the list in order, maintaining a limited set of state information (status of signaling
and data transfers, contents of buffers). Any ambiguity (from a race condition) or
deadlock can be flagged in the presented program.

1.1.1 Related Work

This work is the first step in bringing together disconnected research efforts in (1)
verification of concurrent programs, (2) scheduling for distributed processors, and
(3) decomposition of large numerical problems.

Practical parallel computation is a special subset of the set of concurrent pro-
grams. We have defined a precise subset of the vaguely defined set “parallel compu-
tation.” Verification of correctness in this subset should be simpler than in the larger
set, but many important ideas come from efforts to verify general concurrent pro-
grams. We make fundamental use of partial orders in analyzing concurrency within
our programs. Godefroid and several collaborators have demonstrated that partial
order methods can be much more efficient than other methods for general concurrent
problems [16,20]. In the language of Ref. [16], we construct a partial order in such a
way as to show that there are no backtracking points, i.e., no points where a differ-
ent execution sequence would have led to a different result. Our implementation is
much simpler, with tight complexity and memory bounds, because it is tailored to the
restricted set of programs we consider. The trade-off is that the programs we are able
to consider are orders of magnitude larger than typical concurrency benchmarks.

We target the Cell BE processor, using matrix multiplication as our first bench-
mark, as do [5]. Our approach differs in that we present the programmer with an
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unconventional interface via domain-specific languages (DSLs) embedded in Haskell.
DSLs [14] can be a useful tool for making special-purpose software development
accessible to domain experts; Ref. [13] and, in particular, Hudak [25,26] showed
that embedding DSLs in Haskell has significant advantages both for implementabil-
ity and for usability.

There is a lot of literature related to loop decomposition, and specifically the
decomposition of large operations in linear algebra. The generation of consumers
used in our scheduling algorithm implicitly encodes a loop tiling (see Refs. [21,22]).
Research in this direction is currently considering much more complex computa-
tional examples than we are able to at this time, and will provide a rich set of
benchmarks for the future. That said, some of the work on tiling will have to be
reconsidered in light of the shift from computational to main-memory bottlenecks.
We hope that our tool will accelerate the development of patterns of communication
involving many point-to-point pipelined transfers.

1.1.2 Cell BE Architecture and the Virtual Machine

The Cell BE architecture exposes both computational and data-flow resources to
user-level programming. In Figure 1.1, one sees the main computational resources.
The synergistic processing units (SPUs) do not have direct access to the multilayer
token ring, but must go through the attached memory flow controller (MFC), which
operates most efficiently when executing reorderable lists of direct memory access
(DMA) instructions. The PowerPC Unit (PPU) is capable of general computation, but
has much lower performance than the SPUs. The initial implementations of the Cell
BE include interfaces to extend the ring architecture to multichip rings or switched
networks [7].

In implementing the approach to concurrent control flow presented in this chap-
ter, the PowerPC (PPC) core manages run-time start up (address resolution, code
loading, etc.).

Our virtual machine model was designed with the Cell BE in mind, but could
easily be adapted to other architectures. If an architecture does not support signals,

SPU

MFC
PPU

2-Way arbitrated ring

Memory
interface

MFC MFC MFC

MFC MFC MFC MFC

Ring
extension

or
I/O

LS SPU LS SPU LS SPU LS

SPU LS SPU LS SPU LS SPU LS

FIGURE 1.1: Bus diagram for Cell BE.
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they could be emulated using data transfers. Just as object code optimized for one
generation of a processor family may run poorly on the next generation, the per-
formance of a generated program will depend on it being optimized for the right
implementation of the virtual machine. If signals are not supported, some patterns of
communication may become more expensive relative to other patterns.

The current Cell BE is a tightly coupled single-chip device. For this reason, fault
tolerance is not designed into the virtual machine, and efficiently handling partial
equipment failure would require extensions to the virtual machine model.

1.1.3 Background on Coconut

Coconut is architected with both long- and short-term correctness requirements.
In the long-term, we believe that safety-critical applications like medical imaging
should come with meaningful correctness guarantees. Meaningful, to the patient,
means that the image which comes out is proven to be the result of applying algo-
rithms with known specifications and understandable physical inputs. Algorithms
can be incorrect, but they should be specified by experts in the field. No low-level
optimizations should be taken without floating up their consequences to the algo-
rithm level for approval. Specifications at this level must include concrete anchors in
the physical universe, including not just units, but oriented coordinate systems, etc.
High level User Specification of Constraints (HUSC) [40] is a prototype including
special implementations of type inferencing and alternatives suited to these
applications.

Current practice starts with an informal specification of the algorithm, possibly
supplemented with a partial implementation in a mathematical scripting language.
This specification is translated into different types of low-level specifications and
finally implemented in an imperative language, possibly including assembly language.

The Coconut workflow involves no unverifiable human translation of specifica-
tions or manual editing of assembly code. Code optimization experts contribute by
formally specifying patterns of efficient implementation as code transformations or
code generators. At this time, all transformations and leaf functions are specified
in Haskell. For the lowest-level patterns, which are implemented without control
flow (although they may contain control flow synthesized using logical and permuta-
tion instructions) we have defined a DSL embedded in Haskell, including a number
of support tools such as simulation and symbolic execution. Such tools are impor-
tant not just for verifying of correctness, but for pinpointing errors in code under
development.

Much of the technical difficulty in optimizing code (whether by human or by com-
piler) is the recognition of patterns of control flow expressed using conventional pat-
terns. The Coconut strategy for avoiding this is to provide more expressive control
constructions at the language level. One of these is the MultiLoop [3]. Novel control
structures require novel instruction scheduling. Explicitly Staged Software Pipelin-
ing [39] is a novel approach to scheduling loops which supports the MultiLoop.

This work defines a language for concurrent control flow, and the principal tool
for both debugging patterns and verifying correctness.
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Coconut is being implemented from the bottom up to insure that intermediate rep-
resentations do not interfere with the identification of optimizable patterns of execu-
tion. One advantage of this approach is that we are able to produce high-performance
C-callable single-core functions, and using the infrastructure defined here, we will
be able to provide libraries which encapsulate optimal parallel execution. At this
point, Coconut will be able to generate the most difficult aspects to verify in our tar-
get applications. For many applications, verification of this level of computation is
enough. There is no plan to allow Coconut-generated code to call functions written
in other languages, since this would make verification much more difficult.

This strategy allows us to earn early dividends from the considerable investment
required to build verifiably correct software at this level of performance.

Coconut is implemented in Haskell, except for type inferencing in HUSC. Haskell
is used for developer-productivity reasons, mostly strong and flexible typing. The
current DSL embedding takes advantage of Haskell language features, and the exis-
tence of support for literate code, and these features are appreciated by novice users,
but another pure functional language could have been used.

1.1.4 Overview

We explain in Section 1.2 how directed hypergraph syntax naturally integrates
data flow and concurrent control flow, and summarize how we use these code graphs
in nested arrangements for different aspects of the generation of high-performance
code.

We then turn our attention to implementation aspects of multicore parallelism
(Section 1.3), contrasting it with other kinds of parallelism, to provide the back-
ground for the decision (Section 1.4) to define a virtual machine for encapsulating
certain low-level aspects of targeting multicore architectures. The details of this vir-
tual machine are then presented in Section 1.5, and in Section 1.6 we show how we
produce, partially guided by graph transformations, a multicore program scheduled
to hide communication latencies as far as possible. To independently verify and cer-
tify the concurrency aspects of the result, we introduce, in Section 1.7, an efficient
algorithm that checks satisfaction of the relevant safety and liveness properties in a
single pass over the fuzzy multicore schedule.

1.2 Nested Code Graphs

Graphs are frequently used as internal presentations for code generation and anal-
ysis purposes. We use code graphs as uniform graph syntax. One use of our code
graphs is as data-flow graphs generalizing term graphs, and another use is as control-
flow graphs generalizing finite-state machines and Petri nets. To express concurrent
processes and parallel execution, we use the same code-graph syntax at different lev-
els of nesting to combine data-flow aspects, control-flow aspects, and concurrency
aspects in nested code graphs.
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FIGURE 1.2: (a) Horner term graph, (b) jungle, and (c) code graph.

Term graphs, the abstract version of data-flow graphs, are usually represented by
graphs whose nodes are labeled with function symbols and edges connect func-
tion calls with their arguments [37]. We use the dual approach of directed hyper-
graphs where nodes are labeled with type information (if applicable), function names
are hyperedge labels, and each hyperedge has a sequence of input tentacles and a
sequence of output tentacles (each incident with a node).

For example, Figure 1.2 shows first a conventional term graph (as presented by
HOPS [27]) for calculating the polynomial 5x3 + 3x2 + 7x + 2 using Horner’s rule,
i.e., as x ∗ (x ∗ (x ∗ 5 + 3) + 7) + 2, and second a conventional jungle with nodes
drawn as black discs, and edges drawn in boxes with a result tentacle from the result
node to the edge and numbered∗ argument tentacles from the edge to the argument
nodes. Variables are represented by nodes that are not the result of any edge.

In contrast, the tentacles of our code graphs follow the direction of the data flow,
and we draw the data flow downward, as shown in the right-most drawing of
Figure 1.2. In our code graphs, we also explicitly flag input nodes (corresponding
to jungle variables) by attaching a numbered triangle with an arrow to the node, and
output (result) nodes by attaching a numbered triangle with an arrow from the node.

Such data-flow code graphs are the central data structure of the SPU scheduler
of Coconut. The assembly-level data-flow code graph for the same polynomial is
shown to the left in Figure 1.3, with edges containing in this case either the SPU
SIMD opcode fma (fused floating-point multiply-add), or SIMD constants replicat-
ing (splatting) the same 32-bit floating-point number four times into 128-bit SPU reg-
isters. In this drawing, we show node numbers (normally for debugging purposes),

∗ Since all these code-graph drawings have been automatically generated via dot [29], these numbers
are necessary to indicate argument sequence.
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FIGURE 1.3: (a) Horner assembly-level data-flow and (b) control-flow code
graphs.

and indicate the node type “REG” standing for 128-bit SPU register values. Since
the SPU has a unified register file, there are no further type distinctions at this level,
although a refinement makes sense for the purpose of analyzing and verifying the
data flow of individual register components, see Ref. [4].

To the right in Figure 1.3, we show the assembly instructions that the left graph
is compiled to, presented as a control-flow code graph. Assembly instructions are
opcodes together with argument and result registers, so the data flow can be recon-
structed from this.∗ For this chapter, it is central that code graphs can be used for
both data-flow and control-flow graphs.

In the light of the above, a hypergraph in the sense of this paper is therefore
directed, with sequences of input (argument) and output (result) tentacles at each
edge:

∗ The constants are transformed into data segments for the assembler, and referenced by the labels
“const0”, . . . , “const3”. This is necessary since there are no SPU instructions with immediate argu-
ments of 32 bits.
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DEFINITION 1.1
A hypergraph H = (N , E, src, trg, nLab, eLab) over a node label set NLab and

an edge label set ELab consists of

• A set N of nodes and a set E of hyperedges (or edges)

• Two functions src, trg : E → N ∗ assigning each hyperedge the sequence of
its source nodes and target nodes respectively

• Two functions nLab : N → NLab and eLab : E → ELab assigning labels
to nodes and hyperedges

Hypergraph homomorphisms are pairs consisting of a total node mapping and a total
edge mapping, preserving src, trg, nLab, and eLab, and induce a category.

If a hypergraph in some sense represents a program, it has an input/output
interface:

DEFINITION 1.2
A code graph G = (H, In, Out) over a node label set NLab and an edge label set

ELab consists of

• Hypergraph H = (N , E, src, trg, nLab, eLab) over NLab and ELab

• Two node sequences In, Out : N ∗ containing the input nodes and output nodes
of the code graph

A code-graph homomorphism is a hypergraph homomorphism that additionally pre-
serves In and Out.

Typing aspects are dealt with in the usual way:

DEFINITION 1.3
A hypergraph signature is a hypergraph where the labeling functions nLab and

eLab are the identities on the respective label sets.
A typed hypergraph is a hypergraph together with a homomorphism into a hyper-

graph signature.

The resulting categories of (typed) hypergraphs have pushouts, and can therefore
be used as basis for the double-pushout approach to graph transformation [11], where
rules are induced by spans in the category of code graphs [4].

Code graphs also give rise to a gs-monoidal category with sequences of node labels
as objects and code graphs as morphisms; Ref. [8] uses this to establish functorial
semantics for code graphs, and Refs. [9,28] show examples where this semantics uses
locally ordered categories, such that code-graph homomorphisms F : G1 → G2
document ordering relations �G2� � �G1� on the semantics.
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1.2.1 Data-Flow Graphs and Parallelism

Using code graphs as term graphs follows the jungle view of term graphs, initially
put forward by Hoffmann and Plump [24,34], and equipped with functorial semantics
by Corradini and Gadducci [8]. In such code graphs, nodes are labeled with types and
in a certain sense represent values of the respective types; hyperedges are labeled
with operations taking input values as arguments and producing results as outputs.

Data-flow semantics of hypergraphs implies the following:

• If an edge has multiple input tentacles, the computation associated with it has
multiple argument positions, one for each input tentacle.

This is the only kind of branching present in term trees. This kind of branching
is also the source of potential parallelism, particularly in functional program-
ming, since it represents a split of the computation of the outputs of this edge
into potentially independent computation of its inputs.

• If a node is attached to multiple input tentacles, the value represented by this
node is used by several consumers.

This sharing marks the transition from term trees to term graphs, and is fre-
quently only a tool for efficiency (shared effort) without semantic relevance,
for example, in most implementations of functional programming. (Sharing
does have semantic relevance for example in functional-logic programming [1]
and in multialgebras [9,10].)

• If an edge has multiple output tentacles, the computation associated with it
produces multiple results, one for each output tentacle.

This presents a relatively unproblematic generalisation of term trees or term
graphs.

• Possibility that a node is attached to multiple output tentacles was used in
Ref. [28] to represent joins in data flow, i.e., different equivalent ways to pro-
duce a value.

Cycles in term graphs are frequently used to encode recursions; this normally uses
a least fixed-point semantics and relies on the presence of nonstrict constructs, in
particular conditionals, or, in lazy functional programming, data-type constructors.

In the central assembly-level components of Coconut, assembly op-codes (which
have strict semantics) serve as edge labels, with inputs corresponding to argument
registers and outputs corresponding to result registers. We use acyclic data-flow
code graphs with these op-codes as edge labels to represent loop bodies of scien-
tific computation applications, and use graph transformation and analysis to exploit
instruction-level parallelism (ILP) and achieve optimal schedules [2,4].

1.2.2 Nonconcurrent Control-Flow Graphs

The archetypal control-flow graphs are finite-state machines; nodes are labeled
with state types and represent states, and edges labeled with actions, sometimes
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FIGURE 1.4: (a) Factorial control-flow graph and (b) underlying Petri net.

perceived as active (operations), sometimes as passive (recognition of input sym-
bols), and sometimes as both (for example, in Mealy machines).

For conventional edges, finite-state machines serve as the standard control-flow
model, and represent nonconcurrent control flow.

Cycles in control-flow graphs express iteration, and correspond to the asterate
operator of Kleene algebras.

In Figure 1.4, we show the control-flow graph of an imperative implementation of
the factorial function presented as a code graph. Even though from a flow-chart point
of view, it may seem strange to have two separate edges for the conditional, this is in
fact the way such programs are handled in relational semantics (see Refs. [17,36]),
and fits well with the concurrent semantics below—indeed, abstracting all edges to
transitions and considering the nodes to be places produces the place-transition Petri
net (drawn to the right in Figure 1.4) representing the control flow of this program.

At the lowest (output) level in Coconut, assembly instructions (except conditional
branches), i.e., op-codes together with register references, serve as control-flow edge
labels, with the state before as single input, and the state after as single output.

The conversion of op-code-labeled hyperedges to instruction-labeled control-flow
edges happens as part of scheduling of the data-flow graphs; since scheduling essen-
tially means adding of control dependencies, and scheduling of a data-flow graph
together with a register allocation enforces the data-flow dependencies via the
stronger control-flow dependencies.

At a higher level, we represent computational kernels as sequential control-flow
graphs where most of the edges are labeled with larger data-flow graphs, and imple-
ment software pipelining essentially as graph transformation on these control-flow
graphs [3].
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1.2.3 Control-Flow Graphs and Concurrency

The standard model for concurrent control flow are Petri nets, which are, in more
theoretical work (e.g., [18]), formalized as directed hypergraphs, with places rep-
resented by hypergraph nodes and transitions by hyperedges (but with multisets of
input and output places for each transition; Sassone introduced the concept of prenet
which has sequences instead of multisets [6,35]).

Putting everything together, control-flow semantics of directed hypergraphs there-
fore implies the following:

• If a node is attached to multiple input tentacles, it is normally understood that
control propagates along any applicable outgoing edge.

This kind of branching implements decisions by making different edges appli-
cable depending on the circumstances. In finite-state automata recognizing
regular languages, those edges whose labels match the next available input
are applicable; more generally, conditions depending on the current state can
be used, as for example “k == 0” in Figure 1.4. If several outgoing edges
of the same node are applicable, then this kind of branching introduces
nondeterminism.

If this is the only kind of branching, the resulting graphs can be used as deci-
sion trees, or as tree structures for branching-time temporal logics [15].

• If a node is attached to multiple output tentacles, the corresponding different
operations pass control to the same state.

This corresponds to moving from tree structures for branching-time temporal
logics to graph structures, and similarly from infinite regular languages to finite
automata; in imperative programming, this is typically induced by jumps or
higher-level control structures such as loops.

• If an edge has multiple output tentacles, we understand this as forking the
current thread of control into multiple threads of control.

This corresponds to the fact that Petri net transitions with multiple outgoing
edges place tokens into each successor place upon firing.

• If an edge has multiple input tentacles, we understand this as introducing syn-
chronization of concurrent threads.

With this background, it becomes clear that, in the nonconcurrent case, conditionally
branching assembly instructions should not be represented by branching hyperedges,
but instead as two conventional edges of which in each state only one is applicable,
as can be seen in the example shown in Figure 1.4.

1.2.4 Concurrent Interpretation of Data-Flow Graphs

From the theoretical literature [6,18,35] one notices that Petri net computations,
which are finite acyclic versions of Petri nets equipped with a start and end interface,
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give rise to essentially the same kinds of categories as term graphs, namely variants
of gs-monoidal categories [8].

The description in the previous section was accordingly tuned to emphasize the
compatibility between the concurrent control-flow view of a hypergraph with the
data-flow view, as long as no cycles are present.

Indeed, Sassone’s prenets [6], designed to reflect the “individual-token philoso-
phy” to composition of Petri net computation, can be understood as making individ-
ual threads of control explicit.

The two views combine easily into data-flow graphs with concurrency aspects,
where the distribution aspects are most easily made explicit by adding host identifiers
to nodes and hyperedges. For an example, see Figure 1.7.

Combining this representation of concurrency aspects of distribution with the
nested hypergraph representation of sequential computational kernels, we obtain a
nesting of hypergraphs with at least three levels. Implementing iteration of concur-
rent behavior will even require wrapping the concurrent control-flow code graph at
the third level into a cyclic sequential control-flow graph, which produces a four-level
nesting.

1.3 Efficient Multicore Parallelism

Different levels of parallelism raise different issues with respect to efficiency and
correctness. It is useful to put multicore parallelism into a context categorized in
order to contrast current issues with parallelism issues in the past.

Distributed parallelism: It involves execution on multiple hosts, also called nodes,
each running an operating system.

Long and variable latencies, and network and node failures during computation may
be significant issues in this context. The message-passing library MPI [33,38] is most
commonly used for distributed scientific processing, typically implementing a Single
Program Multiple Data (SPMD) model. The most feature-rich tools for distributed
parallelism are marketed as grid computing.

The SPMD approach allows programmers to write a single program which runs on
multiple nodes. Each instance therefore contains code for all instances and knowl-
edge of the data distribution across nodes. This model is not suited to heterogeneous
multicore architectures with small private memories.

ILP: CPUs need multiple execution units for different types of computation to
reduce design complexity. ILP takes advantage of this hardware design imperative by
dispatching instructions to multiple units in parallel. In the vast majority of cases, the
CPU has circuitry to introduce this parallelism into a sequential stream of instructions,
and may make other modifications (e.g., register renaming) to improve throughput.
Using this mechanism, sequential programmers and basic compilers get some degree
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of parallel execution for free, while advanced compilers can produce significant levels
of parallelism (e.g., four-way on recent Power architectures). Very Long Instruction
Word architectures expose this level of parallelism explicitly to the compiler.

SIMD: It properly refers to architectures with hardware support for large-vector
arithmetic operations. The Cray-1 was a successful computer using this model.

Vector-in-register parallelism (VIRP): In current architectures, SIMD most often
refers to short-vector-in-a-register architectures designed to accelerate the manipu-
lation of digital media. Typical instructions treat a 128-bit instruction as four 32-bit
integers and perform operations on them in parallel. Although some early implemen-
tations could accurately be described as SIMD, current instruction sets have added
rich horizontal instructions which operate across elements in a single register values,
for example, by shuffling bytes within a single register value [7].

Multicore architectures: They are evolving rapidly, nevertheless, we can assume
the following characteristics: computational resources are organized into units sim-
ilar to conventional CPUs, with asynchronous execution in the multiple cores, and
weakly coherent access to common memory resources. The programming model
for these resources differs greatly: private memory, user-directed caching of global
memory, or hardware-directed caching of global memory. The models range from
highest potential performance to simplest programming model.

ILP has been so successful that almost no programmer considers it when writing code.
Large-vector SIMD is too restricted to apply to a wide enough range of applications
to make it viable. Distributed parallelism always requires significant programmer
intervention, and a whole industry has grown up around providing tools to write and
debug distributed parallel programs. We have previously shown that taking advantage
of VIRP requires the development of new patterns of efficient execution, and that
an approach marrying a DSL programmer interface to a system based on graph
transformation can produce highly efficient, highly readable, and high-assurance
code [2].

Our goal is to duplicate the success of ILP and VIRP at the multicore level, avoid-
ing as many of the problems associated with distributed parallelism as possible. Cur-
rent SPMD models for distributed parallelism raise the cost of developing software
above what most applications can support. Run-time requirements for library and
operating-system support do not scale well to large numbers of cores, and exceed the
capabilities of some lightweight cores.

WhyisILPuniversallyexploitedwhileSPMDisconsideredanarcaneart?Accepting
that it makes sense to compare such different levels of parallelism, we believe that
the answer lies in the way the two are understood (both formally and informally).
SPMD is implemented as a library, while ILP is implemented as a language (machine
language). SPMD can be used to express any programming construct and implemented
at any scale, and most support libraries try to abstract away the scale and architecture
of the underlying hardware. The level of parallelism supported is unbounded. Any
conceivable program can be implemented. Unfortunately, most conceivable programs
are not correct, and it is difficult in practice to tell which ones they are.
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ILP, on the other hand, is defined in terms of a language (machine or assembly
language). Both resources and the amount of parallelism are bounded. All resources
whose efficient use determines performance are accessible to the programmer through
instruction (re)scheduling. For the most common architectures, the programming
model is strictly sequential within the CPU. Some architectures allow external
observers to see limited nonsequential execution (by reordering external memory
accesses for performance reasons).

Obviously, presenting a sequential model to the programmer makes ILP easier
to use. Note, however, that programmers (and more commonly compiler writers)
aiming for peak efficiency must be aware of nonsequential (out-of-order) program
execution. The key point is that correctness can be determined using the sequential
programming model or the data-flow-graph-based model, even if significant changes
in scheduling are required to efficiently use resources. Furthermore, the limited
resources in support of parallel execution make it possible to characterize the set
of schedules and design effective heuristics for searching within it.

1.4 Motivation for Multicore Virtual-Machine Model

Our aim is to encapsulate the important features of multicore parallelism in a vir-
tual machine (language with semantics) with the hope that techniques developed for
ILP will apply to parallelism at this level. This is our attempt to find a balance, expos-
ing enough details to enable high-performance computation while hiding enough
details to make it easy for the programmer to understand program semantics.

The most important feature we need to capture is data locality. The hardware
required to present the programmer with a flat memory model across multiple exe-
cution threads is very expensive, and introduces performance-reducing nondeter-
minacy. Processors designed for signal processing have for many years provided
user-directed cache modes, including directly addressable caches, in which the pro-
grammer can fix part of the cache to memory mapping in order to guarantee fast
access to important data structures. Because such optimizations are nonportable and
require support from the operating system, they have not been used in multiuser
servers or desktop processors.

The Cell SPUs [23] have no cache, but rather have private local storage. Com-
munication with the rest of the processor must be performed explicitly using DMA
transfers. This can be seen as integrating on-chip the architecture of distribution that
has existed for decades on the circuit boards of workstations, where microprocessor
and graphics processor units execute independently, and communicate via DMAs.

Data locality poses a challenge for synchronization for both cached and noncached
memory architectures. This is because access to memory which appears to be local
may require distant access. In a cached architecture, this occurs when two physical
cores access the same physical memory causing the bus hardware to transfer cache
lines between the two processors, introducing delays. To avoid this, our language
does not contain access to nonlocal memory, even as part of interprocess signaling,
which implies that we do not use mutexes.
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Our virtual machine must contain multiple threads of execution corresponding
to individual cores. Each thread has a small list of local resources: data buffer to
store blocks of data for computation and signal registers which can be set by remote
processes. These are the registers of our virtual CPU. The former usually contain
values visible at the high level, like registers containing the results of arithmetic.
Signal registers are only visible to the parallelizer, just as registers for floating point
exceptions and PowerPC condition registers are only visible to the compiler or low-
level assembly language coder.

The execution of procedures implementing register assignments based on pure,∗
local functions is the arithmetic execution unit of our virtual CPU, and asynchronous
communication is the data movement execution unit.†

We can synthesize branching control flow inside the pure functions just as we did
for VIRP, and we can move it to a higher level in the Coconut code graph. Restricting
computation to pure functions, and control flow to thread synchronization, signifi-
cantly simplifies the process of reasoning about parallelization for the programmer
or compiler and the verifier.

By separating control and data flow, this allows a single-threaded control process
which may be distant from some or all of the computation engines to originate the
complex data-flow patterns necessary in scaling up multicore computations, while
separating algorithm-intrinsic control flow from control flow required by parallel
computation. In this way, the algorithm designer can solve one problem at a time:
writing a correct algorithm and writing an efficient parallelization strategy. Unlike
ILP and like SPMD, to tune performance, the programmer must explicitly insert par-
allelization, although, in Coconut, this is done in program generators, not programs,
and can be simplified by using higher-level patterns. Like ILP and unlike SPMD,
verification ensures that the program as a whole is a pure function, i.e., independent
of parallel execution order.

1.5 Virtual-Machine Language

A sequence of computations is a list of pairs (c, i) of execution core identifiers and
instructions. In the present description, the instructions on each core execute in order,
although just as in the ILP case, it would be easy to introduce limited out-of-order
execution managed by the run-time system or dedicated hardware.

∗ Pure functions are functions without side effects, which here, in particular, includes no invocations of
communication primitives, and implies referential transparency. The latter means that results depend
only on the explicitly provided arguments, and no other circumstances, in particular, not on execution
order of subcomputations in cases where this order is not fully determined.

† Although a single communication primitive would be sufficient, we separate data flow and signals
because machine architectures can (and should) optimize one for throughput and the other for latency.
On the Cell BE, signals are implemented as both signals and messages, and data flow as DMA transfers.



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C001 Finals Page 19 2008-10-20 #19

Synthesizing and Verifying Multicore Parallelism 19

Data movement instructions, however, are assumed to run asynchronously from
other computations, so the exposed instructions only initiate data movement/signal-
ing or wait for it to complete. DMA engines to handle DMA are almost always
implemented as autonomous processors executing transfer lists. We embed the data
movement with the purely local computations on a core because this is analogous
to the interleaving of load/store instructions and register-based computation on a
Reduced Instruction Set Computer (RISC). Unlike load/store instructions in a RISC
CPU, we have to separate the request for transfer from the acknowledgment of
completion—in RISC processors, issuing the instruction using the target register of a
load instruction will stall the execution pipeline until the data have been transferred,
while DMA engines do not provide equivalent synchronization mechanisms.

We choose to expose this for several reasons. Signaling may compete with data
transfers on a common bus, and this allows the instruction scheduler to take this into
account. Data transfers themselves introduce ordering, so signaling may not always
be necessary. The separation makes it easier to maximize latency hiding for two-
way communication within given resource constraints. Each transmission executes
asynchronously with a variable latency, so it is useful to separate them enough to
hide the expected latency.

While computation within a core is in order, computation on different cores is a
priori unordered, as are all data transfers. For this to work, the computational threads
on the send and receive sides must refrain from writing to the source and target areas,
respectively, and the receive side must also refrain from reading from the target area,
until completion of the transfer has been signaled.

To take advantage of the higher efficiency of large transfers, signaling of DMA
completions is handled via additional data—a tag—contained in the transfer. This
is the method we use on the Cell BE; it is possible to do this since the sequence
of writes to DMA target addresses can be ordered using fences.∗ Detection of a tag
(which must be different than the tag associated with the previous buffer contents)
indicates to the receiver that the transfer has completed. We will assume that the
sender also has a mechanism for detecting completion,† and that the architecture
contains a signaling mechanism, with signal status stored locally (in local private
memory, or a special hardware register) on each core.‡

∗ DMA engines usually support lists of blocks to transfer. Transfer out of order may be more efficient,
so order is usually ignored, but different constructions (bit flags on the DMA list instructions) may be
available to enforce ordering within a particular list of blocks, and within all lists of blocks queued up
for transfer. By putting the tags in a separate atomic unit for transfers (aligned 16 bytes), and putting
this line in a separate DMA block, separated by a fence, following the list of blocks needed for the data
transfer, the tag will not appear to the receiver until after all data have been transferred.

† On the Cell BE processor, DMA engines are paired with computational cores, and detecting DMA
completion is low cost and does not involve bus traffic. This is the preferred setup from a hardware
point of view, because each private local memory needs an interface to the on-chip network fabric, and
this requires that most of the functionality of a DMA engine is implemented in any case,

‡ On the Cell BE, we use the SPU signal registers.



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C001 Finals Page 20 2008-10-20 #20

20 Process Algebra for Parallel and Distributed Processing

Cores are referenced by CoreId. To each core, we associate the following state:

State Reference Function Values
Signal
registers

SignalId Enumeration of a
small, predetermined
number of Boolean
values local to each
core, but writable
from any core

Can be set or unset

Buffers LocalAddress Store blocks of data Readable, or
writable by set
of CoreIds, or
exclusively for
local access

Data tags DataTag Tags associated with data
buffers

Contain integers

Two examples are helpful at this point. In Figure 1.5, we introduce a graphical
representation of the virtual-machine language. Following universal modelling lan-
guage (UML) convention, communication is asymmetric, so it is shown with half
arrowheads. There is both synchronization and data transmission, so thin and thick
lines are used to represent the respective low and high bandwidth requirements. Sig-
nals are labeled by their SignalId, and data are labeled by a symbol representing the
data being transferred, subscripted by the data tag.

In a simple transfer, the receiving core sends a preassigned signal to indicate that
the receiving buffer is available for writing. It is up to the scheduler to ensure that
no local or remote reads or writes to this buffer occur. In the case of local reads and
writes, this is easy to verify visually, by checking the inputs and outputs of all pure
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FIGURE 1.6: Complex transfer, minimizing signal traffic.

functions between the SendSignal and WaitData. Ensuring that no DMA activity
sources or targets this buffer during this time is more difficult, and requires the estab-
lishment of a partial order on the instructions executing on different cores. Similarly,
the scheduler must ensure that the source buffer is not written to between the Wait-
Signal and WaitDMA instructions, although reading is allowed, and is effective in
pipelining instructions.

In the more complex example shown in Figure 1.6, a single signal is sent from core
5 to core 1 to indicate that the destinations for a whole chain of transfers are available.
This amortizes the cost of the signaling over multiple transfers, at the expense of
potentially tying up buffers for longer periods of time. Using such a single signal may
be easier for the scheduler to software pipeline than a sequence of simple transfers,
because there are fewer latencies to worry about. For algorithms requiring numerous
transfers of small amounts of data, the reduction in signaling bandwidth may also
be significant. In this example, we introduce conventional mathematical notation for
pure functions, f , g, and h. Since the data transfers in one cycle have distinct target
cores, a single data tag can be used for all transfers. To achieve good performance,
the signals and data transfers would be software pipelined within each node, so that,
for example, in a simple mapping of h ◦ g ◦ f over an array {xi}, with minimal
pipelining, the evaluation of f (xi+2) would overlap the evaluation of g(f (xi+1))

and the calculation of h(g(f (xi))).

1.5.1 Virtual-Machine Instruction List

We present the syntax of the virtual-machine instructions, together with high-level
description of their intended effects. We also summarize how we implement these for
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the current Cell BE architecture, how they could be implemented on other architec-
tures, and their performance implications.

There are no nested instructions. Each instruction takes a sequence of operands
from the finite types CoreId, SignalId, DataTag, DMATag, LocalAddress, Glob-
alAddress. The sizes of these types are determined by the specific hardware/soft-
ware architecture. Different architectures have different addressing schemes, but we
assume in general that each core uses a LocalAddress to refer to the memory it can
access with low latency, and a GlobalAddress to refer to other memory. On the Cell
BE, local memories can be mapped into the originating process’s memory space,
but on other architectures, global addresses may require different representations
depending on its location.

SendSignal CoreId SignalId
Send the specified signal to the specified core. If the signal is already set, it
remains set. The receiver must unset it (with a WaitSignal) in order to be able
to detect the next signal. Any core can send any signal to any other core. It is
up to the programmer/generator to assign signals just as registers are assigned
so that different uses do not overlap.

One use of this command is as a “clear to send” notice so that a remote SPU
is able to initiate a DMA data transfer. This is illustrated in Figure 1.5. When
used as a “clear to send” notice, the buffer to which the requested data will
be written should have already been marked as free with the FreeBuffer com-
mand, unless the programmer/compiler has arranged that the new data tag is
different from the current data tag.

WaitSignal SignalId
Pause execution on this core until the specified signal has been received.

Efficiency of the schedule depends on this instruction only occurring in the
execution list for a core after the signal has already been received by the under-
lying hardware. In this case, the latency of the transfer is completely hidden.

SendData LocalAddress DataLength GlobalAddress DataTag DMATag
Initiate a DMA transfer to send a data block from the memory of this core to
the private memory of a second core, using its address in the global address
space.

In the current implementation, the DataTag is written to a reserved memory
word preceding the buffer, and the data transmission is adjusted to include it
in the transmission.

The DMATag is an identifier used to identify one or more DMA commands,
so that the local thread of execution can query the DMA engine about comple-
tion. The DMATag must be used on the same core with a WaitDMA instruc-
tion to verify the end of the transfer before local writes are allowed. On the
Cell BE, it is possible to interrupt on DMA completion, which can be used to
reduce the latency between initiation of a send and the next use of the buffer.
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This introduces interrupt overhead into the run-time system, and significantly
complicates the verification of the run-time system.

WaitDMA DMATag
Wait for completion of the DMA transfer with the given tag. Only the initiating
core can check this tag. Another core, the controller, or off-node I/O must infer
that this transfer is complete from other synchronizing instructions.

WaitData LocalAddress DataTag
Wait for the data block located at the given local address to have fully received
an inbound transfer identified by the given data tag.

In the current Cell BE implementation, this is done by repeatedly reading the
data tag from the local private memory until the expected tag is read. This
is convenient because it is possible to put fences in DMAs, ensuring that the
data tag is transferred after the block data is transferred.

More efficient hardware would support sending a signal after a DMA transfer
is complete. To implement this on the current Cell BE, one would have to wait
for the local signal for DMA completion and then send a signal, or use DMA
list elements separated from the data write by a fence to write to memory-
mapped IO registers controlling signaling. The first approach would introduce
either a lot of extra latency or, if interrupts are used, extra overhead on the
sending core for the interrupt handler, and significantly more-complicated ver-
ification of the run-time system for the cores. The second approach may be
more efficient than the tag scheme, and we plan to benchmark it.

FreeBuffer LocalAddress
Indicate that the buffer at the given local address is free to be written to.

This has to occur before an incoming data-transfer request is initiated when the
previous value of the data tag is not known, in order to be able to tell when the
data-block transfer has completed. For simplicity of generation or verification,
each WaitData may be paired with a FreeBuffer.

In the current Cell BE implementation, this instruction causes a byte to be
written to a reserved memory location preceding each buffer. If light weight
signals are supported for signaling DMA completion to remote locations, this
instruction might be required to reset a hardware register.

LoadMemory LocalAddress DataLength GlobalAddress DMATag
Initiate a DMA transfer of the specified data from main node memory to the
core’s private memory. The source buffer can be written to, and the target used
after checking the DMATag.

StoreMemory LocalAddress DataLength GlobalAddress DMATag
Initiate a DMA transfer of the specified data from the core private memory to
node main memory The source buffer can be written to, and the target used
after checking the DMATag.
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LoadComputation Computation GlobalAddress DMATag
Load new computational kernel from location in main memory specified in the
Computation structure.

This duplicates the functionality of LoadMemory with a different type. Sep-
arating them makes verification a lot easier, and takes advantage of the encap-
sulation of Computation.

In the Cell BE implementation, LoadComputation can be converted to Load-
Memory, because the SPU cores do not distinguish between text and data.

RunComputation Computation LocalAddress∗ LocalAddress∗ Parameter∗
Run the specified computational kernel, using a list of addresses for input
and output buffers, and a list of parameters. The signature of the computation
includes information on the sizes of the buffers and which input and output
buffers may coincide (for in-place computations). This information is needed
to evaluate the instruction stream into a data-flow graph.

The computation is a compiled pure function, adhering to a defined binary
interface. The binary interface allows a list of input data buffers, a list of output
data buffers, and a list of parameters to be passed to the function. In the Cell
BE implementation, the pure functions are generated from source code in an
existing DSL.

1.6 Scheduling Algorithm

The advantage of the approach developed in this chapter is that users can develop
their own schedulers for multicore parallelism, taking advantage of the most efficient
low-level asymmetric messaging, without having to cope with distributed debugging.
In this section we outline the algorithm for the scheduler we are using to test this
framework.

This scheduling problem is NP-complete, and finding good approximation algo-
rithms is a current research problem, especially for the (harder) case of multiproces-
sor scheduling [31]. Devising a good heuristic algorithm depends on understanding
the properties of a good solution. Just as in the single-pipelined-processor ILP prob-
lem, the most important feature of a good schedule is the separation of loads and
instructions consuming the results. We use a greedy algorithm, which seeks to move
the signal/data transfers as far from the computations as possible.

We divide the process into three stages, guided by the code-graph transformation
sequence shown in Figure 1.7. These graphs present a multicore implementation of
matrix multiplication, specialized, for the sake of readability, for multiplying a matrix
A tiled into 1 × 1 blocks with a matrix B tiled into 1 × 2 blocks, splitting the two
resulting block multiplications, labeled “∗”, over two cores 0 and 1. Allocation to a
core i is denoted by prefixing edge and node labels with “i:”.

These edges labeled with “∗” should be considered as nested edges, labeled with a
control-flow graph representing the loop structure of a software-pipelined submatrix
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FIGURE 1.7: (a) Pure, (b) distributed, and (c) concurrent data-flow graphs.
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multiplication program; the loop body in that control-flow graph is labeled with a
pure data-flow graph assembled from several stages of an unrolled submatrix multi-
plication loop body [3].

The three stages, described in more detail in Sections 1.6.1 through 1.6.3, essen-
tially produce a schedule for the final, concurrent data-flow graph by approximating
it first with a schedule for the data-flow graph and then with one for the intermediate,
distributed data-flow graph.

Payload scheduling (see Section 1.6.1) enumerate the data blocks with sources, in
the order in which they are used in computations (as inputs or outputs of pure func-
tions, or as sources for transfers to main node memory), and enumerate the compu-
tations in the order they will be executed (this can be done once for each core or in a
unified time-line.)

We consider this as scheduling a pure data-flow graph, which is shown for a trivial
2-core example in Figure 1.7 (left); this drawing shows that the two multiplications
are already assigned to different cores.

Payload buffer allocation and communication generation (see Section 1.6.2) gener-
ate ordered lists of instructions for each core from the initial lists, converting pure
functions into RunComputations, and inserting data transfers and signaling as
required to get data blocks into local buffers before pure computations.

We consider this as refining the previous schedule for the corresponding distributed
data-flow graph mainly by also allocating the nodes to cores, and simultaneously
performing resource allocation (corresponding to register allocation in simple data-
flow graphs). Nodes adjacent to computations that are all on the same core are
directly allocated to the same core as those computations; the other nodes are split
into node sequences connected by explicit “mv” edges representing data transfer
between cores (we consider “mv” to be executed by the transfer target, but do not
consider it as a computation). This implies that an input node allocated to core i

has its data directly transferred from memory to core i, and analogously for output
nodes.

The result of this is shown (for the same simple example) as the middle code graph
in Figure 1.7.

Communication scheduling (see Section 1.6.3) reorder the instruction lists to better
hide latency of signals.

Since the “mv” edges of the previous graphs are implemented using sequences of
instructions with widely varying latencies and limited dependencies, these instruc-
tions must be scheduled separately, which amounts to producing a schedule for the
concurrent data-flow graph shown (again for the same example) as the right-most
drawing of Figure 1.7. For that graph, note that the WaitDMA instruction “WM”
does not produce a (data) output, but still needs to be scheduled since it is strict
like all other instructions here. It also does not have a control output since nothing
directly depends on its completion; its only effect is to keep the buffer allocation for
the buffer containing A(0, 0) on core 0 alive until after its completion: the outgoing
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control edge added to WM by scheduling it will, together with a correct allocation,
ensure that there are no writes to that buffer before completion of that WM.

We now expand on each of these three steps:

1.6.1 Payload Scheduling

This first stage is separated out because the key to efficiently utilising resources in
high-efficiency multicore architectures is the maximization of data reuse within the
cores, and hiding of latency.

Access bandwidth to main node memory (and to distant memory on other nodes)
is bounded by hardware interfaces which cannot grow at the rate computational per-
formance is growing. The first stage orders computations so that input and interme-
diate data can be maximally reused. In the future, on multicore processors with more
processors and topologically nontrivial on-chip networks, this is the point at which
operations can be reordered to distribute intercore communication sufficiently over
fabric bottlenecks. On the Cell BE, main node memory traffic is the bottleneck for
all of our target computations. We will refer to the list of buffer users as consumers.

1.6.2 Payload Buffer Allocation+Communication
Generation

The second stage maximizes latency hiding by filling buffers with data blocks
required for future computations as soon as buffers become available. This is done
by iterating the following six stages:

1. Look for unoccupied buffers on each core and where found assign consumers,
generating instructions to send and receive signals and initiate DMA transfers,
except for output blocks, which require a buffer reservation, but no action.

2. Age all pending transfers by the estimated time to initiate transfers.

3. Look at the next instructions on each core, and if all of the required blocks have
been assigned to local buffers, and inputs are available, generate the RunCom-
putation or StoreData instruction.

4. Adjust use counts on data blocks following computation.

5. Age all pending transfers by the estimated computation time for executed com-
putations.

6. Find the oldest pending data transfer; add a WaitData instruction to the instruc-
tion stream for its core, and mark the data block in the target buffer as available.

1.6.3 Communication Scheduling

The resulting schedule makes maximal use of the available buffers to hide the
latency of data transfers. It does not hide the latency of signals. If signals are
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implemented as high-priority, low-bandwidth side-band communication, it would not
be necessary to worry about this. If signals share a single data bus, signal latency may
be as long as data latency. On the Cell BE, the situation is somewhere in between.
Signals are transmitted on the same bus as data, but the bus is implemented as mul-
tiple token rings running in different directions. So shorter signals running in the
opposite direction to data will tend to have significantly shorter latency. Neverthe-
less, it is important to be able to hide this latency as well. We do this in a final stage,
using what is akin to peephole optimization, by locating the matching WaitSignal
and SendData pair and moving the WaitSignal forward across a number of inst-
ructions representing the smallest amount of computation above the minimum of
a fixed expected latency, and a fraction of the total computation time between the
WaitSignal and SendData in the input instruction stream.

1.7 Concurrency Verification

Recall that verification serves two customers: the developers and users (possibly
represented by certification authorities and government regulators). The user wants to
know whether safety-critical software is correct. The developer also needs to under-
stand the source of defects, so that they can be fixed, or used to develop a new design.
Although errors in concurrent parallelism are inherently nonlocal, the algorithm in
this section identifies the type of error and one of the instructions involved in creating
an unsound program.

We envisage two verification steps, which make sense in the context of multicore
parallelism: Reduction of the parallel program to a pure data-flow graph, and match-
ing the data-flow graph to a specification. For the types of problems we are imme-
diately interested in, like structured linear algebra, it is easy to generate single- and
multilevel pure data-flow graphs and convert them to an appropriate normal form.
This makes the second step easy, and the first step the more interesting.

The first step requires the verification that the introduction of multicore parallelism
does not modify the semantics of a program. Even where normal forms for pure data-
flow graphs are not available, this means that testing can be as efficient as it is for
single-threaded programs. This is similar to the graph-transformation strategy we are
applying successfully to the development of code transformations for VIRP [4].

In practice, incorrect programs are as interesting to the programmer whose job it
is to fix them as are correct programs. On failure, our verifier will identify a program
location and type of error. This is much easier to do with an ordered input program
than with a set of communicating processes.

This brings us back to the superscalar, out-of-order model. Although compilers
know that instructions are executed out of order, they have to be presented in a linear
order, and the semantics must match the sequential program semantics. This is the
case for verified programs presented in our DSL. The difference from the superscalar
CPU case is that some programs cannot be verified, and therefore do not have the
same semantics as the equivalent sequential programs.
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We will use the following terminology:

• A program is a list of pairs (CoreId, Instruction).

We assume that the instructions originate in this order and are transmitted to
cores in this order. Since each core buffers its instructions and executes them
without additional synchronization, the original program order is not necessar-
ily the same as the resulting execution order.

However, due to limited buffer sizes there is a limit to the distance within the
list between any two instructions whose execution overlaps in time. Therefore,
considering a single list is more restrictive than a separate list of instructions
for each core.

The situation here corresponds to the dispatch queues and instruction-fetch
buffers on superscalar CPUs, which result in a maximum number of instruc-
tions in-flight.∗

We do not use the maximum in-flight property, but do use the presentation
order, and we will add restrictions to the presentation order below.

• A program is order independent if, given the same input (in main memory
input locations), all possible execution orders terminate and produce the
same output (in main memory output locations), although intermediate
values computed and temporarily stored in private or global memory may
differ.

• A program is locally sequential if every (c1, SendSignal c2 i) is followed by
a corresponding (c2, WaitSignal i), and every (c1, SendData b c2 t m) is fol-
lowed by corresponding (c2, WaitData t) and (c1, WaitDMA m) instructions.

Note that it is easy to construct order-independent programs without this prop-
erty, simply by ordering the instructions by core.

• A program is safely sequential if it is locally sequential and order independent.

The programmer wants to know whether the programs are order independent. Check-
ing this is very expensive. The programmer understands sequential programs, and
with some difficulty can understand parallel programs close to sequential programs.
Weakly sequential programs are our attempt to formalize this concept, and we may
restrict it to improve programmer understanding in the future as we gain experience
writing and generating a wider range of programs. The key to usability, however,
is the fact that we can efficiently identify the safely sequential programs within the
class of locally sequential programs.

To summarize these definitions using relational language, instructions on a single
core are totally ordered; instructions on different cores have a partial order derived

∗ The instructions in-flight at a given time are all of the instructions in the process of being decoded by the
CPU, dispatched to execution units, executing (pipelined or nonpipelined), or being completed (having
their results recorded in register files, store queues).
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from the use of synchronizing primitives; the partial order is the intersection of all
possible execution orders; the presentation order (order in the list) is a total order,
and we will give conditions that imply that the partial order is a subrelation thereof,
and in particular, that the presentation order is a valid execution order.

One reason we can identify the safe subset efficiently is that we can identify what
the intended result should be by using the pairing of send and receive instructions,
and from there we can verify that these are the only results by keeping track of a
bounded set of state information (with the size of the information being O(cores2).

1.7.1 Motivating Example

Before explaining the efficient method of verification, it is important to understand
that locally sequential programs are not necessarily sound.

For simplicity, the following locally sequential program uses signals, but the same
issues arise with data transmission:

Index Core 1 Core 2 Core 3
1 Long computation
2 SendSignal s → c2
3 WaitSignal s
4 computation
5 SendSignal s → c2
6 WaitSignal s

Remember that each core executes independently of the other cores, except where
explicit wait instructions block execution until some kind of communication (signal,
change in data tag, DMA) is confirmed to have completed. Therefore, in this case
the most likely instruction completion order has core 3 executing the SendSignal
as soon as it is queued, allowing the signal to be sent before core 2 has received the
core 1’s signal and cleared the signal hardware:

Index Core 1 Core 2 Core 3
2 SendSignal s → c2
5 SendSignal s → c2

Second signal overlaps the first, only one registered
1 Long computation
3 WaitSignal s
4 computation

No signal is sent, so the next WaitSignal blocks
6 WaitSignal s

To be precise, completion of the SendSignal means that the signal has been initiated
by the sender, and reception may be delayed, so the signal from core 3 could even
arrive before the signal from core 1. In either case, neither signal will arrive after
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the first WaitSignal, so the second WaitSignal will wait forever, and this program
execution will not terminate.

The problem is caused because there are no signals or data transmissions enforcing
completion of instruction 5 to follow completion of instruction 3.

This example, when considered as part of a longer program, also demonstrates a
possible safety violation with the valid completion order:

Index Core 1 Core 2 Core 3
1 Long computation
5 SendSignal s → c2
3 WaitSignal s

4
Computation

using
wrong assumptions

2 SendSignal s → c2
6 WaitSignal s

In this case, the computation 4 might rely on assumptions that are only available
once the SendSignal 2 completes—for example, it might initiate a DMA to core 1,
which could arrive before some earlier instructions on core 1 are still writing to the
DMA’s target area, thus invalidating the DMA transfer.

1.7.2 Strictly Forward Inspection of Partial Order

We have seen that locally sequential programs are not always sound. The advan-
tage that locally sequential programs have over general programs is that order-
inducing instructions must occur before instructions whose well-definedness depends
on them. Using simple inference to maintain a list of known ordering relations
between instructions on different cores, we can inspect the program in order (even
though it can execute out of order).

Referring to Figure 1.8, we see that after instruction 3, we know that instructions
on core 2 will complete after instruction 2 on core 1 (and any previous instructions).
We know nothing about the relative execution of instructions other than this until
instruction 6. At this point we know that instructions after and including 6 on core
1 must execute after any instruction before instruction 5 on core 2. After instruc-
tion 8, we have the relation that this and further instructions on core 3 execute after
instructions up to instruction 7 on core 1, but since instruction 7 on core 1 executes
after instruction 5 on core 2, we also know that instruction 8 on core 3 executes after
instruction 5 on core 2.

Contrast this with the example in Section 1.7.1, where we never have any relations
between instructions on core 3 and other cores. Keeping track of these relations is
the key to efficient verification of correctness.

There is one other class of (bad) example to keep in mind: the situation where,
in presentation order, two cores send the same signal to a third core without a wait
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Good Program

Index Core 1 Core 2 Core 3
1 Long computation
2 SendSignal s → c2
3 WaitSignal s
4 computation
5 SendSignal s → c1
6 WaitSignal s
7 SendSignal s → c3
8 WaitSignal s
9 SendSignal s → c2
10 WaitSignal s

FIGURE 1.8: Weakly sequential program.

on the third core to separate them. This case is visually apparent, because the sends
overlap in program order, but we have to safeguard against it nonetheless.

Clearly, the same considerations apply to data transfers. With data transfers, we
must additionally check the values of the data tags, because if the existing tag matches
the tag being transferred in, the WaitData instruction will never block execution,
even if the data are not available.

1.7.3 State

Recall that a locally sequential program is an sequence of instructions (communi-
cation primitives) with a totally ordered presentation. The order does not determine
the execution order, but it does define the analysis order for the verification algorithm.
Without this order, there would be no linear-time verification algorithm. Given the
order, it makes sense to talk about the state maintained by the verification algorithm.
This state encodes only the information about the possible execution states required
to verify the soundness of the program in this way.

For brevity, we will now write I instead of Instruction for the set of instructions,
C instead of CoreId, S instead of SignalId, and L instead of LocalAddress. Let D be
the set of DMA Tags. Let T be the set of data tags.

In the following, we assume a fixed program P . Depending on this program P , let
N = {0, . . . , length(P )− 1} ⊆ N be the set of indices into P considered as a list, so
that we can now consider the program as a total function P : N → C × I instead.
N is considered to be ordered with the standard ordering of the natural numbers.

For each core c : C, define Nc = {n : N |P(n)1 = c} to be the corresponding
restriction of the index set to instructions for c.

We are now interested in the partial strict-ordering≺ (depending of course on P )
on N where n1 ≺ n2 means the instruction (of P ) at n1 necessarily completes before
the instruction at n2. The reflexive closure of this is frequently known as “happens-
before relation” [16], or Mazurkiewicz’s trace [20,32].
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For a fixed core, c : C, the instructions in the program assigned to c are completed
in order, so we demand that, for each core c : C, the restriction of < to Nc is included
in≺:

∀c : C . ∀n1, n2 : Nc . n1 < n2 ⇒ n1 ≺ n2

There is no a priori order between instructions assigned to distinct cores, and this may
lead to unsound programs like the example in Section 1.7.1. Ordering is determined
by transition dependencies, which in our case means blocking communication.

It would be sufficient to calculate≺ completely, but only a small portion of this
partial order is required at a time. Since instructions on a single core are totally
ordered, it is easy to calculate the entire relation≺ if, for each instruction index n

and distant core, the latest instruction known to complete before n, and the earliest
instruction known to complete after n are stored.

We will see that it is sufficient to store only the latest instruction known to com-
plete before the current instruction, and convenient to repeat information for all
cores, in the form of a “�ollows” map indexed by n ∈ N :

�n : C × C → N

�n(c1, c2) = max≤{m : Nc1 | ∀n′ : Nc2 . n ≤ n′ ⇒ m ≺ n′} .
Note, in particular, that if n 
∈ Nc2 this definition does not say that is the latest
instruction on c1 such that all future instructions on c2 follow m. This property could
be used instead, but is more expensive to compute since it requires information about
future instructions. Figure 1.9 shows that the instruction at index �n(c1, c2) is always
a send instruction on core c1.

For the verification method, we need to define a function

∨̃
: (C × N × F)× (C × F)→ F,

Φn(c1, c2)

c1 c2

n

c

FIGURE 1.9: For convenience, �n(c1, c2) is defined for all n, even if n 
∈ Nc2 , to
be the index of the last instruction on c1 known to complete before an instruction on
c2 up to and including index n.
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where F = C × C → N models a slice of �.
∨̃

combines the slices of the partial
order at a corresponding pair of send/wait instructions that induce an order on the
completion of the wait and instructions on other cores. This potentially strengthens
what we know about �n2(c, cWait) for all c, i.e., about the last instructions known to
complete before the wait and future instructions on the destination core.

∨̃
((c1, n1,�n1), (c2,�n2))(c

′, c′′)

=

⎧⎪⎨
⎪⎩

max{�n2(c
′, c′′), n1} c′ = c1, c

′′ = c2

max{�n2(c
′, c′′),�n1(c

′, c1)} c′′ = c2

�n2(c
′, c′′) otherwise.

Our method of verification is a construction of the following functions inductively
in the instruction index, n.

σn : C × S →
⎛
⎝C ×N × F

⊕
N

⎞
⎠

�n : C × L→

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎝

T × C × N × F

⊕
T × N

⊕
T × 2D

⊕
T ×D

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎠

�n : C × C → N

where⊕ means disjoint union

2D is the power set of D

To calculate Xn+1, where Xn = (σn,�n,�n), it is only necessary to have access
to Xn, because we make copies of slices of � which are needed in future steps.

The disjoint unions can be understood in the following way: σ , which records the
last instruction to send the given signal to the given core, has two cases for signal
status: the signal has already been received by a WaitSignal or the receiver is still
pending. Case I: a signal is expected from a core c : C, at instruction number n : N ,
with �′ : F being the known partial order at n. Case II: the signal has been received
at instruction n : N . To simplify the cases, we assume that all signals have last been
received at instruction−1 (before the program starts).

For �, these are the following cases:

1. An incoming transfer with tag in T , from core in C started at instruction in N

with known partial order in F is expected.

2. The data tag is in T , and the data were last used at an instruction in N .
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3. The data buffer is the source of one or more DMA transfers whose list of
(completion) tags which have not yet been consumed by a WaitDMA are in
2D, and the data tag is in T .

4. An incoming DMA transfer with tag in D was started, and the data tag is in T .
Such a transfer can only have come from main memory, and been initiated by
a LoadMemory.

Initially, σ0 maps every argument to −1 (indicating that the last signal was received
before the beginning of the program), and �0 maps to the pair (〈unused data tag〉,
−1). �0 maps every argument to −1 as well, indicating that nothing is known about
ordering.

The maps σn+1, �n+1, and �n+1 are constructed from the maps at n and the
instruction at n executing on core c using the universal rule �n+1(c, c) = (n), and
specific rules for the following cases:

SendSignal c′ s′
We need to verify that there is no current use of this signal in any program
order. Dividing into two cases according to the form of σn(c

′, s′), the first
case excludes programs in which the signal is in use in the presentation order.
This is not sufficient because the presentation order is not the only possible
execution order, so we need to use the follows relation to check this.

If σn(c
′, s′) = (c′′, n′,�′), this is an error, because this signal s′ may be sent

by both cores (from c at the present instruction n and from c′′ at n′) at the same
time.

If �n(c
′, c) ≥ σn(c

′, s′), then we know that the last instruction to consume the
signal s′ on c′ at σn(c

′, s′) completes before �n(c
′, c) on c′ which (by defini-

tion) occurs before the current instruction on c. (This includes the case that this
signal has never been used, in which case σn(c

′, s′) = −1.) Let �n+1 :=�n,
�n+1 :=�n, and σn+1(c

′, s′) := (c, n,�n), σn+1(c
′′, s′′) :=σn(c

′′, s′′) for
other values of (c′′, s′′).

If the inequality is not satisfied, the program is not sound, because we do not
have n′ ≺ n, meaning that this signal could arrive before the previous Wait-
Signal s′ on c′, which is the case of the bad example program.

WaitSignal s′
If σn(c, s

′) = (c′′, n′,�′), then we know that the signal s′ will come from
core c′′, and we can use the fact that the wait completes after the send, to
update the follows map. Let �n+1 := ∨̃((c′′, n′,�′), (c,�n)), �n+1 :=�n,
σn+1(c, s

′) := (n) otherwise σn+1(c
′′′, s′′′) :=σn(c

′′′, s′′′).

If σn(c, s
′) = (n′), this is an error, or the program is not locally sequential, as

required for this analysis.



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C001 Finals Page 36 2008-10-20 #36

36 Process Algebra for Parallel and Distributed Processing

SendData l′ λ c′′ l′′ t ′ d
At the source: We need to ensure that the source data are not about to be
rewritten and that the use of t ′ and d does not conflict with another use. If d

appears in �n(c, l̃) for some l̃, then the DMA tag is already in use, and the
completion of this DMA would be indistinguishable from the completion of
another DMA already originated from this core, so this is an error.

If �n(c, l
′) = (t ′′, n′′), then no DMAs (SPU to SPU transfers or transfers

from main memory) are pending for this buffer, so record the send by letting
�n+1(c, l

′) := (t ′′, {d}) (with �n+1 equal to �n at all other values).

If �n(c, l
′) = (t̃, d ′), then on the sending core c an incoming DMA is in

progress from main memory with data tag t̃ and DMA tag d ′. Therefore it is
not safe to start an outgoing DMA as this data could be overwritten while it is
being sent, so this is an error.

If �n(c, l
′) = (t̃,D′) for some subset D′ ⊂ D, then there are already outgoing

DMAs in progress, which is valid if we do not try to reuse DMA tags; or if
t̃ 
= t ′′, then two different tags are being used for outgoing DMAs, which is
not supported (because it would result in an unknown data tag being sent for
the previously initiated transfer). Otherwise, record its use by �n+1(c, l

′) :=
(t,D′ ∪ {d}), and copy the other maps from n to n+ 1.

Otherwise, this buffer is the target of a DMA from another core, which is an
error.

At the destination: Between cores, execution order does not have to follow
presentation order. So we need to check that all use of the previous contents of
the target buffer must have completed before the current instruction.

If �n(c
′′, l′′) = (t ′′, n′′), t ′′ 
= t ′, and n′′ ≤ �n(c

′′, c), then the destina-
tion buffer has no pending DMAs after instruction n′′, the new tag does not
match the old tag (so it will be detectable by the WaitData), and the current
instruction is known to complete (�n(c

′′, c)) after the last instruction (n′′) to
have used the target buffer, so it is safe, and we set �n(c

′′, l′′) := (t ′, c, n,�n).
Otherwise, report the error that multiple incompatible DMAs with source
and target (c′′, l′′) were detected, or the data tag was illegally reused.

WaitData l′ t ′
If �n(c, l

′) = (t ′, c′′, n′,�′), then we are waiting for this data, and have stored
the follows map at the send instruction, which we can combine with the map at
the current instruction: �n+1 :=∨̃((c′′, n′,�′), (c,�n)). Let σn+1 :=σn, and
�n+1 :=�n except �n+1(c, l

′) := (t ′, n), which indicates that this buffer is
safe to use after the current instruction.

Otherwise, no incoming DMA from another core preceded this instruction, so
the program is not locally sequential, or this DMA overlaps DMAs initiated
locally, which is unsafe.
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LoadMemory l′ λ g′ d
Check that d does not appear in the image of �n({c} × L), otherwise the uses
of this tag overlap, which is an error.

If �n(c, l
′) = (t, n′), then the buffer has no pending IO, and we can ini-

tiate an incoming DMA by setting �n+1 :=�n except �n+1(c, l
′) := (t, d),

σn+1 := σn and �n+1 :=�n.

Otherwise, the target buffer is the source or target for transfer, which may not
have completed, and this will produce an indeterminate result.

StoreMemory l′ λ g′ d
Check that d does not appear in the image of �n({c} × L), otherwise the uses
of this tag overlap, which is an error.

If �n(c, l
′) = (t, n′), then no other IO is pending, and the store is safe. Set

�n+1 :=�n except �n+1(c, l
′) := (t, {d}) σn+1 :=σn and �n+1 :=�n.

If �n(c, l
′) = (t,D′), other outgoing DMAs are pending, which is allowed.

So set �n+1 :=�n except �n+1(c, l
′) := (t,D′∪{d}) (to record the new DMA

tag we are waiting for), σn+1 := σn and �n+1 :=�n.

Otherwise, the source buffer is the target for a pending transfer, and this will
produce an indeterminate result.

WaitDMA d

The DMA tag could be associated with incoming or outgoing IO. In either
case ∃l such that �n(c, l) = (t, d) (incoming), or �n(c, l) = (t,D′) and
d ∈ D′ (outgoing), and l is unique. Otherwise, there is an error, because no
DMAs are pending using this tag. This either indicates an unsound program or
a nonlocally sequential presentation.

If �n(c, l
′) = (t ′, {d}) then �n+1(c, l

′) := (t ′, n).

If �n(c, l
′) = (t,D′) then �n+1(c, l

′) := (t,D′ \ {d})
If �n(c, l

′) = (t ′, d) then �n+1(c, l
′) := (t ′, n).

For other values �n+1 :=�n. Also, σn+1 := σn and �n+1 :=�n.

RunComputation x (l′, l′′,...) (l̃′, l̃′′,...) (p′, p′′, ...)
Inputs: If for every l ∈ {l′, l′′, ...}, �n(c, l) = (t, n′) or (t,D′) then �n+1(c, l)

:= (t, n) or (t,D′) (respectively), otherwise, the buffer has pending incoming
IO, which makes this computation unsound.

Outputs: If for every l ∈ {l′, l′′, ...}, �n(c, l) = (t, n′) then �n+1(c, l) :=
(t, n), otherwise, there is pending IO and this modification makes the program
unsound.

Other instructions have no effect, so �n+1 :=�n, �n+1 :=�n, and σn+1 :=σn.

THEOREM 1.1
A locally sequential program is order independent iff the inductive verification

described in this section terminates without error.
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For the proof of this theorem, we need the following lemmas:

LEMMA 1.1
Each d ∈ D occurs at most once in �n({c} × L).

PROOF This property is preserved because the verifier starts with no elements
of D in the images of any of the maps, and all rules check for previous use of a tag
before constructing the n + 1 maps from the n maps and signal an error if multiple
occurrences of some d would result.

LEMMA 1.2
In a locally sequential program which passes the verification procedure, the only

signal a (n, c, WaitSignal s) can trap is the one in σn(c, s).

PROOF Assume that there is another signal which can be trapped. Since the pro-
gram is locally sequential, the “matched” SendSignal c s must precede the Wait-
Signal s in presentation order. There are two cases to check: the other send precedes
the wait, or follows the wait.

1. If it precedes the wait, we have two different SendSignal c s instructions send-
ing the same signal to the same core, c ∈ C, preceding the WaitSignal, with
unrelated instructions potentially interleaved. However, this situation would
not pass the verification, because at the second send, (n, SendSignal c s),
σn(c, s) = (c′, n′,�′) where n′, c′ are the index and location of the first send,
which would cause the verifier to return an error.

2. If the second SendSignal instruction follows the wait in presentation order,
but both sends can execute before the wait, then at the second send, the verifier
will find �n(c

′, c) < n′, where (n, c) are the coordinates of the second send,
and (n′, c′) of the intermediate wait. This would have caused the verifier to
signal an error, precisely because it could not guarantee the safety of the second
send.

LEMMA 1.3
In a locally sequential program which passes the verification procedure, the only

data a (n, c, WaitData l t) can observe arriving is the one in �n(c, l).

PROOF Analogous to the proof of Lemma 1.2.

LEMMA 1.4
The presentation order of a locally sequential program is a valid execution order

up to n if verification produces no error up to instruction n.
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PROOF Assume the contrary, and let m be the first instruction which is not exe-
cutable after instruction m − 1 and all previous instructions have completed. The
only instructions which may not be executable are the wait instructions (for a sig-
nal, for a data tag, or for a DMA completion tag). Since m is the first nonexecutable
instruction, all previous instructions have completed, which includes the correspond-
ing send instruction (since the program’s presentation is locally sequential). So m is
also executable, which is the contradiction.

LEMMA 1.5
For all c′, c ∈ C, n ∈ Nc, n′ ∈ Nc′ , if n > �n′(c, c′), then there exists an

execution order ε in which n′ <ε n.

PROOF Construct an execution order ε as follows. Let Uc′′ = {m′′ ∈ Nc′′ :
m′′ ≤ �n′(c′′, c′)}, and U = ⋃c′′∈C Uc′′ . A modification of the proof of Lemma 1.4
shows that the presentation order is a valid execution order for the subset U . The only
new point is that the instructions not in U are not required to make the instructions
of U executable, because the follows maps capture the supremum of the necessary
instructions for the subset U . Since n is not in the execution order up to this point,
n > n′ in this order, as required.

1.7.4 Proof of Theorem

To prove that a locally sequential program which is order independent will pass
verification we consider the converse situation, a locally sequential in which an error
is flagged. For each case of such an error, one must construct a possible execution
order which results in a deadlock. We do this for the hardest case, the errors raised
during the processing of a SendSignal. The other errors can be treated in the same
way, or they obviously indicate a failure to be locally sequential (waits preceding
sends).

(n, c, SendSignal c′ s)

1. Error caused by σn(c
′, s) = (c′′, n′,�′) where we have a signal s which could

be sent by both c and c′′ to c′. Presentation order is a valid execution order
up to n if it produces no error up to instruction n by Lemma 1.4. Therefore
both signals could arrive at c′ before the next WaitSignal, in which case both
would be consumed. This would leave a second WaitSignal without a paired
SendSignal according to the 1-1 pairing of SendSignal and WaitSignal
required in a locally sequential program, and a deadlock would result. (Note
that even if the program is malformed in other ways, as long as the sends and
waits are paired, each send can make at most one wait executable, so the pairing
is the only required property to insure a deadlock, unless some other problem
manifests itself first.)
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2. Error caused by σn(c
′, s′) > �n(c

′, c). This tells us that the last instruction
to consume signal s′ on c′ at σn(c

′, s′) does not necessarily complete before
�n(c

′, c) on c′. By Lemma 1.5, there is an execution order in which the signal
sent at n completes before the wait at σn(c

′, s′), in which case the wait would
capture two signals, and there would be an unpaired wait later in the program
to cause a deadlock, as above.

To prove the converse, let P be a locally sequential program passing verification.
We must first show that the program has no deadlocks, and always produces the same
result.

Assume that there is an execution order with a blocking instruction. Let n be the
first instruction in presentation order which blocks. In analogy with the proof of
Lemma 1.4, this instruction must be a wait instruction, which by Lemma 1.2 and
Lemma 1.3 is paired with a unique send instruction which precedes it in the pre-
sentation order. Since that instruction did not deadlock (because n is the first such
instruction), it is executable, making n executable, implying that a verified program
can have no deadlocks.

To show that the (nondeadlocking) result is order independent, we can symboli-
cally execute it, checking at each step that the results do not depend on execution
order. To do this, modify the image of �n to include an expression type, E, with
different meanings for each case in the disjoint union:

T × C ×N × F ×E—an incoming transfer is expected, and when it arrives, E

will be the contents of the buffer;

T ×N×E—the buffer contains the expression E, which was last used at instruc-
tion n ∈ N ;

T ×2D×E—the buffer contains the expression E, and is the source for outgoing
transfers;

T ×D × E—the buffer is the target of an incoming transfer from memory, and
when it completes the buffer will contain E.

New expressions are formed by a RunComputation at instruction n from the expres-
sions in the input buffers in �n and the new expressions are stored in �n+1. The
verification mechanism ensures that the source and destination buffers in � are in
the definite state T × N × E. Sourcing buffers in other (indefinite) states would
have been flagged as an error. Input expressions are formed by memory loads, and
an additional map from memory store locations to expression values represents the
output of the program. Memory outside the on-core buffers is considered to be static
input, or write-once output data. This concludes the proof of the theorem.

For the second step in verification, one must compare the expressions generated
in this way with specifications for the program. For computations of limited size,
this can be done by using a nodes in a directed acyclic graph (DAG) with sharing as
the type E. The result is a term forest, which can easily be compared to a specifica-
tion in the same form. This procedure would be considerably more complicated for
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programs whose corresponding DAGs would not fit in program memory, but it is the
nature of this approach that computation, and specifications are nested, so that the
size of DAGs at each level are manageable. So far, this has always been the case.

1.8 Conclusion

We have shown that the control flow required to efficiently utilize multiple
lightweight cores can be abstracted out of the program into a simple process algebra,
which we use to label the middle layer of Coconut nested code graphs.

We have drawn an analogy between this language and a RISC instruction set used
in a superscalar processor. This analogy leads naturally to the idea that the multicore
level of the graph be presented in order, for out-of-order execution. With this pre-
sentation, it was possible to verify the correctness of this level of parallelism in an
efficient manner.

Above all, Coconut is designed to make compiler optimizations transparent to the
users who are responsible for performance. Out-of-order execution in superscalar
cores is well understood and widely exploited by both the optimizing compiler
community, and high-performance code tuners. The main difference between out-of-
order execution within a CPU and our multicore model is that we do not see a hardware
solution to the problem of maintaining in-order semantics. This turns the verification
algorithm of thischapter fromarequirementforexceptional safety-critical applications
into an everyday tool required by anyone optimizing multicore applications under
this model. Users working on parallelization strategies within Coconut will come
to view verification as a useful build/debug tool. As evidenced by the extensive
involvement of undergraduates in developing Coconut programs, even users who
do not understand the theoretical underpinnings can derive significant benefit from
tools which integrate verification mechanisms. At the SIMD level, verification was
provided by symbolic evaluation and simulation. At the multicore level, users will
be indirectly using process algebras to check the soundness of multicore schedules.

Although we have developed this approach to multicore parallelism within the
framework of Coconut, it could quite easily be adapted to other languages, replac-
ing existing remote-procedure-call and synchronization libraries. The main chal-
lenge would be expressing patterns of concurrent parallelization. All functional pro-
gramming languages have constructions which lend themselves to parallelization,
as do environments like Matlab, Octave, Maple, and Mathematica. Other languages
have been designed to support specific patterns of parallelism, notably MapReduce
[12,30]. The next challenge for Coconut is to find combinations of patterns and tar-
get architectures for which more complex data flows can produce higher levels of
performance.

In the future, we will extend this language to handle nested parallelism (includ-
ing multiple nodes each containing multiple cores). We will also address multiphase
computations, including the changing use of memory, loading and unloading of com-
putations, and the overlapping of fill/drain between phases.
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Declarative programming languages can play an important role in the process of
designing and implementing parallel systems. They bridge the gap between a high-
level specification, with proven properties of the overall system, and the execution
of the system on real hardware. Efficiently exploiting parallelism on a wide range of
architectures is a challenging task and should, in our view, be handled by a sophisti-
cated runtime environment. Based on this design philosophy we have developed and
formalized Glasgow parallel Haskell (GPH), and implemented it as a conservative
extension of the Glasgow Haskell Compiler (GHC).

The high-level nature of declarative languages eases the task of mapping an alge-
braic specification down to executable code. In fact, the operational components of
the specification can already be considered an implementation, with the associated
properties acting as assertions in the program. Based on a formal model of the declar-
ative language, the validity of these properties can be established by manual proof,
which works on a level of detail similar to the specification language itself. Many
operational aspects, usually complicating a proof of an implementation, do not come
into the picture at this level. Most importantly, unnecessary sequentialization of the
code is avoided.

However, the goal of implicit parallelism has proven an elusive one. Often the
automatically generated parallelism is too fine-grained to be efficient. In other cases,
the data-dependencies between expressions prohibit the generation of a sufficient
amount of parallelism. Thus, we employ an approach of semi-explicit parallelism,
where only potential parallelism has to be annotated in a program, and all aspects
of coordination are delegated to the runtime environment. A corresponding formal
model, in the form of a structured operational semantics, handling pools of both
realized and potential parallelism, is used to establish the correctness of programs
employing semi-explicit parallelism. The runtime environment itself is capable of
synchronizing parallelism, using automatic blocking on data under evaluation, and
by simulating virtual shared memory across networks of machines. Being embed-
ded into the optimized runtime environment for a sequential language, we achieve
efficient execution of a high-level language, close to the original specification lan-
guage, while minimizing the programmer effort in parallelizing the code and being
scalable to large-scale applications that can be executed on heterogeneous networks
and computational grids.

This chapter summarizes research performed over more than a decade, covering
language design [28], semantics [6], and implementation [21,22,29]. In particular this
chapter elaborates on the semi-explicit programming model (Section 2.1), reflects
on the mapping from specification to executable code (Section 2.2), presents a
structural operational semantics (Section 2.3) for reasoning about these parallel
programs (Section 2.4), discusses the main characteristics of the graph-reduction-
based implementation (Section 2.5), underlines the usability of thesystem by assessing
the performance of existing applications (Section 2.6), and concludes by recapitulating
the role of our language and methodology as a tool for specification, transformation,
and efficient parallel execution (Section 2.7).
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2.1 Introduction

One of the key problems of parallel programming is to identify work that may
be suitable for parallel execution. Because of their side-effect-free character, it is
relatively easy to identify independent expressions in purely functional languages,
such as Haskell [24], and to then construct independent threads to evaluate these
expressions. However, the costs of creating and synchronizing even ultralightweight
threads can be extremely high relative to their runtime, and even projected multi-
core architectures such as Intel’s 80-core research testbed [13] will be unable to
extract effective performance from more than a few hundred simultaneously running
threads.

Many approaches have therefore been proposed to introduce parallelism for func-
tional languages [16], ranging from purely implicit parallelism to explicit, man-
ual thread creation, communication, and load management. For the GPH variant of
Haskell that is described here [29], and which targets a multithreaded parallel imple-
mentation, we have chosen a level of abstraction that hides most of the coordination
aspects of the parallel execution, but that still enables the programmer to influence
key aspects of thread creation. In this way it is possible to guide the granularity of
GPH threads to avoid, for example, the creation of excessively fine-grained threads.
The resulting semi-explicit parallel model of computation is elaborated below.

2.1.1 Semi-Explicit Parallelism

Semi-explicit parallel languages [16] form an important class of notations, between
explicit parallel languages where all coordination, communication, and control is
made explicit (e.g., C extended with the MPI communications library or Concurrent
ML [26]), and purely implicit notations where no parallelism control at all is pro-
vided (e.g., Sisal [27], Id [23], or NESL [9]). While aiming to provide high levels of
abstraction and automatically managing many aspects of parallelism, as with purely
implicit approaches, semi-explicit approaches require the programmer to include
some directives to specify important aspects of the parallel coordination. Examples
of such languages include Skil [10], Concurrent Clean [25], MultiLisp [14], and our
own GPH notation.

While semi-explicit approaches were often historically based around the use of
annotations, more recent approaches, such as Caliban [18], provide compositional
language constructs. This supports a more powerful, flexible, and often programm-
able, parallel programming methodology where (parallel) coordination is separated
from (sequential) computation. Complete parallel programs are then orchestrated
from lower-level components, which may themselves be broken down into parallel
or sequential subcomputations, as required to implement the program.

GPH [29] is a modest extension of Haskell with parallel and sequential compo-
sition as its two basic coordination primitives (Figure 2.1). Denotationally, both the
par and seq constructs are projections onto the second operand, that is, the value
of the first operand is not returned as the result of the construct, though it will usu-
ally be shared as part of some subcomputation in the second operand. Operationally,
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par :: a→ b→ b —Parallel composition
seq :: a→ b→ b —Sequential composition

FIGURE 2.1: Types of the basic coordination constructs in GPH.

seq indicates that the first operand should be evaluated before the second operand,
and par indicates that the first operand may be evaluated in parallel with the eval-
uation of the second. The latter operation is termed “sparking.” Unlike most paral-
lel notations, the act of sparking an expression in GPH does not immediately force
thread creation; rather the runtime environment determines which sparks are cho-
sen to become parallel threads based on load and other information. It follows that
programmers simply need to expose expressions in the program that they believe
can usefully be evaluated in parallel. The runtime environment manages the details
of parallel execution including thread creation, communication, workload balanc-
ing, etc., as described in detail in Section 2.5. Parallel implementations of GPH are
publicly available from http://www.macs.hw.ac.uk/∼dsg/gph/.

These two basic operations are then used to build higher-level constructs that help
simplify parallel programming. Our early experience of implementing nontrivial pro-
grams in GPH showed that unstructured use of par and seq operators could lead to
unnecessarily obscure programs. This problem can be overcome by using evaluation
strategies [28]: nonstrict, polymorphic, higher-order functions that influence both the
degree of evaluation of and the parallelism to be found in a GPH expression. Eval-
uation strategies provide a clean separation between coordination and computation.
The driving philosophy behind evaluation strategies is that it should be possible to
understand the computation specified by a function without considering its coordi-
nation.

Figure 2.2 shows the basic operations that we provide for managing evaluation
strategies. Strategies are defined as functions of type Strategy that take a polymor-
phic argument and return a unit value. The using construct then applies an evalua-
tion strategy to a Haskell expression. We define two strategies for handling reduction
of Haskell expressions to normal forms (NFs). The basic evaluation strategy rwhnf

type Strategy a = a→ () — Type of evaluation strategy
using :: a→ Strategy a→ a — Strategy application

rwhnf :: Strategy a — Reduction to weak head normal form
class NFData a where — Class of reducible types

rnf :: Strategy a — Reduction to normal form

FIGURE 2.2: Basic evaluation strategy operations in GPH.
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specifies that the associated expression is to weak head normal form (WHNF), in
which no reduction is performed either under λ-expressions or within data structures.
This corresponds to the default nonstrict evaluation order used by Haskell. The over-
loaded rnf strategy correspondingly specifies that the associated expression is to be
reduced to full NF, representing a maximal evaluation degree. We provide instantia-
tions of this strategy for all major standard Haskell types.

2.2 From Algebraic Specification to Executable Code

Functional programming languages are designed to provide a high level of abstrac-
tion, focusing on what should be computed without committing the machine as to
how the computation should be organized. This design principle has made functional
languages a popular choice as execution languages for algebraic specifications. The
main language features that contribute to this high level of abstraction are higher-
order functions, polymorphism, and advanced mechanisms for modularisation, such
as ML’s functors or Haskell’s type classes. Tight links between algebraic specifi-
cation languages and execution languages can be identified in Extended ML [17],
which maps down to ML, or in SPECTRUM [11], which uses advanced features such
as type classes as found in Haskell.

In our work, we exploit the proximity between algebraic specification languages
and modern functional programming languages by attempting a direct mapping of
the specification into Haskell code. In many cases, the algebraic specification can
already be considered an executable specification without the need of further refine-
ment steps. For more complex specifications, the process of mapping it to executable
code may yield a number of proof obligations, stated in the axioms of the specifica-
tion language. The proof obligations may be discharged using tools, including gen-
eral theorem provers such as Isabelle or Coq, or specialized provers, such as Sparkle.
Our model of software development does not tie the development to any particular
tool, and the proof obligations may even be discharged manually.

Some advanced language features provided by Haskell facilitate the mapping of
a specification into a program. In particular, the sophisticated typing mechanism in
Haskell, including type classes and functional dependencies, provides a powerful
tool. Recent developments into the direction of dependent types [5] offer even more
power to encode value-dependent properties into the type of a function, and move the
programming language even closer to a specification language. These latest research
directions aside, our current practice in mapping specification to code is, however,
one of manually refining the specification to bring it into a rule-based format, suitable
for a Haskell-like language. The proof obligations imposed by the axioms in the
specification are proven either manually or with the help of a specialized theorem
prover.

With respect to the parallel execution of the resulting code, a functional language
like GPH avoids the redundant sequentialization found in imperative languages. Nor
do we mandate the specification of a parallelism structure in early stages of the
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m | n = ∃k ∈ N. m× k = n

m ⊥ n = ¬ ∃k ∈ N. 1 < k ∧ k | m ∧ k | n
ϕ(i) = | {m ∈ N | m < i ∧ m ⊥ i} |

sumEuler(n) = �n
i=1 ϕ(i)

FIGURE 2.3: Specification of the Euler totient function ϕ.

refinement. As demonstrated by the running example used in this chapter, we gener-
ate rule-based code, which does not commit to a particular evaluation order. We then
identify possible sources of parallelism and specify the parallel coordination using
evaluation strategies [28]. Finally, we can exploit equational reasoning at this level
to improve the parallel performance of the resulting program. It should be empha-
sized that this entire process is architecture-independent and Section 2.6 demon-
strates good parallel performance of GPH applications on varying architectures from
shared-memory machines to wide-area grid networks.

As a running example, we will use a simple algorithm that computes the sum of the
values of the Euler totient function for integers in the range from 1 to n, for some given
n. The Euler totient function of a given integer i is the number of integers less than i

that are relatively prime to i, as shown in Figure 2.3. Figure 2.4 shows the sequential
Haskell code that implements this example. It directly maps the specifications in
Figure 2.3 to the functions relprime, euler and sumEuler. In the code for
relprime the following property is exploited: ∀ m n. gcd m n = 1 =⇒ m ⊥ n.
Each function is preceded by a type signature, for example, mkList :: Int→ [Int]
specifies that mkList is a function that takes a fixed precision integer, of type Int,
and returns a list of integers, of type [Int]. The notation [1..(n−1)] defines the

mkList :: Int→ [Int]
mkList n = [1..(n-1)]

gcd :: Int→ Int→ Int
gcd x 0 = x
gcd x y = gcd y (rem x y)

relprime :: Int→ Int→ Bool
relprime x y = gcd x y == 1

euler :: Int→ Int
euler n = length (filter (relprime n) (mkList n))

sumEuler :: Int→ Int
sumEuler = sum . (map euler) . mkList

FIGURE 2.4: Sequential Haskell definition of sumEuler.
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sumEulerPar1 n = sum ((map euler (mkList n))
‘using‘ parList rnf)

sumEulerPar2 :: Int→ Int→ Int
sumEulerPar2 c n =
sum ([sum (map euler x) | x ← splitAtN c (mkList n)]

‘using‘ parList rnf)

FIGURE 2.5: Two parallel versions of sumEuler in GPH.

list of integers between 1 and n− 1. In the definition of the greatest common divisor
(gcd) we use the remainder function on integers (rem). The higher-order function
filter selects all elements of a list that fulfil a given predicate, and map applies a
function to all elements of a list.

Figure 2.5 shows two simple parallel implementations of sumEuler that use
evaluation strategies. The first parallel version, sumEulerPar1, simply applies the
parList rnf strategy to the elements of the result list. The parList strategy is
a parameterized strategy for lists that applies its argument (another strategy) to each
element of the list in parallel. In this case, we will evaluate each element to full NF
using a different thread. The parList strategy can easily be defined using the GPH
par construct, as shown in Figure 2.6. The definition applies the argument strategy,
strat, to each element of the list x:xs in parallel, returning the unit value () once
the entire list has been traversed (: is list cons).

The second parallel version, sumEulerPar2, is more sophisticated. It first splits
the list elements into groups of size c using the splitAtN function. A list compre-
hension is used to bind each of the groups to the variable x in turn. Here, the list
comprehension syntax [ e | v ← l ] builds a list of expressions whose value
is e. The expression e depends on the value of v, which is drawn from each element
of the list l in turn. The inner sum of the Euler totients for each group is then calcu-
lated, before all these results are summed. The definition thus exploits associativity
of the underlying + operator. The reason for splitting the indexes in this way is so
that each group of c list elements may be evaluated in parallel by its own individual
thread, thereby increasing granularity. We will revisit this example in Section 2.4,
developing versions with improved parallel performance.

parList :: Strategy a→ Strategy [a]
parList strat [] = ()
parList strat (x:xs) = strat x ‘par‘ (parList strat xs)

FIGURE 2.6: Definition of parList in GPH.
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2.3 Operational Semantics of GpH

In this section, we will present a parallel operational semantics for GPH, defined
in terms of the call-by-need evaluation of a parallel extension to the λ-calculus,
GPH-CORE. By making our semantics explicit in describing the way threads are
managed and stored, we are able to reason accurately about the behaviour of GPH
programs in terms of both coordination and computation.

2.3.1 Operational Semantics Overview

The GPH operational semantics is a two-level transition semantics. At the lower
level, there are single-thread transitions for performing the ordinary evaluation of
expressions through, e.g., β-reduction. All candidate single-thread steps are per-
formed simultaneously and in lockstep. They are then combined into a parallel com-
putation super-step using coordination relations defined at the upper level. We follow
Launchbury’s seminal work [19] by using a heap to allow sharing and by requiring
all closures to be constructed by some let-binding. Where Launchbury uses a big-step
natural semantics, in order to properly model coordination issues, we have chosen to
use a small-step computational semantics.

GPH-CORE is a simple subset of GPH, comprising the untyped λ-calculus
extended with numbers, recursive lets, sequential composition, seq, and parallel
composition, par. Expressions are normalized so that all variables are distinct, and
the second argument to application and the first argument to par must be variables.

x, y, z ∈ Variable

n ∈ Number

e ∈ Expression

e ::= n | x | e x | λx.e | let {xi = ei}ni=1 in e

| e1 seq e2 | x par e

2.3.2 Heaps and Labeled Bindings

Following Ref. [19], we use a heap of bindings of expressions to variables. To deal
with parallelism, each binding also carries a label to indicate its state. Thus, heaps
are partial functions from variables to expression/thread-state pairs:

H,K ∈ Heap = Variable ◦→ (expression, state)

α, β ∈ State

α ::= Inactive | Runnable | Active | Blocked

We write individual bindings with the thread state appearing as an annotation on the
binding arrow, thus

x
α�→ e
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A binding is Active (A) if it is currently being evaluated; it is Blocked (B) if it is wait-
ing for another binding before it can continue its own evaluation; and it is Runnable
(R) if it could be evaluated, but there are currently insufficient resources to evaluate
it. All other bindings are Inactive (I). Bindings therefore correspond to heap clo-
sures and labeled bindings correspond to parallel threads. This is a rather simplified
model of parallelism compared with the actual GUM implementation (Section 2.5):
we assume idealized parallelism, with no communication costs; and unlike the actual
implementation, threads are created instantly and may be migrated at no cost. How-
ever, it serves to provide limits on possible parallelism in the actual implementation.

The computational semantics is specified as a relation on heaps, H =⇒ H ′. This
is, in turn, defined in terms of a notion of single thread transitions (Section 2.3.3) and
a scheduling relation (Section 2.3.4). The parallel operational semantics then builds
on this to describe a reduction sequence from an initial global configuration to a final
global configuration:

(H, main
A�→ e) =⇒ . . . =⇒ (H ′, main

I�→ v)

where main identifies the root expression for the program. Values, v, are in weak
head NF, that is

v ::= n | λx.e

2.3.3 Single-Thread Transitions

The transition relation −→ of Figure 2.7 describes the computational step taken
by each active binding in the heap. The left-hand side in each rule represents a heap

with the active binding distinguished by H : z
A�→ e. Multilabel bindings, such as

x
RAB�→ e in the block2 rule mean that the state is one of R, A, or B but not I. The

right-hand sides of the rules are heaps comprising only those bindings changed or
created by that computation step.

Let: The let rule populates the heap with new bindings. These bindings are inactive
since under call-by-need they may not necessarily be evaluated.

Variables and blocking: In the var and blocki rules, z is a pointer to another closure
(called x). If x has already been evaluated to WHNF (the var rule), then z simply
receives that value. The notation v̂ indicates that all bound variables in v are replaced
with fresh variable names. If x is inactive and has not yet been evaluated (the block1
rule), then z blocks at this point and x joins the pool of runnable bindings. Finally, if
x is not inactive (the block2 rule), then z blocks but x is unaffected.

Application: Evaluating e x involves reducing e to a function abstraction using app
and then substituting x for the bound variable y using subst.

Seq: The seq rule initially evaluates e1 without considering e2. When and if e1 is
reduced to WHNF, its value (but not any changes to the heap) is discarded by the
seq-elim rule and evaluation then proceeds to e2.
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H : z
A�→ let {xi = ei}ni=1 in e −→ ({xi

I�→ ei}ni=1, z
A�→ e) (let)

(H, x
I�→ v) : z

A�→ x −→ (z
A�→ v̂) (var)

(H, x
I�→ e) : z

A�→ x −→ (x
R�→ e, z

B�→ x) (block1)

(H, x
RAB�→ e) : z

A�→ x −→ (z
B�→ x) (block2)

H : z
A�→ (λy.e) x −→ (z

A�→ e[x/y]) (subst)

H : z
A�→ e −→ (K, z

α�→ e′)

H : z
A�→ e x −→ (K, z

α�→ e′ x)

(app)

H : z
A�→ v seq e −→ (z

A�→ e) (seq-elim)

H : z
A�→ e1 −→ (K, z

α�→ e′1)

H : z
A�→ e1 seq e2 −→ (K, z

α�→ e′1 seq e2)

(seq)

(H, x
RAB�→ e1) : z

A�→ x par e2 −→ (z
A�→ e2) (par-elim)

(H, x
I�→ e1) : z

A�→ x par e2 −→ (x
R�→ e1, z

A�→ e2) (par)

FIGURE 2.7: Single thread transition rules.

Par: The par rule potentially introduces parallelism, i.e., suggests that an inactive
binding could be made active by putting it into a Runnable state which may be pro-
moted to Active later if sufficient resources are available. Nothing needs to be done
if the binding is not inactive (par-elim).

2.3.4 Multithread Transitions and Scheduling

The changes required for all active bindings are combined by the parallel rule
(Figure 2.8) to create a full heap-to-heap transition. This is the key point in the
semantics where reductions are carried out in parallel. We write HA to represent

HA = { xi
A�→ ei }ni=1 {H : xi

A�→ ei −→ Ki}ni=1

H
p=⇒ H [

⋃n
i=1 Ki ]

(parallel)

FIGURE 2.8: Combining multiple thread transitions.
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(H, x
RA�→ v, z

B�→ ex)
u−→ (H, x

RA�→ v, z
R�→ ex) (unblock)

(H, x
RA�→ v)

d−→ (H, x
I�→ v) (deactivate)

|HA| < N

(H, x
R�→ e)

a−→ (H, x
A�→ e)

(activate)

FIGURE 2.9: Single-thread scheduling rules.

all the active bindings in H , i.e., HA = {x A�→ e ∈ H }. Hence in Figure 2.8 there are
precisely n active bindings in H . The notation H [K] updates heap H with all new or
changed bindings given by K . A more precise definition, together with a proof that
conflicts do not arise between bindings can be found in Ref. [6].

The scheduling actions for individual threads are defined in Figure 2.9 as fol-
lows: (i) any binding that is immediately blocked on a completing thread is made
runnable (unblock); (ii) any active or runnable binding that is in WHNF is made
inactive (deactivate); and (iii) as many runnable bindings as resources will allow are
made active (activate). In the unblock rule, the notation ex represents an expression
that is immediately blocked on x, i.e., one of the three forms:

ex ::= x | x y | x seq e′

Note that in the activate rule, N is a parameter to the semantics, indicating the
total number of processors. This ensures that no more than N bindings are
activated in any step. These rules do not, however, specify which bindings are acti-
vated: bindings are chosen nondeterministically during the activation phase. Since,
however, this choice is at the coordination level, it does not change the actual values
that are computed.

The rules of Figure 2.10 extend the scheduling rules to multiple bindings. To
achieve the maximum possible parallelism with respect to the available processors,
it is necessary that all candidate threads are unblocked before deactivation and that
deactivation takes place before activation. This sequence of actions is captured by
the schedule relation of Figure 2.11.

H
†=⇒ H ′ if:

i) H
†−→∗ H ′ and ii) there is no H ′′ such that H ′ †−→ H ′′.

(† is u, d or a.)

FIGURE 2.10: Component scheduling relations.
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s=⇒ = a=⇒ ◦ d=⇒ ◦ u=⇒ (schedule)

=⇒ = s=⇒ ◦ p=⇒ (compute)

FIGURE 2.11: Overall scheduling and computation relations.

2.3.5 Computation Relation

Finally, our full semantic computation relation, compute, is defined as a parallel

transition
p=⇒ followed by a scheduling of bindings

s=⇒ (Figure 2.11). This ordering
ensures that the heaps that appear in a reduction sequence are always fully scheduled.
Since our semantics is parameterised on the number of processors, we decorate the
computation relation with the number of processors where necessary: =⇒

N
, so =⇒

1
indicates the single-processor case.

2.3.6 Properties of the Operational Semantics

Abramsky’s denotational semantics of lazy evaluation [1] models functions by a
lifted function space, thus distinguishing between a term � (a nonterminating com-
putation) and λx.� to reflect the fact that reduction is to weak head NF rather than
head NF. This is a widely used, simple, and abstract semantics. The properties and
results developed in this section are expressed relative to this denotational semantics.

Launchbury [19] shows a number of results relating his natural semantics of lazy
evaluation to Abramsky’s denotational semantics. We borrow much of his nota-
tion and several of our proofs are inspired by him. Previously we showed that the
1-processor case of our semantics corresponds to Launchbury’s.

There are three main properties that we expect of our semantics: soundness: the
computation relation preserves the meanings of terms; adequacy: evaluations termi-
nate if and only if their denotation is not ⊥; determinacy: the same result is always
obtained, irrespective of the number of processors and irrespective of which runnable
threads are chosen for activation during the computation.

The denotational semantics of our language is given in Figure 2.12. The Val domain
is assumed to contain a lifted version of its own function space. The lifting injection
is lift and the corresponding projection is drop.

The semantic function:

[[. . .]] : Exp→ Env→ Val

naturally extends to operate on heaps, the operational counterpart of environments:

{{. . .}} : Heap→ Env→ Env

The recursive nature of heaps is reflected by a recursively defined environment:

{{x1 �→ e1 . . . xn �→ en}}ρ = μρ′.ρ[x1 �→ [[e1]]ρ′ . . . xn �→ [[en]]ρ′ ]
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ρ ∈ Env = Var→ Val

[[λx.e]]ρ = lift λε.[[e]]ρ[x �→ε]

[[e x]]ρ = drop([[e]]ρ)([[x]]ρ)

[[x]]ρ = ρ(x)

[[let {xi = ei}ni=1 in e]]ρ = [[e]]{{x1 �→e1...xn �→en}}ρ

[[e1 seq e2]]ρ =
{
⊥ if [[e1]]ρ = ⊥
[[e2]]ρ otherwise

[[x par e]]ρ = [[e]]ρ

FIGURE 2.12: Denotational semantics.

We also require an ordering on environments: if ρ ≤ ρ′ then ρ′ may bind more
variables than ρ but they are otherwise equal. That is:

∀x . ρ(x) �= ⊥ ⇒ ρ(x) = ρ′(x)

The arid environment ρ0 takes all variables to ⊥.

2.3.6.1 Soundness

Our computational relation H =⇒ H ′ can be considered sound with respect to
the denotational semantics in Figure 2.12 if the denotations of all the bindings in H

are unchanged in H ′. The ≤ ordering on environments neatly captures this notion.

PROPOSITION 2.1
If H =⇒ H ′ then for all ρ, {{H }}ρ ≤ {{H ′}}ρ.

PROOF Induction on the size of H and the structure of expressions.

2.3.6.2 Adequacy

We wish to characterize the termination properties of our semantics and Proposi-
tions 2.2 and 2.3 show an agreement with the denotational definition. The proofs are
modeled on the corresponding ones in Ref. [19].

PROPOSITION 2.2
If (H, z

A�→ e) =⇒∗ (H ′, z I�→ v) then [[e]]{{H }}ρ �= ⊥.

PROOF For all values v, [[v]]{{H ′}}ρ �= ⊥ so by Proposition 2.1
[[e]]{{H }}ρ �= ⊥.
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PROPOSITION 2.3
If [[e]]{{H }}ρ �= ⊥, there exists H ′, z, v such that (H, z

A�→ e) =⇒∗ (H ′, z I�→ v).

A proof of Proposition 2.3 is outlined in Ref. [6]. It is closely based on the cor-
responding proof in Ref. [19], working with a variant of the denotational semantics
which is explicit about finite approximations.

2.3.6.3 Determinacy

We now turn to the question of obtaining the same result irrespective of the num-
ber of processors and irrespective of which runnable threads are chosen for activation
during the computation. Clearly, since the results above hold for any number of pro-
cessors it follows that if an evaluation with N processors gives main a value then,
depending on which threads are activated, an evaluation with M processors can give
the same result in the sense of Proposition 2.1.

However, a consequence of the definition of
a=⇒ is that the main thread may be left

runnable but never progress. It is possible that the main thread could be delayed or
suspended indefinitely, if there is a constant supply of unneeded speculative threads
being generated and scheduled in place of the main thread. This corresponds to
the implementation of GPH, with the management of speculative evaluation the
programmer’s responsibility [29]. It is possible to define an alternative activation

relation
a′=⇒ that requires that a runnable thread on which main is blocked (in a tran-

sitive sense) will be activated in preference to other runnable threads. We can be sure
that there will always be a free processor in this circumstance because the blocking
action has made one available.

With this version of the activation relation, we can show that if any evaluation
gives an answer for main then they all do, irrespective of the number of processors.

For the 1-processor case, it is clear that the definition of
a′=⇒ in Figure 2.13 ensures

that there is always exactly one active binding and that the blocked bindings form a
chain from main to that active binding.

H
a′=⇒ H ′ if:

1. H
a−→∗ H ′;

2. there is no H ′′ such that H ′ a−→ H ′′ and

3. req(main,H ′) is active in H ′.

req(x,K) =
⎧⎨
⎩

x, if x
RA�→ e ∈ K

req(y,K), if x
B�→ ey ∈ K

FIGURE 2.13: Stronger activation relation.
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The following proposition demonstrates that all the closures activated in the one
processor case will also be activated in the multiprocessor case. Recall that =⇒

N
is

the computation relation assuming a maximum of N processors.

PROPOSITION 2.4
Given N ≥ 1 processors, suppose

(H, main
A�→ e) =⇒

1
H1 =⇒

1
H2 . . . and

(H, main
A�→ e) =⇒

N
K1 =⇒

N
K2 . . .

If x is active in some Hi then there is a j such that x is active in Kj .

PROOF Suppose zk is active in some Hi . By
a′=⇒ there is a chain main

B�→
ez1, z1

B�→ ez2, z2
B�→ ez3, . . . zk

A�→ e in Hi .
By induction on the length k of this chain we can show that there must be some

Kj where zk is active in Kj .

Finally we can bring all these results to bear to prove that evaluation is determinis-
tic in the sense that we get the same answer every time, for any number of processors,

assuming the
a′=⇒ activation relation.

COROLLARY 2.1
For any number of processors N ≥ 1, if (H, main

A�→ e) =⇒
1

∗ (H ′, main
I�→ v)

and (H, main
A�→ e) =⇒

N
K1 =⇒

N
K2 . . . then:

1. there is some i ≥ 1 such that Ki = (K ′i , main
I�→ v′);

2. [[v′]]{{K ′i }}ρ0
= [[v]]{{H ′}}ρ0

PROOF

1. If there is no such Ki then main must remain active or blocked forever. In

either case there must be some binding z
A�→ e that remains active and does not

terminate. In that case the denotation of e in the context of the corresponding
heap must be⊥ by Proposition 2.3. But by Proposition 2.4 at some stage in the
1-processor evaluation z will be active and main will be (transitively) blocked
on z. By Proposition 2.2 e will not reach a WHNF so main will remain blocked.
(Unless main = z in which case the result follows immediately.)

2. {{H, main
A�→ e}}ρ0 ≤ {{H ′, main

I�→ v}}ρ0 by Proposition 2.1, so in particular
[[v]]{{H ′}}ρ0 = [[e]]{{H }}ρ0 .
Similarly, [[v′]]{{K ′i}}ρ0

= [[e]]{{H }}ρ0 .
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2.4 Program Equivalences and Reasoning

We will now demonstrate how we can perform program transformations on paral-
lel programs in order to improve performance. We will use the semantic properties
of the GPH par and seq constructs, defined in Section 2.3, to derive versions of the
program that expose improved parallel behaviour. Our overall goal is to reduce the
total execution time on some specific parallel platform. In working toward this goal,
we will increase the degree of parallelism that can be found in the program by judi-
cious introduction of evaluation strategies. However, since unlike the ideal situation
considered by our operational semantics, in the real-world the costs and overheads
of parallel execution and communication mean that maximal parallelism does not
automatically lead to a minimal runtime.

We continue with the sequential version of sumEuler below. Note that the three
main worker functions (sum, map euler, and mkList) have been composed into
a three-stage sequential pipeline using the function composition operator (.).

sumEuler :: Int→ Int
sumEuler = sum . map euler . mkList

Despite the simplicity of this program, it is a good example because it exhibits a
typical structure of symbolic applications: it uses fairly small auxiliary functions
that are combined with function composition and higher-order functions. The overall
program structure is a fold-of-map (where the sum function is a fold). Operationally,
this structure suggests two possible ways of parallelisation: producer–consumer (or
pipeline) parallelism, and data parallelism.

2.4.1 Pipeline Parallelism

The function compositions give rise to producer–consumer (or pipeline) paral-
lelism, where the initial producer (mkList) runs in parallel with its consumer (map
euler), and this runs in parallel with the final consumer of the list (sum). We can
specify pipeline parallelism by using a parallel variant of the function composition
operator (.||), which computes both the producer and the consumer function in
parallel. The sumEuler function can then be written as

sumEuler = sum .|| map euler .|| mkList

where the pipeline operator is defined as

(f .|| g) x = let { x’ = g x ; y = f x’ } in x’ ‘par‘ y

While pipeline parallelism can be easily expressed, in this case it is not very effi-
cient, since the tight connection between producer and consumer leads to frequent
synchronization between the generated threads, which can consequently result in
poor performance.

This behavior can be improved by attaching a strategy to the .|| combinator,
ensuring that the producer generates whole blocks of list elements and thus reduces
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the amount of synchronization. In order to further increase parallelism, we can use a
parallel evaluation strategy to not only specify evaluation degree but also parallelism
on the result of the producer. Here we use parallel, strategic function application
$||, which applies a strategy to the argument of a function:

sumEuler n =
sum $|| (parList rnf) $ map euler $|| (parList rnf) $ mkList n

This is a mixture of pipeline and data parallelism, which we study in more detail in
the following section. Notably, this pipeline construct makes it possible to specify
parallelism on the top level, when combining sequential code: although mkList n
is a sequential function, the application of parList rnf triggers the parallel eval-
uation of all list elements. For large-scale programming this approach of specifying
parallelism when combining functions, rather than when defining them, reduces and
localizes the amount of necessary code changes (see Ref. [22] for a more detailed
discussion).

2.4.2 Data Parallelism

More promising in this example is to use data parallelism, where the same opera-
tion is applied to multiple components of a data structure in parallel. In this case, the
euler function, which is mapped over the list returned by mkList, is a good can-
didate for data parallelism. We can define a parallel variant of the map operation that
builds on the parList strategy, and which abstracts over the pattern of parallelism
defined in sumEulerPar1, as follows:

parMap :: Strategy b→ (a→ b)→ [a]→ [b]
parMap strat f xs = map f xs ‘using‘ parList strat

This clearly shows how higher level parallel constructs can be constructed in a lay-
ered manner, in order to maintain clear separation between coordination and compu-
tation: it is obvious from the definition that the value returned from a call to parMap
is identical to a sequential map. We can use this equivalence to simply replace the
map euler expression by parMap s euler, where s describes the evaluation
degree on the elements of the result list. In this case, we choose rnf to increase the
granularity of the generated tasks.

Examining the behavior of this data-parallel code we find a large number of very
fine-grained threads, since every list element gives rise to a new thread. In order to
improve performance further, we need to combine computations on neighboring list
elements into one, coarse-grained thread, as in the definition of parSumEuler2.
We call this process clustering of evaluation and demonstrate how it can be derived
from this code, and how it improves parallel performance.

2.4.3 Strategic Clustering

Clustering is easily introduced into functions that return a list or other collection.
For example, it is possible to construct a strategy that captures the splitting technique
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parListChunk :: Int→ Strategy a→ Strategy [a]
parListChunk c strat [] = ()
parListChunk c strat xs = seqList strat (take c xs) ‘par‘

parListChunk c strat (drop c xs)

FIGURE 2.14: A clustering strategy used in sumEuler.

used in the definition of sumEulerPar2 above. The parListChunk strategy
of Figure 2.14 introduces a number of parallel threads to operate on subsequences,
or chunks, of an input list. Here, each thread evaluates a sublist of length c. The
seqList strategy is a sequential analogue of parList, applying its argument
strategy to every element of the list in sequence. Using a parListChunk c s
xs strategy will therefore generate � k

c
� potential threads, where k is the length of the

list xs. The expression map f xs can now be clustered as follows.

parMapChunk c strat f xs = map f xs ‘using‘ parListChunk c strat

As before, the advantage of a purely strategic approach is that the clustered coor-
dination operations can be captured entirely by the evaluation strategy and isolated
from the computation.

2.4.4 Cluster Class

As defined in Section 2.4.3, clustering works on the results of a function. However,
many common functions do not return a list or other collection as their result. One
common example is a fold function, that collapses a collection to a single value.
In order to cluster such functions, we introduce a generic Cluster type class with
functions to cluster the input data, lift the function to operate on the clustered data,
and perhaps decluster the result. Although clustering changes the computation com-
ponent of a parallel program, equivalence to the sequential program is maintained by
introducing clustering systematically using semantics-preserving identities. We will
discuss such transformations in the following sections.

To be more precise, we require that every collection type c that is to be clustered
is an instance of the Haskell MMonad class, as shown by the subclass dependency
for Cluster below. We use a formulation of monads based on the functions munit,
mjoin, and mmap [32], which is more suitable for our purposes than the usual Kleisli
category (see Section 10.4 of Ref. [7]) with return and bind operations that is used
in many of the standard Haskell libraries.

class MMonad c where
munit :: a→ c a
mjoin :: c (c a)→ c a
mmap :: (a→ b)→ (c a→ c b)
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We introduce a new Haskell class, Cluster, parametrized by the collection type c with
four operations: singleton turns a collection into a 1 element collection of collections;
the generalized variant cluster n maps a collection into a collection of subcollections
each of size n; decluster flattens a collection of collections into a single collection;
and lift takes a function on c a and applies it to a collection of collections. For
singleton, decluster, and lift we can use existing definitions in the MMonad class
to provide default definitions.

class (MMonad c) => Cluster c where
singleton :: c a→ c (c a)
cluster :: Int→ c a→ c (c a)
decluster :: c (c a)→ c a
lift :: (c a→ b)→ (c (c a)→ c b)

singleton = munit
decluster = mjoin
lift = mmap

All instances of the monad class come with proof obligations for the monad iden-
tities (see Rules (I)–(III), (i)–(iv) of Ref. [32]). From these identities we obtain the
following equations relating lift, decluster, and singleton.

decluster ◦ singleton = id (M I)
decluster ◦ lift singleton = id (M II)

decluster ◦ decluster = decluster ◦ lift decluster (M III)

lift id = id (M i)
lift (f ◦ g) = (lift f ) ◦ (lift g) (M ii)

lift f ◦ singleton = singleton ◦ f (M iii)
lift f ◦ decluster = decluster ◦ lift (lift f ) (M iv)

We further require for each n that cluster n is a one-sided inverse of decluster.

decluster ◦ cluster n = id (C I)

We now examine the properties of functions that modify the structure of the base
domain. We call a function malg : : c a → a an (Eilenberg–Moore) algebra for the
monad c if the following two identities hold

malg ◦ munit = id (A I)
malg ◦ mmap malg = malg ◦ mjoin (A II)

The identities for an algebra can be shown as the two commuting diagrams.

a
munit ��

id ��������������� c a

malg
��
a

c (c a)
mmap malg ��

mjoin
��

c a

malg
��

c a
malg �� a
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Given two algebras α : : c a → a and β : : c b → b, a homomorphism between
them is a function f : : a → b such that f ◦ α = β ◦ mmap f .

2.4.5 Transforming Clustered Programs

The categorical identities on collections are useful for transforming clustered pro-
grams. This section discusses the two main identities we use (lift1 and lift2), and
shows that they follow from those of monads and algebras stated in Section 2.4.4,
together with the identity for cluster.

We note that, for every a, the function mjoin : : c (c a) → c a is an algebra for
the monad c (called the free algebra on a), and that, for every f : : a → b, mmap f

is an algebra homomorphism between these free algebras.
Clustering can be introduced into a program by the following identity that holds

for all algebra homomorphisms, f : : c a → c b. Algorithmically the right-hand
side splits the input into clusters, applies f to every cluster and flattens the result.

f = decluster ◦ lift f ◦ cluster n (lift1)

c (c a)
lift f �� c (c b)

decluster
��

c a
f ��

cluster n

��

c b

Recall that mmap = lift and mjoin = decluster. Since f is an algebra homomor-
phism we know decluster ◦ lift f = f ◦ decluster, and (lift1) follows from (C I).
The (A II) identity can be used as the following rewrite rule in order to apply the
function malg to all clusters before combining the results using malg again.

f = f ◦ lift f ◦ cluster n (lift2)

Again, using mmap = lift and mjoin = decluster, this identity has an easy proof.
Since malg is an algebra for the monad, the identity malg ◦ lift malg = malg ◦
decluster holds by (A II), and (lift2) follows again from (C I).

2.4.6 Strategic Clustering Version of sumEuler

We will now exploit this generic clustering mechanism to provide an improved
parallel definition of sumEuler. We first summarize the performance analysis of
the (unclustered) data parallel version (see also Section 2.6). In the map-phase of
sumEuler it is easy to exploit data parallelism, by computing every euler func-
tion in parallel. However, an unclustered version such as this will generally yield a
large number of very fine-grained threads, resulting in a speedup that may be close
to one.

We have already seen how to improve the granularity of the algorithm by arranging
for a whole list chunk to be computed by just one thread, using a parListChunk
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sumEuler :: Int→ Int→ Int
sumEuler c n = sum (map euler (mkList n)

‘using‘
parListChunk c rnf )

FIGURE 2.15: Strategic clustering version of sumEuler.

strategy. We now apply this strategy to the sumEulerPar1 code in Figure 2.5 and
arrive at a strategic clustering version of sumEuler, shown in Figure 2.15. This
takes the cluster size c as an additional parameter and applies the parListChunk
evaluation strategy to the inner expression. This then generates the list of result val-
ues that should be summed. Unfortunately, measurements in Ref. [21] show that the
parallel performance of the resulting algorithm is still rather unsatisfactory on typ-
ical tightly connected networks. While sufficient parallelism is generated early on
in the program, the sequential fold at the end of the computation becomes a serious
bottleneck, giving typical speedups of only around a factor of 4 on a 16-processor
network.

We can identify two reasons for this poor performance. First, the sum computa-
tion is sequential and this will therefore inevitably generate a sequential tail to the
computation, even if it is partially overlapped by the parallel map. Second, both the
argument to and the result of each parallel thread is a list, and these may require a
relatively large amount of time to communicate where large chunks are concerned.

2.4.7 Generic Clustering Version of sumEuler

The derivation of a generic clustering version of sumEuler proceeds as follows.
First we observe that a list is a monad with list-map as the mmap and list-append as
the mjoin function. Since sum is defined as fold (+) 0 in the Haskell prelude, it
is an algebra over lists. Finally, map euler is an algebra homomorphism between
free algebras.

sumEuler = sum ◦ map euler (unfold)
= sum ◦ decluster ◦ lift (map euler) ◦ cluster z (lift1)
= sum ◦ lift (sum) ◦ lift (map euler) ◦ cluster z (A II)
= sum ◦ lift (sum ◦ map euler) ◦ cluster z (M ii)

The transformed sumEuler code in Figure 2.16 retains separation between the
algorithmic and coordination code. In particular, the sequential code can be used
as a worker function, and the clustering operations are wrapped around the (lifted)
worker in order to achieve an efficient parallel version.

This version exhibits a much improved average parallelism on the same mod-
ern 16-processor network as before. The sequential tail in the computation has been
vastly reduced, to about 15% of the total runtime compared with about 80% of the
total runtime in the strategic clustering version. As a consequence of this improved
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sumEuler :: Int→ Int→ Int
sumEuler z n = sum ((lift worker) (cluster z (mkList n))

‘using‘ parList rnf)
where worker = sum . map euler

FIGURE 2.16: Clustered version of sumEuler.

behavior we achieve a relative speedup of 14.3 in a 16-processor configuration.
A detailed performance comparison can be found in Ref. [21]. On larger parallel
machines it might be advantageous to use a different clustering scheme, which col-
lects every zth element of the list into one block in order to achieve a better load
balance. Notably, such a change would effect only the definition of (de)cluster
but not the code of sumEuler itself.

In summary, we have seen how a (manual) program transformation process,
controlled by basic monad and algebra laws, was able to significantly improve the
performance of a data parallel algorithm. The developed clustering is generic and
can be applied to arbitrary algebras and monads. The parallel performance obtained
for the unclustered, and both strategic and generic clustered, versions of the program
is reported in Section 2.6.

2.5 Implementation of GpH

GPH is implemented by the GUM runtime environment [29], a multithreaded par-
allel implementation that has been steadily evolved since the early 1990s, and which
targets a variety of parallel and distributed architectures ranging from multicore
systems through shared-memory machines and distributed clusters to wide-area
computational grids [4,30].

2.5.1 Implementation Overview

GUM uses a virtual shared memory model of parallelism, implementing a parallel
graph reduction mechanism to handle nonstrict parallel evaluation of GPH programs.
In this model, the program constructs a graph structure during execution. Each node
in the graph represents a possibly shared (sub)expression that may need to be evalu-
ated. Nodes are evaluated if (and only if) they contribute to the result of the program,
realizing lazy evaluation. Following evaluation, the graph node is updated with the
value of the subexpression and thus sharing of results is preserved.

Parallelism is introduced by creating threads whose purpose is to evaluate nodes
that have been marked using the par construct. This may cause other nodes to be
evaluated if they are linked as subexpressions of the main node that is evaluated
by the thread. Following evaluation, each graph node that has been evaluated by a
thread is updated with the result of the evaluation. If one or more threads depend on
this result and have therefore been blocked waiting for the node to be evaluated, they
may now be notified of the value, and unblocked. We will elaborate on this below.
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Since we use a virtual shared graph model, communication can be handled implic-
itly through accesses to globally shared nodes rather than through explicit system
calls. When a thread needs the value of a globally shared node, and this is not avail-
able on the local processor, the processor which owns the master copy will be con-
tacted. In the simplest case, when the master copy has already been evaluated, the
value of the result is returned immediately, and recorded as a locally cached copy.
Similarly, if the master copy has not yet been evaluated, it is returned in an uneval-
uated form to the requesting processor. The local node will now become the master
copy, and the thread will continue by evaluating this node. If the master copy is cur-
rently under evaluation, the thread that requested the value becomes blocked until
the result is produced, at which point it will be notified of the result.

An important feature of the GUM implementation is the use of a local heap in
addition to a global heap. A local heap is used to hold cached copies of global val-
ues that will not change in future (the use of a purely functional language ensures
there are no cache coherence issues—once produced, the value of a graph node is
fixed and will never change), and to hold a graph that is not reachable globally. Since
the majority of a graph that is produced falls into the latter category, this is a major
advantage. The dual-level approach allows fast independent local collection, inte-
grated with a slower, but much less frequently used global collection mechanism,
currently based around distributed reference counting.

2.5.2 Thread Management

A thread is a virtual processor that executes a task to evaluate a given graph node.
GUM threads are extremely lightweight compared to operating system constructs
such as pthreads. They are implemented entirely within the language’s runtime envi-
ronment, and contain minimal state: a set of thread-specific registers plus a pointer
to a dedicated stack object.

Threads are allocated to processing elements (PEs), which usually correspond
to the cores or CPUs that are available on the target system. Each PE has a pool
of runnable threads. At each scheduling step, the runtime scheduler selects one
of these threads for execution. This thread then runs until either it completes, it
blocks, or the system terminates as the result of an error condition (such as insuf-
ficient memory). This unfair scheduling approach has the advantage of tending to
decrease both the space usage and the overall execution time [12], which is benefi-
cial for parallel execution. However, it is not suitable for concurrency, or for han-
dling speculative threads, since in both cases it is necessary to interleave thread
execution.

In GPH, parallelism is introduced using par constructs in the source program.
When the expression e1 ‘par‘ e2 is evaluated, e1 is sparked for possible future
evaluation, and then e2 is evaluated. Sparking involves recording the graph node
associated with e1 in the current PE’s spark pool. At a future point, if there is insuf-
ficient workload, sparks may be selected from the spark pool and used to construct
threads to actually evaluate the closure. Sparking a thunk (an unevaluated expression)
is thus a cheap and lightweight operation compared with thread creation, usually
involving adding only a pointer to the spark pool.
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2.5.3 Spark Stealing

If a PE becomes idle, it will extract a previously saved spark from its local spark
pool if it can, and use this to create a new thread. If the spark is no longer useful
(e.g., because the node it refers to has already been evaluated by another thread), it
will be discarded, and another one chosen for execution.

If the process fails and there are no useful local sparks, then the PE will attempt to
find work from another PE. It does this by generating a FISH message that is passed
at random from PE to PE until either some work is found, or it has visited a preset
number of PEs. If no work is found, then the message is returned to the originating
PE, and after a short, tunable delay, a new FISH message is generated.

If the PE that receives a FISH has a useful spark it sends a SCHEDULE message to
the PE that originated the FISH, containing the corresponding graph node packaged
with a tunable amount of nearby graph. The spark is added to the local spark pool,
and an ACK message is sent to the PE that donated the spark.

2.5.4 Memory Management

Parallel graph reduction proceeds on a shared program/data graph, and a primary
function of the runtime environment of a parallel functional language is to manage
the virtual shared memory in which the graph resides.

In GUM, most sequential execution is exactly as in the standard sequential GHC
implementation. This allows the GUM implementation to take advantage of all the
sequential optimizations that have been built into GHC. Each PE has its own local
heap memory that is used to allocate graph nodes and on which it performs local
garbage collections, independently of other PEs. Local heap addresses are normal
pointers into this local heap.

Global addresses (GAs) are used to refer to remote objects. A GA consists of a (PE
identifier, local identifier) pair. Each PE then maintains a table of in-pointers map-
ping these local identifiers to specific local addresses. The advantage of this approach
over simply using local addresses as part of a GA is that it allows the use of a copy-
ing garbage collector, such as the generational collector used in GHC. The garbage
collector treats the table of in-pointers as additional roots to the garbage collection.
The corresponding local address is then updated to reflect the new location of the
object following garbage collection. An important part of this design is that it is easy
to turn any local address into a GA (so that it can be exported to another PE), simply
by creating a new in-pointer.

In order to allow in-pointers to be garbage collected, we use a weighted reference
counting scheme [8], where GAs accumulate some weight, which is returned to the
owner node if the remote copy of the node is garbage collected. If all weights are
returned, the in-pointer becomes garbage, and the local node may be a candidate for
recovery during garbage collection.

The only garbage not collected by this scheme consists of cycles that are spread
across PEs. We plan ultimately to recover these cycles, too, by halting all PEs and
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performing a global collective garbage collection, but we have not yet found the need
for this in practice, even in very long-lived applications.

2.6 Assessment of Parallel Performance

Taking sumEuler as our running example, Figure 2.17 compares the relative
speedups of the unclustered version and both strategic and generic clustering ver-
sions developed in Section 2.4. The figure reports results on a 16-node Beowulf
cluster of Linux RedHat 6.2 workstations with 533 MHz Celeron processors and
128 MB of DRAM connected through a 100 Mb/s fast Ethernet switch. It shows that
the unclustered version produces hardly any speedup at all, due to the extreme fine
granularity of the generated parallelism. A naive strategic version, which combines
the execution of neighboring elements, produces only speedups up to 3.7, mainly
owing to the sequential sum operation at the end. The improved generic clustering
version avoids this sequential bottleneck at the end and shows a good speedup of
14.3 on 16 processors.

We have used our high-level program development approach on applications from
different application areas, and Table 2.1 summarizes key aspects of some exam-
ple programs. The first column shows the parallel paradigm. The second and third
columns show the application domain and program name, respectively. The fourth
and fifth columns present the total size of the program and size of the code specify-
ing the parallel coordination, both measured in Source Lines of Code (SLOC). The
last two columns report the maximal parallel performance and give a reference to
detailed performance measurements. Parallel performance is measured as maximum
relative speedup, i.e., speedup over the runtime of the parallel program executed on
a single processor, on a given number of PEs.
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FIGURE 2.17: Speedups of different versions of sumEuler. (From Loidl, H-W.,
Trinder, P., and Butz, C., Parallel Process. Lett., 11, 471, 2001. With permission.)



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C002 Finals Page 72 2008-10-22 #28

72 Process Algebra for Parallel and Distributed Processing

TABLE 2.1: Program characteristics and performance summary.

Applications SizeParallel Max Speed
Paradigm Domain Name Code Coord. Speedup/PEs Ref.

Data parallel

Symbolic linSolv 121 22 11.9/16 [20]
computation smallGroup 52 8 26.9/28 [2]

Graphics raytracer 80 10 8.9/16 [20]

Numeric
sumEuler 31 5 9.1/10 [31]
matMult 43 9 3.4/4 [20]

Divide and AI Queens 21 5 7.9/16 [20]
conquer

Nested Natural lang.-
Lolita 47k 13 1.4/2 [22]

parallelism processing
Naira 5k 6 2.5/5 [22]

A key aspect of GPH programming reflected by the fifth column of Table 2.1 is that
the parallelization requires only small code changes, localized in only a few modules.
This is in stark contrast to the pervasive changes required by a lower-level parallel
programming models. The applications require a range of parallelism paradigms. The
majority of the applications are symbolic in nature and exhibit irregular parallelism,
i.e., both varying numbers and sizes of tasks. Hence the parallelism results should not
be directly compared with more regular problems where near-optimal parallelism is
achievable. The results show that, despite their very different computational structures,
GPH delivers respectable parallel performance for all of the programs and on widely
varying architectures, from modern multicores to very high latency computational
Grids [4,22,30]. The performance results show that we can obtain good parallelism on
local networks, such as Beowulf clusters, e.g., 26.9 on 28PEs [22]. More recent results
exhibit almost linear speedup on an 8-core machine [15], and acceptable performance
on a wide-area network composed of three local networks: we achieve speedups of 7
on 7 nodes, and up to 16 on 41 nodes for a challenging graphics application [3,4]. Thus,
the parallel performance of GPH scales well even on heterogeneous high-latency
architectures. We attribute the largely architecture-independentnature of the achieved
speedup to the high-level of abstraction provided by our parallel programming model.
Unlike most programming models it does not tie a concrete parallel implementation
to the specifics of the underlying architecture. Rather, a parallel runtime environment
is in charge of coordinating the parallelism by adjusting the coordination to dynamic
properties such as the current workload.

2.7 Conclusion

On the one hand, the inherent complexity of designing parallel systems calls for
a high-level approach of specifying its behavior. On the other hand, one of the main
goals for using parallelism is to improve performance through the coordinated use of
many processors on the same application. Thus, an efficient implementation of the
specified parallelism is almost as crucial as the correctness of the implementation
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itself. To reconcile the tension between high-level design and low-level performance,
we use GPH, a parallel extension of Haskell, as both specification and as programming
language. As the former, it is a useful intermediate step from a high-level algebraic
specification to tuned executable code. In this role, it exploits the formal foundations
of the purely functional programming language Haskell, and enables the programmer
to extensively use code transformations to modify the degree of parallelism in the
code. As the latter, it profits from an efficient sequential implementation (based on the
highly optimizing GHC), augmented with advanced concepts such as a virtual shared
heap, yielding a system of efficient, largely architecture-independent parallelism.

We have demonstrated our high-level program development approach on appli-
cations from a range of application areas such as numerical analysis, symbolic
computation, and natural language processing. These applications use a range of
parallelism paradigms and deliver good parallel performance on a range of widely
varying architectures, from modern multicores to very high latency computational
Grids [4,22,30]. We have shown that GPH parallelization requires minimal, local
refactoring rather than the pervasive changes required by lower-level approaches. We
attribute the largely architecture-independent performance of GPH to its high-level
parallel programming model. In Ref. [20] we have outlined how GPH’s performance
compares favorably with both conventional parallel technologies and with other
parallel functional languages.

Our experience in realizing numerous parallel applications in various appli-
cation areas underlines that efficient parallel code can be developed through a
transformation-based programming methodology. In this process, a set of tools for
controlling and examining the parallel behavior has proven indispensable. Our mea-
surement results indicate good performance both on shared-memory machines and
clusters of workstations. The emerging architectures of large-scale, computational
grids on the one hand, and multicore, parallel machines on the other hand, are a hard
stress-test for the underlying parallel runtime environment. Even though we already
achieve acceptable performance on both of these new kinds of architectures, we are
currently enhancing the features of the runtime environment to better deal with these
new architectures, by adding support for dynamically adapting the chosen policies
for work distribution and scheduling.
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concurrent clean system—Functional programming on the MacIntosh. In
International Conference of the Apple European University Consortium, Paris,
1991, pp. 14–24.

[26] J.H. Reppy. Concurrent ML: Design, application and semantics. In Functional
Programming, Concurrency, Simulation and Automated Reasoning, New York,
Lecture Notes in Computer Science, 693:165–198, 1993.

[27] S. Skedzielewski. Sisal. In Parallel Functional Languages and Compilers,
Frontier Series, ACM Press, New York, 1991, pp. 105–158.

[28] P. Trinder, K. Hammond, H.-W. Loidl, and S.L. Peyton Jones. Algorithm +
strategy = parallelism. Journal of Functional Programming, 8(1):23–60,
January 1998.



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C002 Finals Page 76 2008-10-22 #32

76 Process Algebra for Parallel and Distributed Processing

[29] P. Trinder, K. Hammond, J.S. Mattson Jr., A.S Partridge, and S.L. Peyton
Jones. GUM: A portable parallel implementation of Haskell. In PLDI’96—
Programming Languages Design and Implementation, Philadelphia, PA, May
1996, pp. 79–88.

[30] P. Trinder, H.-W. Loidl, E. Barry Jr., K. Hammond, U. Klusik, S.L. Peyton
Jones, and A. Rebon Portillo. The multi-architecture performance of the paral-
lel functional language GpH. In Euro-Par 2000—Parallel Processing, Munich.
Lecture Notes in Computer Science, 1900:739–743, 2000.

[31] P. Trinder, H.-W. Loidl, and R. Pointon. Parallel and distributed Haskells.
Journal of Functional Programming, 12(4, 5):469–510, July 2002. Special
Issue on Haskell.

[32] P. Wadler. Comprehending Monads. Mathematical Structures in Computer
Science, 2:461–493, 1992.



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C003 Finals Page 77 2008-10-20 #3

Chapter 3

Refinement of Parallel Algorithms

Fredrik Degerlund and Kaisa Sere

Contents

3.1 Introduction. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77
3.2 Refinement Calculus . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

3.2.1 Specification Language . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79
3.2.2 Weakest Precondition Semantics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79
3.2.3 Refinement of Statements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80
3.2.4 Refinement of Actions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

3.3 Action Systems Formalism . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81
3.3.1 Parallel Programming with Action Systems . . . . . . . . . . . . . . . . . . . . . . . . . . 81

3.3.1.1 Action Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81
3.3.1.2 Partitioned Action Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

3.3.2 Derivation of Action Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83
3.4 Case Study: Integer Factorization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

3.4.1 Problem Scenario . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
3.4.1.1 Topology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
3.4.1.2 Tackling the Problem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
3.4.1.3 Parallelization Strategy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

3.4.2 Derivation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88
3.5 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

3.1 Introduction

In this chapter, we describe how to design correct parallel algorithms using the
refinement calculus framework. This is a framework that supports the stepwise
derivation of algorithms from their abstract high-level description down to an imple-
mentation on some platform using correctness-preserving program transformations.
The abstract high-level description of the target parallel algorithm can be, for
instance, a sequential algorithm or a mathematical formula that can be used as an
initial specification of the problem. We take the view that the developed algorithms
will be executed on grid- or cluster-type of networked platforms or processor farms
where we have some central resource coordinating the computation, while the com-
putation itself is divided into mutually independent tasks which can be executed

77
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on any node of the network. Tasks are typically computationally demanding. The
methodology we present is, however, of a more general nature as will be discussed
below, and indeed applies to a wide range of parallel and distributed systems.

The refinement calculus [6] generalizes the weakest precondition technique of
Dijkstra [10] to prove the correctness of refinement steps during program construc-
tion. It is based on the weakest precondition predicate transformer semantics of the
underlying programming language. All correctness reasoning is carried out within
the calculus relying ultimately on the predicate transformers. However, within the
calculus we can define transformation rules and base the derivation on these rules.
The rules can be general purpose or targeted and domain specific. The correctness
of the transformation rules is proven within the calculus. In this chapter, we will
take this approach and define a small collection of transformation rules particularly
suitable for derivations within the field of scientific computing.

Parallelism is often formalized in terms of processes. Each process consists of a
more or less sequential program. The processes execute in parallel and communicate
with each other by sending and receiving messages or through shared memory.
Examples of such process-oriented process algebras are CSP [12] and CCS [16].
The reasoning about the behavior of an entire system is based on the behaviors of
the single processes. We put forward an alternative approach and model the behavior
of parallel and distributed programs in terms of the actions which the system carries
out. The action systems formalism we use [4] is a state-based approach in contrast
to the event-based process algebras. Moreover, an action system even though mod-
eling parallel computation has an interpretation as a sequential program. The design
of the logical behavior of the parallel system is carried out within the context of this
purely sequential interpretation, hence simplifying considerably the tedious task of
formally verifying and reasoning about parallel programs. The refinement calculus
is used as the formal framework for action systems. Event B [15] and UNITY [8] are
related formalisms to action systems. Event B has actually been heavily influenced
by action systems and it relies on a very similar refinement basis whereas UNITY is
based on a temporal logic.

We start in Section 3.2 by describing the refinement calculus for parallel programs
and define a specification and programming language for this. Thereafter in Section
3.3, we describe a programming methodology together with a set of transformation
rules for designing parallel algorithms. In Section 3.4, we illustrate the methodology
with the derivation of a parallel algorithm for integer factorization. We end in Section
3.5 with some concluding remarks.

3.2 Refinement Calculus

In this section, we describe the foundations of the refinement calculus for par-
allel programs. We define the notion of correct refinement between statements and
describe the method of refinement.
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3.2.1 Specification Language

We use the classic guarded commands language of Dijkstra [10], with some
extensions as our specification language. In this language, we have two syntactic
categories, statements and actions.

Statements S are defined by

S ::= x := e ((multiple) assignment)
| {Q} (assert statement)
| S1; ...; Sn (sequential composition)
| if A1[]...[]Am fi (conditional composition)
| do A1[]...[]Am od (iterative composition)
| |[ var x; S ]| (block with local variables)

Here A1, . . . , Am are actions, x is a list of variables, e is a list of expressions, and Q

is a predicate.
An action (or guarded command) A is of the form:

A ::= g→ S

where g is a boolean expression (the guard of A, denoted gA) and S is a statement
(the body of A, denoted sA). We will say that an action is enabled in a certain state
if its guard is true in that state.

The assert statement {Q} acts as skip if the condition Q holds in the initial state. If
the condition Q does not hold in the initial state, the effect is the same as abort . This
statement can be used for specification purposes as it allows us to express conditions
on the values of the state variables in a convenient way. The other statements have
their usual meanings.

3.2.2 Weakest Precondition Semantics

The refinement relation between statements and between actions is defined with
respect to the weakest precondition semantics of these. The weakest precondition
wp(S,R) for a statement S and any predicate R is a predicate that describes the set of
all states such that execution of S begun in any of them is guaranteed to terminate in
a state satisfying R. Hence, this is a total correctness semantics requiring statements
to terminate. The weakest preconditions of a statement S are listed below [10]:

wp(x := e,R) = R[e/x]
wp({Q}, R) = Q ∧ R

wp(S1; ...; Sn,R) = wp(S1, wp(S2; ...; Sn,R))

wp(if A1[]...[]Am fi, R) =
( ∨m

i=1 gAi

) ∧ (∧m
i=1 gAi ⇒ wp(sAi, R)

)
wp(do A1[]...[]Am od, R) = ∃k.k ≥ 0.Hk(R)

wp(|[var x; S]|, R) = ∀x.wp(S,R)

The conditions Hk(R) above are given by

H0(R) = R ∧ ¬(∃j.1 ≤ j ≤ m.gAj )
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and for k > 0

Hk(R) = wp(if A1[]...[]Am fi,Hk−1(R)) ∨H0(R)

The weakest precondition for an action A = g→ S is defined as

wp(g→ S,R) = (g⇒ wp(S,R))

The semantics of the do–od statement has also been discussed elsewhere in the
literature. Hehner [11] advocates the use of recursion as a means of achieving repeti-
tive behavior, whereas Back [2] discusses the do–od construct in the presence of a
nondeterministic assignment statement. In neither of these cases is Dijkstra’s orig-
inal definition optimal. In our case, do–od is mainly used as a means of making
parallelism possible, and we find that Dijkstra’s definition is the most suitable for
our purposes.

3.2.3 Refinement of Statements

A statement S is said to be (correctly) refined by statement S′, denoted S � S′, if
for every postcondition Q,

wp(S,Q)⇒ wp(S′,Q)

In other words, refinement means that whatever total correctness criterion S satisfies,
S′ will also satisfy this criterion (S′ can satisfy other total correctness criteria also,
which S does not satisfy).

Intuitively, a statement S is refined by a statement S′, if (1) whenever S is guaran-
teed to terminate, S′ is also guaranteed to terminate, and (2) any possible outcome of
S′ for some initial state is also a possible outcome of S for this same initial state. This
means that a refinement may either extend the domain of termination of a statement
or decrease the nondeterminism of the statement, or both.

The refinement relation is reflexive and transitive. This means that (1) a state-
ment is always refined by itself (reflexivity) and (2) refinements can be chained
or ordered such that a statement in the chain is always refined by the statements
occupying a place further down the chain (transitivity). This formally supports the
stepwise refinement approach. Moreover, the statement constructors considered here
are monotonic with respect to the refinement relation. This allows us to refine sub-
statements in the context of other statements.

3.2.4 Refinement of Actions

Refinement between statements can be extended to a notion of refinement between
actions as follows. Let A and A′ be two actions. Action A is refined by action A′,
A � A′, if for every postcondition Q,

wp(A,Q)⇒ wp(A′,Q)
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When considering the definition of the weakest precondition for an action, we have
an action A is refined by an action A′ if and only if (1) whenever A′ is enabled, the
body of A is refined by the body of A′ (i.e., {gA′}; sA � sA′) and (2) A is enabled
whenever A′ is enabled (i.e., gA′ ⇒ gA).

3.3 Action Systems Formalism

We model parallel computations in terms of action systems. In this section, the
action systems formalism will be presented. We will describe how the formalism is
used to model parallel computation and give several alternative interpretations for
action systems.

3.3.1 Parallel Programming with Action Systems

3.3.1.1 Action Systems

An action system A is a statement of the form:

A = |[var x; S0; do A1[]...[]Am od]| : z

on state variables y = x ∪ z. The global variables z are indicated explicitly for
notational convenience. Each variable is associated with some domain of values.
The set of possible assignments of values to the state variables constitutes the state
space. The initialization statement S0 assigns initial values to the state variables. Due
to the total correctness semantics we follow, only the input/output behavior of A with
respect to z is of interest.

The behavior of an action system is as follows: the initialization statement is exe-
cuted first; thereafter, as long as there are enabled actions, one action at a time is
nondeterministically chosen and executed. Actions are atomic, i.e., simultaneously
enabled actions can be executed in any order, and only their input–output relation-
ship is of interest. Hence, they can be executed in parallel if they do not have any
variables in common.

3.3.1.2 Partitioned Action Systems

An action system can be viewed as a parallel program, when a process network
is associated with it. Basically this can be done either by (1) assigning each action
to a process (“partitioning with respect to actions”), or by (2) assigning each state
variable to a process (“partitioning with respect to variables”). The processes then
execute the actions concurrently, guaranteeing that the atomicity requirement of
actions is respected.

In this chapter, we will only consider partitioning with respect to actions, or rather
an extension of that approach. Consider the action system A above. Let
ℵ = {A1, ..., Am} be the set of actions and let the multiset P = {P1, ..., Pp} be
a partitioning of ℵ, i.e., Pi ⊆ ℵ, Pi �= ∅, for i = 1, ..., p and

⋃p

i=1 Pi = ℵ. Each
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action Ai in the partitioned action system (A,P) is thus associated with at least one
process Pj that it can be executed in. An action can be associated with more than
one process, and it may be executed in any one of those processes. We have that

do A od � do A[]A od

Since the partitions do not have to be mutually disjoint, our solution is not strictly a
partitioning in the established mathematical sense of the word.

When there are several legal options, an implementation can decide in which of the
processes the action will be executed. However, conflicts between variables have to
be taken into account when actions are scheduled. Two actions may not be executed
at the same time if they have variables in common, since atomicity must be respected.
We consider detection of variable conflicts as an implementation issue, the details of
which are outside the scope of this chapter, but we assume that there are mechanisms
for communication between processes. Degerlund et al. [9] have proposed methods
for implementing action systems partitioned with respect to actions and have devel-
oped a proof-of-concept scheduler for executing such action systems.

Example 3.1
To illustrate partitioning, consider the following action system for performing

exchange sort:

S = |[ x.1, ..., x.n := Xi, ..., Xn

do
[] x.1 > x.2→ x.1, x.2 := x.2, x.1 (E.1)
... ...
[] x.(n− 1) > x.n→ x.(n− 1), x.n := x.n, x.(n− 1) (E.(n− 1))
od

]| : x.1, ..., x.n ∈ integer

The system contains n− 1 sorting actions: E.1, ..., E.(n− 1), each of which swaps
pairs of numbers if they are not in ascending order. We especially note that two con-
secutive actions (e.g., E.1 and E.2) cannot be executed simultaneously, since they
have variables in common. On the other hand, if the actions are not consecutive (e.g.,
E.1 and E.3), they have no common variables, and their execution can take place at
the same time. The (extended) partitioning with respect to actions can, for example,
be done in the following ways:

P1 = {{E.1, ..., E.(n− 1)}}
P2 = {{E.1}, ..., {E.(n− 1)}}
P3 = {{E.1, ..., E.(n− 1)}, ..., {E.1, ..., E.(n− 1)}}, |P3| = n− 1

In partitioning P1, there is only one process, and all actions have to be scheduled
on that one. In P2, there are as many processes are there are actions (n − 1), and
each action is tied to a particular process. If there were no variable conflicts, all
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actions could be executed in parallel in their respective processes. However, in our
example there are variable conflicts, so this degree of parallelism is not possible since
atomicity has to be taken into account. In partitioning P3, there are n− 1 processes,
and any action can be executed in any process (as long as variable dependencies are
respected).

3.3.2 Derivation of Action Systems

Action systems can be developed in a stepwise manner [5,18] with the target exe-
cution platform or process network in mind. Here, the main focus is on grid-like
target platforms, where any action can in principle be executed on any processing
unit, to the extent permitted by the partitioning. However, the rules we present below
apply to a wider class of platforms. Moreover, according to our experience we believe
that specific rules for other types of platforms can be developed based on the refine-
ment calculus for action systems.

Because action systems are just a special kind of sequential statements in our
specification language, we can use the refinement calculus for stepwise refinement
of action systems. However, as the goal is to transform a more or less sequential
algorithm into an action system that can be executed in a parallel fashion, we need
special kinds of transformation rules that introduce parallelism into the execution.

As an action system is the unit for which we give an interpretation in terms of
parallel activity, we need

(i) Rules to turn arbitrary statements into do–od constructs

(ii) Rules for merging sequentially composed action systems

(iii) Rules for changing variables in statements

The first class of rules (i) makes it possible to create action systems out of any state-
ment in our language. An example of a class (i) rule is Sequence-to-loop. This rule
states that the following refinement can be done:

{∧n

i=1
gi

}
; S1;

{∧n

i=2
gi

}
; S2; ...;

{∧n

j=n
gn

}
; Sn

�
do g1 → S1[]...[]gn→ Sn od

provided that

1. Each gi → Si terminates with gi false

2. gi → Si and gj → Sj can be executed in any order for all i, j, i �= j

3. gi → Si cannot affect the value of gj for all i, j, i �= j

Notice that we use the assert statement here to require that every action in the loop
is initially enabled. When inserting an assert statement we use the fact that the
statement acts as skip when the predicate evaluates to true, having no effect on the
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state. Moreover, we have to guarantee that each action is executed only once in
the loop.

Using the rules in class (ii) we can take full advantage of the divide-and-conquer
style of program design and introduce parallelism into execution by merging the
action systems for subproblems. One of the rules belonging to class (ii) is the
Merge-into-loop rule. We have that

do g1 → S1 od; {g2}; S2

�
do g1 → S1[]g2→ S2 od

provided that

1. S2 cannot affect the value of g1

2. g1 → S1 and g2 → S2 can be executed in any order or g2 → S2 cannot
precede g1 → S1

3. do g2 → S2 od terminates when g1 is true

The rule also generalizes to n (n > 2) actions.
A similar class (ii) rule is Merge loops, which combines two sequentially com-

posed do–od loops into a single one. We have that

do g1 → S1 od; do g2 → S2 od

�
do g1 → S1[]g2→ S2 od

provided that

1. S2 cannot affect the value of g1

2. g1 → S1 and g2 → S2 can be executed in any order or g2 → S2 cannot
precede g1 → S1

3. do g2 → S2 od terminates when g1 is true

This rule also generalizes to more than two actions.
Even though the rules in (i)–(ii) allow us to create actions and action systems out

of arbitrary statements, they do not necessarily introduce any real parallelism into an
execution. For this, we need actions which are independent from each other in the
sense that they do not have variables in common and that they can be simultaneously
enabled. The rules in class (iii) make actions independent of each other and make it
possible to change the way in which the program state is represented by variables
in the system, in order to replace a centralized representation by a distributed one.
Typically, we replace one variable by a number of variables, for example, one for
each process in the partitioning. The new variables hold the same information as the
original variable, but permit the information to be accessed in a distributed fashion.
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This makes the processes less dependent of each other so that more activity can go
on in parallel. One of the rules belonging to this class is the Exchange variables rule.
We have that

{v1 = v2}; S
�

S[v2/v1]

where v1 and v2 are variables, and S is a statement containing variable v1. The
conditions for applying the rule is that v1 is free in S and v2 is not free is S.

A similar rule is the Exchange expressions rule. Considering two expressions,
e1 and e2, it states that if the assertion {e1 = e2} holds, an expression S contain-
ing the expression e1 can be refined by S′, which is the same expression as S except
for all occurrences of e1 having been replaced by e2.

We furthermore need general rules and methods for turning a program into a form
where the above methods can be applied and also for improving the efficiency of
the program in general. Many of these rules are not specific to action systems but
apply to any kind of statements. An example of a general rule is the Add new
variables rule:

|[var x; S]| � |[var x, y; S1; S; S2]|.
Here, we have the condition that S1 and S2 do not write to old variables, and S1 and
S2 need to terminate.

Examples of how the rules presented here can be used in practice are given in the
following section.

3.4 Case Study: Integer Factorization

We present the methodology via a case study about integer factorization. Even
though we focus on this particular problem, it follows a general derivation pattern
that can be used in other examples as well:

1. We first specify the problem using mathematics and discuss the target parallel
platform. Thereafter,

2. the mathematical formulae are manipulated using equivalent representations
which more reflect the target architecture for the parallel algorithm that we
want to develop. When we feel satisfied with the mathematical representation,

3. we turn the formulae directly into an equivalent specification, usually a sequen-
tial statement, in our specification language. Thereafter,

4. we use the divide-and-conquer paradigm and identify the independent tasks of
the future computation (rules in class (iii)). Finally,

5. the tasks are turned into loops (class (i) rules) and the loops are merged into a
single loop (class (ii)) having the form of an action system.
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The main intellectual inventions are done at steps (2) and (4) where we actually
invent the parallel algorithm. As for our factorization case study, steps (1) and (2)
will be described below in Section 3.4.1, whereas steps (3)–(5) will be handled in
Section 3.4.2.

3.4.1 Problem Scenario

We will now give a simple example of how action systems can be used to derive
a parallel program. Given a number num ∈ {2, 3, ...} the problem we want to solve
is finding the greatest number, f actor ∈ {1, ..., num− 1}, by which num is evenly
divisible, i.e. num mod f actor = 0. Such a number exists for any accepted values
of num, since ∀num ∈ {2, 3, ...} : num mod 1 = 0.

This task can be expressed by the following formula:

f actor = max({i ∈ {1, ..., num− 1} | num mod i = 0})

3.4.1.1 Topology

We will do the development with a specific target architecture in mind, for which
we will gradually adapt the system. We assume that our architecture contains n

identical processors for task computation (“slave”) and one additional processor for
coordination. We consider a star topology where the coordinating processor should
be able to communicate directly with each of the slave processors, but where the
slaves do not need to be able to communicate directly with each other. We also
assume that one process is executing on each processor. In practice, this can be a grid
scenario where the slave processes, as well as the coordination process, are run on
computers connected to the Internet. Another possibility that is equally plausible is
execution on computers in a local area network (LAN), or even on a single computer
containing several processors (SMP) or on a computer consisting of one processor
containing several computational cores. Our topology is illustrated in Figure 3.1.

3.4.1.2 Tackling the Problem

Our formula states what we want to achieve in a precise mathematical manner. We
will use transformation rules to gradually work toward more concrete statements,
of which the final one will not only be a true action system but also be adapted
to parallel implementation. During the refinement, we do not state specifically how
the factorization is performed. However, we do have the method of trial division
in mind, and we will tackle the problem accordingly. Consider the set of divisors,
{1, ..., num − 1}, by which we will try to divide num. We will split this set into
smaller chunks, or subsets, so that these can be distributed to slave processors for
trial division. The granularity of the splitting into subsets is given by a parameter
step ∈ {1, ..., num − 1}, and each of the subsets will contain step elements. If
num− 1 is not evenly divisible by step, some subsets will contain negative numbers
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FIGURE 3.1: Process topology used in our example.

that will not affect the final result. We are fully aware of the fact that trial divi-
sion is not particularly efficient, and that there are more sophisticated factorization
algorithms available, such as the general number field sieve algorithm. Trial division
is, however, very intuitive, and serves our purposes well for showing the general pat-
tern of how parallelism can be introduced when developing software using program
refinement.

3.4.1.3 Parallelization Strategy

Our goal is to refine action systems in such a way that n subsets can be tested in
parallel on the n processors, i.e., one subset for each processor. We will call such
a trial division of n subsets a round. Given the parameters num, n, and step, the

total number of rounds needed will be r = roof
(

num−1
step∗n

)
. After each round (except

the last one), n new subsets can be distributed to the processors. Since actions with
common variables are not allowed to execute in parallel, we will refine the system in
such a way that the computing actions involved in the same round will not have any
variables in common in the final step. Figure 3.2 shows how the splitting takes place
when num = 39, n = 3, and step = 5, in which case three rounds will be needed.
The last subset (i.e., the one for processor 3 in the last round) contains only negative
values and will, in practice, be superfluous. We especially want to emphasize that we
work “backward” from the largest number (num − 1) down toward 1 (and finally
negative numbers if needed for filling the last few subsets in the last round). This
means that, for example, processor 1 during round 1 will be assigned the subset
containing the largest numbers, i.e., {num−step, ..., num−1}. The general formulae
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FIGURE 3.2: Splitting into computational chunks (num = 39, n = 3, and
step = 5).

for deciding the start and stop values for a particular subset as a function of processor
and round number are given below:

start (round, proc) = num− 1− (round − 1) ∗ n ∗ step − (proc− 1) ∗ step

stop(round, proc) = start (round, proc)− step + 1

We wish to point out that since we work from higher numbers toward lower ones,
the start value is greater than the stop value. In particular, and in full accordance with
what we stated above, start (1, 1) = num− 1 and stop(1, 1) = num− step.

3.4.2 Derivation

We will now define a function for finding the maximum (positive) divisor, by
which num is evenly divisible, in an interval {low, high} (1 ≤ low ≤ high):

search(low, high) = max({0} ∪ {i ∈ {low, ..., high} | num mod i = 0}).
In case such a divisor does not exist, the value 0 is returned.

We notice that with the parameters low = 1, high = num−1, the search function
will yield the expression for factor. The search function does contain the number 0
in the max expression, which our factor expression does not. However, with legal
values of num, low, and high, a (positive) result will always be found, so it is irrele-
vant whether the number 0 is there or not. Mathematically, the expressions will thus
coincide. We can therefore use the search function to specify of first version of our
statement:

A0 = |[factor := search(1, ..., num− 1)

]| : factor ∈ Z+

We are now ready to start rewriting the statement to better suit our needs. We will
start by splitting the search space into several parts. We split the set {1, ..., num− 1}
into subsets of the size step numbers. We will also consider rounds, so that n sets
are examined in each round. Furthermore, the new variables f ound11, ..., f oundrn

are introduced to indicate what factor (or 0, if not found) each of the n searches
per round has found. Our new version, A1, is shown below. Note that meta notation
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for should be interpreted as a replication of the previous statement, with sequential
composition (;) as the delimiter. Later on, we will also use for to denote replication
where the delimiter is nondeterministic choice ([]). In those cases, we indicate the
delimiter by writing [] before the statement to be replicated.

A1 = |[ varfound11, ..., foundrn ∈ Z+
[(foundij := search(stop(i, j), start (i, j))) for(1 ≤ j ≤ n)

] for(1 ≤ i ≤ r);
{search(1, ..., num− 1) = max(found11, ..., foundrn)};
factor := max(found11, ..., foundrn)

]| : factor ∈ Z+

As compared to A0, we have replaced the only assignment with n ∗ r + 1 sequen-
tial assignments. The correctness of the refinement step is proven as follows. The
introduction of new variables, as well as statements involving only these variables
(f oundij := ...), is justified by the Add new variables rule. Having introduced these
new statements as shown in A1, we can show mathematically that the assertion

{search(1, ..., num− 1) = max(found11, ..., foundrn)}
holds prior to the factor := ... statement. Thus, the condition for applying the
Exchange expressions rule holds. By using this rule to replace the old expression
search(1, ..., num − 1) with max(found11, ..., foundrn), we achieve an alternative
assignment to the factor variable, i.e., factor : = max(found11, ..., foundrn). Since
we have used two rules (Add new variables, Exchange expressions), we have actually
performed two transformation steps when refining A0 into A1.

Next, we introduce partial analysis after each round by adding the new variables
partial1, ..., partialr and logically restructure our block statement:

A2 = |[ var found11, ..., foundrn, partial1, ..., partialr ∈ Z+
[(foundij := search(stop(i, j), start (i, j))) for(1 ≤ j ≤ n);
partiali := max(foundi1, ..., foundin)] for(1 ≤ i ≤ r);
factor := max(partial1, ..., partialr)

]| : factor ∈ Z+

Each round will now be analyzed separately and the result of round i will be stored
in a variable partiali . After the final round, the variable f actor will be assigned the
greatest of partial maximum values found after each round, i.e., the maximum value
of partial1, ..., partialr . The correctness of this step is proven in a similar manner
as the last one, using exactly the same rules.

To illustrate how A2 works intuitively, Figure 3.3 shows the order in which
computations take place as well as what partial results are generated at what stage.
The various shades of grey in the figure illustrate what takes place at what time,
so that a lighter shade means that the block (subset of numbers) in question is
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FIGURE 3.3: Computational structure of A2.

processed at a later time than a darker block. For example, the first subset of
numbers (in the lower right-hand corner) will be processed first, and its result (the
greatest factor found, or 0 if none is found) will be stored in variable found11.
Since we have not yet introduced nondeterminism, the subsets (blocks) still cannot
be processed in parallel.

Next, we will introduce a do–od loop using the Sequence-to-loop rule. In this
way, we will achieve nondeterministic choice between the search statements within
a round. The new variables comp1, ..., compn are added for use in the guards that
will be introduced for the search statements. This can be written as

A3 = |[var found11, ..., foundrn, partial1, ..., partialr ∈ Z+,

comp1, ..., compn ∈ boolean+
comp1, ..., compn := true;
( do

[]compj → foundij := search(stop(i, j), start (i, j));
compj := false for (1 ≤ j ≤ n)

od;
partiali := max(foundi1, ..., foundin);
comp1, ..., compn := true) for(1 ≤ i ≤ r);
factor := max(partial1, ..., partialr )

]| : factor ∈ Z+

As for using the Sequence-to-loop rule, we have that assertions mentioned in the rule
are true at the required points. The guards comp1, ..., compn disable themselves after
their respective action has been executed, the actions in question can be executed in
any order, and they do not affect each other’s guards. Thus, all conditions are fulfilled
and the rule can be applied. The intuitive interpretation of the new behavior in A3 is
that the do–od loop will terminate after each of the n actions has been running. After
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this has taken place, a partial maximum value is computed in the same way as in A2,
before the next round starts.

In the next refinement step, we insert the partial maximum computation into the
do–od loop. Technically, this is justified by using the Merge-into-loop rule. Further-
more, we add the new variables round1, ..., roundn and roundpart . Each roundj

variable keeps track of which round processor j is currently in. The roundpart

similarly indicates the round for which a partial result should next be computed. The
resulting A4 looks as follows:

A4= |[ var found11, ..., foundrn, partial1, ..., partialr ∈ Z+,

comp1, ..., compn ∈ boolean, round1, ..., roundn, roundpart ∈ Z+
comp1, ..., compn := true; round1, ..., roundn := 1; roundpart := 1;
( do

[] roundj = i ∧ compj → foundij := search(stop(i, j), start (i, j));
compj := false; roundj := roundj + 1 for(1 ≤ j ≤ n)

[] roundpart = i ∧ ¬(comp1 ∨ ... ∨ compn)→
partial := max(foundi1, ..., foundin); comp1, ..., compn := true;
roundpart := roundpart+ 1

od ) for(1 ≤ i ≤ r);
factor := max(partial1, ..., partialr)

]| : factor ∈ Z+

We have now achieved r do–od loops, each of which contains actions for the com-
putations of one round. In order to conform to the requirements of an action system,
there should however only be one (outer) do–od loop. Therefore, we merge the loops
by using the Merge loops rule repeatedly, after verifying that its conditions of use
hold, until we achieve A5:

A5= |[ var found11, ..., foundrn, partial1, ..., partialr ∈ Z+,

comp1, ..., compn ∈ boolean, round1, ..., roundn, roundpart ∈ Z+
comp1, ..., compn := true; round1, ..., roundn := 1; roundpart := 1;
do

[] ([] roundj = i ∧ compj →
foundij := search(stop(i, j), start (i, j)); compj := false;
roundj := roundj + 1 for(1 ≤ j ≤ n)

[] roundpart = i ∧ ¬(comp1 ∨ ... ∨ compn)→
partial := max(foundi1, ..., foundin); comp1, ..., compn := true;
roundpart := roundpart+ 1) for(1 ≤ i ≤ r)

od;
factor := max(partial1, ..., partialr)

]| : factor ∈ Z+

We are almost finished at this stage, but we still have to insert the final maximum
computation into the do–od loop. After verifying that the conditions for using the
Merge-into-loop are fulfilled, we apply the rule and achieve our final system A6:
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A6= |[ var found11, ..., foundrn, partial1, ..., partialr ∈ Z+,

comp1, ..., compn ∈ boolean+, round1, ..., roundn, roundpart ∈ Z+
comp1, ..., compn := true; round1, ..., roundn := 1; roundpart := 1;
do

[] ([] roundj = i ∧ compj →
foundij := search(stop(i, j), start (i, j));
compi := false;
roundj := roundj + 1 for(1 ≤ j ≤ n) (Searchij )

[] roundpart = i ∧ ¬(comp1 ∨ ... ∨ compn)→
partial := max(foundi1, ..., foundin);
comp1, ..., compn := true;
roundpart := roundpart+ 1) for(1 ≤ i ≤ r) (Partiali)

[]
∧

1≤j≤nroundj > r ∧ roundpart > r →
factor := max(partial1, ..., partialr) (Final)

od
]| : factor ∈ Z+

In this final version, A6, we note especially three facts: first, A6 is a correct refine-
ment of our initial statement A0, i.e., A0 � A6. This is a direct result of the transitiv-
ity property of the refinement relation. Second, the system fully adheres to the action
system requirements, which includes that there is a single do–od loop, consisting of
actions separated by the nondeterministic choice delimiter ([]). Third, search actions
(Searchij , 1 ≤ i ≤ r, 1 ≤ j ≤ n) corresponding to the same round (i.e., with
the same value of i) do not contain any shared variables. This implies that they can
be scheduled for simultaneous execution, as long as we use a proper partitioning. A
suitable partitioning would be

P1 = {{Search11, ..., Searchr1}, ..., {Search1n, ..., Searchrn},
{Partial1, ..., Partialr , F inal}}

In P1, search actions with the same second index (corresponding to processor num-
ber in terms of search subsets) are part of the same partition. In this way, each of
these partitions contains one action corresponding to each computations round. There
is also one partition that contains the actions responsible for computing the partial
results after each round, as well as the final result. Partitioning P1 can be conve-
niently mapped to the topology we had in mind when developing the action system.
This mapping is illustrated in Figure 3.4.

The system can also be partitioned in an alternative way as follows:

P2 = {{Search11, ..., Searchrn}, ..., {Search11, ..., Searchrn},
{Partial1, ..., Partialr , F inal}}, |P2| = n+ 1

Here, all search actions are included in all partitions, except for a partition that is
dedicated for coordination. This partitioning can be mapped onto our topology as
shown in Figure 3.5. In this way, specific actions are not tied to specific processors,
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but the actions can be executed on any available processor (except for the coordi-
nating one). As mentioned in Section 3.3.1, we consider the practical details con-
cerning communication between processes to be outside the scope of this chapter,
but we assume an implementation providing the required interprocess communi-
cation mechanisms. Such a framework for implementing action systems has been
discussed by Degerlund et al. [9]. Furthermore, Boström and Waldén [7] have pro-
posed a specification language for facilitating development of grid systems. Their
language, Distributed B, is based on Event B, which in turn is similar to the action
systems formalism.

3.5 Concluding Remarks

In this chapter, we have presented a design methodology for the derivation of
provably correct parallel algorithms expressed as action systems. We have shown
how the combination of refinement calculus and action systems formalism gives a
foundation for a design methodology. The method is based on systematic construc-
tion of programs by stepwise refinement. Each step in the derivation can be formally
proven correct. The main emphasis is on a methodology that allows the programmer
to start with a traditional, purely sequential algorithm and gradually turn it into a
parallel version. We argue that the transformation rules discussed allow the designer
to uncover the potential parallelism in the program in a more innovative and general
manner than what a parallelizing compiler can do.

Our presentation was mainly targeting grid- and cluster-type parallel platforms.
The main difficulty of grid programming [13], task parallelization of the algorithm,
is handled here via the program transformations. The main novelty here is the focus
on correctness and formal program transformation when parallelizing a system. The
starting point can be a problem expressed using mathematical formulae (as in the
case study of Section 3.4), or an already existing algorithm, that may be sequential,
and which is turned into a parallel program using transformations.

The presented method is rather general and the target platform can be defined
freely via the variable or action partitioning as seen via the derivations. As was
observed, we started from the mathematical definitions of the problems at hand
and used abstract, high-level constructs to give the initial specifications. In this way
our language resembles the programming language Fortress [19] which also allows
mathematical notation. Moreover, our approach is independent of programming
language compared to many other systems where more concrete Java or C/C++
programming is required [1,17,20]. Indeed, we can define classes of action systems,
which can be implemented on different execution platforms and using different pro-
gramming languages [5,9,18]. Furthermore, the focus here was on total correctness
reasoning about parallel algorithms. Action systems are also used to model reactive
behavior [3]. Related to this are formalisms such as TLA+ [14] and input/output
automata, as well as Event B [15].
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4.1 Introduction

The language mCRL2 [14] is a process algebra with data and time suitable for
the specification and verification of a broad range of (typically real-time distributed)
systems.

Specific characteristics of the mCRL2 process algebra are local communication,
multiactions, and communication-independent parallelism. Local communication

99
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allows one to specify communications within subcomponents of the system with-
out affecting the rest of the system. This makes the language particularly suitable for
component-based and hierarchical systems. Global communication, which is typi-
cally used in other languages, only allows communication to be defined on a global
level for the system as a whole. Multiactions enable the specification of (not necessar-
ily related) actions that are to be executed together. Most process algebras only allow
a single action to be executed atomically thus forcing an order on the execution of
actions. By allowing multiple actions to be executed together, certain systems (such
as low-level hardware) can be modeled in a more straightforward manner. These
multiactions also allow the separation of parallelism and communication. When two
actions can execute at the same time, a multiaction with those actions is the result.
Communication can then be applied to these multiactions to make certain actions
communicate with each other.

Besides the process algebra, mCRL2 also has a higher-order data language.
Processes and actions can be parameterized with this data, which is essential for the
description of most practical systems. Besides several built-in data types (e.g., inte-
gers, lists, and sets) the user can define his or her own abstract data types in a straight-
forward manner. Typical functions, such as equality, are automatically
generated for such user-defined data types. As the data language is higher-order,
functions are first-class citizens and can therefore be used just as easily as other data.

For practical use we have developed a toolset for mCRL2. This toolset contains
numerous tools for manipulation of specifications, state space exploration and
generation, simulation, verification, and visualization. To be able to work efficiently
a specification is transformed into a specific form called a linear process. Such a
linear process can be seen as a compact symbolic representation of the (possibly
infinite) state space of the system. Many optimization and verification techniques
have been developed for these linear processes (see Section 4.3). A typical practice
in verification via model checking is to generate a state space of a specification and
use that state space to check certain properties. The mCRL2 toolset supports this
practice, but also offers an alternative. Given a specification and a (modal) formula
expressing a desired (temporal) property, the toolset can generate a parameterized
boolean equation system (PBES) [19,21]. Such a PBES can then be solved by
specific provers of the toolset. The use of PBESs is particularly interesting for
systems that are too large or complex for model checking via explicit state spaces.
The mCRL2 toolset has been successfully used in various academic and industrial
case studies; see Refs. [27,36,43], or Ref. [29] for an overview.

mCRL2 is the successor of µCRL [15,16] and its timed version timed µCRL
[13,37]. The languages are very similar: any process description in (timed) µCRL can
be translated straightforwardly into a description of the same process in mCRL2. For
a discussion on the differences and their motivation we refer the reader to
Section 4.5 and Refs. [14,20].

In Section 4.2, we introduce the mCRL2 language. In Section 4.3, we give an
in-depth overview of the toolset. We further illustrate the possibilities offered by
the mCRL2 language and toolset by means of some examples in Section 4.4. In
Section 4.5, we place mCRL2 in its historical context.
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4.2 mCRL2 Language

We define the syntax of the mCRL2 process language together with an intuitive
explanation of the semantics. After that, we discuss the data language that is used by
the process language.

4.2.1 Process Language

This section gives an overview of the mCRL2 process language. The precise
semantics—in terms of timed transition systems and by means of structural opera-
tional semantics (SOS)—can be found in Ref. [20, Section 3]. The axioms of mCRL2
can be found in Ref. [20, Section 2].

4.2.1.1 Multiactions

The primary notion in the mCRL2 process language is an action, which represents
an elementary activity or a communication of some systems. The following example
illustrates how action names send, receive, and error can be declared. Actions can
be parameterized with data. For example:

act error;
send : B;
receive : B×N;

This declares parameterless action name error, action name send with a data
parameter of sort B (booleans), and action name receive with two parameters of
sort B and N (natural numbers), respectively. For the above action name declara-
tion, error, send(true), and receive(false, 6) are valid actions. The means offered
by mCRL2 to define sorts and operations on sorts will be discussed in Section 4.2.2.

In general, we write a, b, . . . to denote action names and �d, �e, . . . to denote vectors
of data parameters. In the notation a( �d), we assume that the vector of data parame-
ters �d is of the type that is specified for the action name a. An action without data
parameters can be seen as an action with an empty vector of data parameters. We
often write α, β, . . . for multiactions.

Actions are allowed to occur simultaneously in mCRL2. In this case, we speak
about multiactions. A multiaction is a bag of actions that is constructed according to
the following BNF grammar:

α ::= τ | a( �d) | α | β.

The term τ represents the multiaction containing no (observable) actions; it is
called the hidden or internal action. The term a( �d) represents a multiaction that
contains only (one occurrence of) the action a( �d) and the term α | β represents a
multiaction containing the actions from both the multiaction α and β.
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As multiactions are bags we have the usual equalities on multiactions, viz.
commutativity and associativity of |. Note that τ acts as the unit element of |. That is,
α | τ = α = τ | α. Using the actions declared previously the following are consid-
ered multiactions: τ , error | error | send(true), send(true) | receive(false, 6), and
τ | error.

4.2.1.2 Basic Operators

Process expressions, denoted by p, q, . . ., describe when certain multiactions can
be executed. For example, “a is followed by either b or c.” We make this notion more
formal by introducing operators. The most basic expressions are as follows:

• Multiactions (α, β, etc.) as described above.

• Deadlock or inaction δ, which does not execute any multiactions, but only
displays delay behavior.

• Alternative composition, written as p + q. This expression nondeter-minis-
tically chooses to execute either p or q . The choice is made upon performance
of the first multiaction of p or q .

• Sequential composition, written p · q . This expression first executes
p and upon termination of p continues with the execution of q .

• Conditional operator, written c→ p � q , where c is a data expression of sort
B. This process expression behaves as an if-then-else construct: if c is true
then p is executed, else q is executed. The else part is optional. This operator
is used to express that data can influence process behavior.

• Process references, written P( �d), Q( �d), etc., are used to refer to processes
declared by process definitions of the form P(�x : �D) = p. This process def-
inition declares that the behavior of the process reference P( �d) is given by
p[ �d/�x], i.e., p in which all free occurrences of variables �x are replaced by �d .

• Summation operator, written as
∑

x:D p, where x is a variable of sort D and
p is a process expression in which this variable may occur. In this case, we
say that x is bound in p. The corresponding behavior is a nondeterministic
choice among the processes p[d/x] for all data expressions d of sort D. If
{d0, d1, . . . , dn, . . . } are the data expressions of sort D, then

∑
x:D p can be

expressed as p[d0/x]+ p[d1/x]+ · · · + p[dn/x]+ · · ·.
• At operator, written p ↪ t , where t is a data expression of sort R (real numbers).

The expression p ↪ t indicates that any first multiaction of p happens at time
t (in case t < 0, p ↪ t is equal to δ ↪ 0, the latter representing an immediate
deadlock).

When writing process expressions we usually omit parentheses as much as
possible. To do this, we define precedence rules for the operators. The precedence
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of the operators introduced so far, in decreasing order, is as follows: ↪, ·,→,
∑

, +.
Furthermore, · and + are associative. So, instead of writing (a · (b · c))+ (d+e) we
usually write a · b · c+ d+ e.

Often processes have some recursive behavior. A coffee machine, for example,
will normally not stop (terminate) after serving only one cup of coffee. To facilitate
this, we use process references and process definitions:

act coin, break, coffee;
proc Wait = coin · Serve;

Serve = break · δ + coffee ·Wait;
This declares process references (often just called processes) Wait and Serve.

Process Wait can do a coin action, after which it behaves as process Serve. Process
Serve can do a coffee action and return to process Wait, but it might also do a break
action, which results in a deadlock.

A complete process specification needs to have an initial process. For example:

init Wait;
Parameterized processes can be declared as follows:

proc P(c : B, n : N) = error · P(c, n)

+ send(c) · P(¬c, n+ 1)

+ receive(c, n) · P(false, max(n− 1, 0));
This declares the process P(c, n) with data parameter c of sort B and n of sort

N. Note that the sorts of the data parameters are declared on the left-hand side of
the definition. In the process references on the right-hand side the values of the data
parameters are specified.

Summation is used to quantify over data types. Summations over a data type are
particularly useful to model the receipt of an arbitrary element of a data type. For
example, the following process is a description of a single-place buffer, repeatedly
reading a natural number using action name read, and then delivering that value via
action name send.

act read, send : N;
proc Buffer =

∑
n:N

read(n) · send(n) · Buffer;

init Buffer;
Time can be added to processes using the operator ↪. We give a few examples of

the use of this operator. To start with, we specify a simple clock:

act tick;
proc C(t : R) = tick ↪ (t + 1) ·C(t + 1);
init C(0);



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C004 Finals Page 104 2008-10-22 #8

104 Process Algebra for Parallel and Distributed Processing

For a positive value u of sort R, the process C(u) exhibits the single infinite trace
tick ↪ (u+ 1) · tick ↪ (u+ 2) · tick ↪ (u+ 3) · · · ·.

As a different example, we show a model of a drifting clock (taken from
Ref. [49]). This is a clock that is accurate within a bounded interval [1 − d, 1 + d],
where d < 1.

proc DC(t : R) =
∑
ε:R

(1− d ≤ ε ∧ ε ≤ 1+ d)→ tick ↪ (t + ε) · DC(t + ε);

init DC(0);

4.2.1.3 Parallel Composition

Besides the basic operators, which are typically used to specify the behavior of
core components in the system, we also have parallel composition (or merge) to
compose processes. We write p ‖ q for the parallel composition of p and q . This
means that the multiactions of p and q are interleaved and synchronized. The par-
allel composition binds stronger than the summation operator, but weaker than the
conditional operator.

A simple example is a ‖ b, which will either first execute a followed by b, or first b
followed by a, or a and b together. That is, a ‖ b is equivalent to a · b+ b · a+ a | b.
Another example is a · b ‖ (c+ d), which is equivalent to a · (b · (c + d) + c · b +
d · b+ b | c+ b | d)+ c · a · b+ d · a · b+ a | c · b+ a | d · b.

4.2.1.4 Additional Operators

Now that we are able to put various processes in parallel, we need ways to restrict
the behavior of this composition and to model the interaction between processes. For
this purpose, we introduce the following operators:

• Restriction operator ∇V (p) (also known as allow), where V is a set consisting
of (nonempty) bags of action names specifying exactly which multiactions
from p are allowed to occur. Restriction ∇V (p) disregards the data parameters
of the multiactions in p when determining if a multiaction should be allowed,
e.g., ∇{b | c}(a(0)+ b(true, 5) | c) = b(true, 5) | c.

Note that the empty multiaction τ is not allowed as an element of the set V , so
τ is always allowed (for any V , ∇V (τ ) = τ ).

• Blocking operator ∂B(p) (also known as encapsulation), where B is a set of
action names that are not allowed to occur. Blocking ∂B(p) disregards the
data parameters of the actions in p when determining if an action should be
blocked, e.g., ∂{b}(a(0)+ b(true, 5) | c) = a(0).

Note that τ is not allowed as an element of B, as B is a set of action names
(not a bag of multiaction names).
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• Renaming operator ρR(p), where R is a set of renamings of the form a→ b,
meaning that every occurrence of action name a in p is replaced by action
name b. This set R is required to be a function, i.e., every action name may
only occur once as a left-hand side of→ in R. Renaming disregards the data
parameters, but when a renaming is applied the data parameters are retained,
e.g., ρ{a→b}(a(0) | b+ a | c) = b(0) | b+ b | c.

• Communication operator 	C(p), where C is a set of allowed communica-
tions of the form a0 | · · · | an → c, with n ≥ 1 and ai and c action names. For
each communication a0 | · · · | an → c, multiactions of the form a0( �d) | · · · |
an( �d) | α (for some �d) in p are replaced by c( �d) | α. Note that the data param-
eters are retained in action c. For example, 	{a|b→c}(a(0) | b(0)) = c(0), but
also 	{a|b→c}(a(0) | b(1)) = a(0) | b(1). Furthermore, 	{a|b→c}(a(1) | a(0)

|b(1)) = a(0) | c(1).

The left-hand sides of the communications in C should be disjoint (e.g., C =
{a | b → c, a | d → e} is not allowed) to ensure that the communication
operator uniquely maps each multiaction to another.

With these additional operators we can, for example, enforce communication between
processes. A typical example is as follows:

act send, read, c;
init ∇{c}(	{send|read→c}(send ‖ read));

Since send ‖ read is equivalent to send · read+ read · send+ send | read, the
communication operator replaces the occurrence of send | read by c giving send ·
read + read · send + c. The restriction operator only allows execution of the c
alternative. That is, the above process is equivalent to just c.

Passing a data value from one process to another can also be achieved using the
communication and restriction operations. For instance:

∇{c}(	{s|r→c}(s(3) · p ‖
∑
n:N

r(n) ·Q(n))) = c(3) · ∇{c}(	{s|r→c}(p ‖Q(3)))

In this case, the value 3 is passed from one parallel component to the other to become
the value of the variable n in process Q(n).

4.2.1.5 Abstraction

An important notion in process algebra is that of abstraction. Usually the require-
ments of a system are defined in terms of external behavior (i.e., the interactions
of the system with its environment), while one wishes to check these requirements
on an implementation of the system which also contains internal behavior (i.e., the
interactions between the components of the system). So it is desirable to be able
to abstract from the internal behavior of the implementation. For this purpose the
following constructs are available:
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• Internal action or silent step τ , which is the empty multiaction that indicates
that some (unknown) internal behavior happens.

• Hiding operator τI (p), which hides (or renames to τ ) all actions with an action
name in I from p. Hiding τI (p) disregards the data parameters of the actions
in p when determining if an action should be hidden.

Assume we have two simple processes P and Q that are to be run in parallel.
Furthermore, we wish that P executes an a and Q a b and that the a is followed by
b. We could then write the following specification.

act a, b, r, s, i;
proc P = a · s;

Q = r · b;
init ∇{a,b,i}(	{r|s→i}(P ‖Q));

The system described by this specification is equivalent to the process a · i ·b. That
is, first P executes its a action, then P and Q synchronize (producing i as a result)
such that Q can execute its b action.

As action i is only used to synchronize P and Q, we are not really interested to see
it in the resulting process. Instead, we can hide the result of this synchronization as
in the following process:

init τ{i}(∇{a,b,i}(	{a|b→i}(P ‖Q)));

This process is equivalent to a · τ · b. Under certain equivalences (see Refs.
[45,46]) such as weak and branching bisimilarity, this process is also equivalent to
a · b (as the τ is unobservable).

4.2.2 Data Language

The mCRL2 data language is a functional language based on higher-order abstract
data types [30,31,34], extended with concrete data types: standard data types and
sorts constructed from a number of type formers.

4.2.2.1 Basic Data Type Definition Mechanism

Basically, mCRL2 contains a simple and straightforward data type definition
mechanism. Sorts (types), constructor functions, maps (functions), and their defi-
nitions can be declared. Sorts declared in such a way are called user-defined sorts.
For instance, the following declares the sort A with constructor functions c and d .
Also functions f , g, and h are declared and (partially) defined:
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sort A;
cons c, d : A;
map f : A× A→ A;

g : A→ A;
h : A;

var x : A;
eqn f (c, x) = c;

f (d, x) = x;
g(c) = c;
h = d;

In the equations, variables are used to represent arbitrary data expressions. A sort is
called a constructor sort when it has at least one constructor function. For example,
A is a constructor sort. Constructor sorts correspond to inductive data types.

4.2.2.2 Standard Data Types

mCRL2 has the following standard data types:

• Booleans (B) with constructor functions true and false and operators ¬, ∧, ∨,
and⇒. It is assumed that true and false are different.

• Unbounded positive integers (N+), natural numbers (N), integers (Z), and real
numbers (R) with relational operators <, ≤, >, ≥, unary negation −, binary
arithmetic operators +, −, ∗, div, mod, and arithmetic operations max, min,
abs, succ, pred, exp. These functions are only available for the appropriate
sorts, e.g., div and mod are only defined for a denominator of sort N

+. Also
conversion functions A2B are provided for all sorts A,B ∈ {N+, N, Z, R}.

The user of the language is allowed to add maps and equations for standard data
types. This also enables the user to specify inconsistent theories where the equa-
tion true = false becomes derivable. In such a case, the data specification loses its
meaning.

4.2.2.3 Type Formers

There are a number of operators to construct types, such as structured types,
function types, and types for lists, sets and bags.

A structured type represents a sort together with constructor, projection, and
recognizer functions in a compact way. For instance, a sort of machine states can
be declared by:

struct off | standby | starting | running(mode : N) | broken?is broken;
This declares a sort with constructor functions off , standby, starting, running,

and broken, projection function mode from the declared sort to N and recognizer



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C004 Finals Page 108 2008-10-22 #12

108 Process Algebra for Parallel and Distributed Processing

is broken from this sort to B. So mode(running(n)) = n, and for all constructors c

different from running, mode(c) is left unspecified; so mode(c) is a natural number,
but we do not know which one. Also, is broken(broken) = true, and for all construc-
tors d different from broken, is broken(d) = false.

Second, we have the function type former. The sort of functions from A to B is
denoted A → B. Note that function types are first-class citizens: functions may
return functions. It is assumed that parentheses associate to the right in function
notations, e.g., A→ B → C means A→ (B → C).

We also have a list type former. The sort of (finite) lists containing elements
of sort A is declared by List(A) and has constructor operators [ ] : List(A) and � :
A× List(A)→ List(A). Other operators include � , ++ (concatenation),. (element at),
head, tail, rhead, and rtail together with list enumeration [ e0, . . . , en ]. The follow-
ing expressions of sort List(A) are all equivalent: [ c, d, d ], c � [ d, d ], [ c, d ] � d ,
and [ ] ++ [ c, d ] ++ [ d ].

Possibly infinite sets and bags where all elements are of sort A are denoted
by Set(A) and Bag(A), respectively. The following operations are provided for
these sort expressions: set enumeration {d0, . . . , dn}, bag enumeration {d0 : c0, . . . ,

dn : cn} (ci is the multiplicity or count of element di), set/bag comprehension
{x : s | c}, element test ∈, bag multiplicity count, set complement s, and infix
operators ⊆, ⊂, ∪, −, ∩ with their usual meaning for sets and bags. Also conver-
sion functions Set2Bag and Bag2Set are provided, where the latter one forgets the
multiplicity of the bag elements.

4.2.2.4 Sort References

Sort references can be declared. For instance, B is a synonym for A in

sort B = A;
Using sort references it is possible to define recursive sorts. For example, a sort of

binary trees with numbers as their leaves can be defined as follows:

sort T = struct leaf (N) | node(T , T );
This declares sort T with constructors leaf : N→ T and node : T × T → T ,

without projection and recognizer functions.

4.2.2.5 Standard Functions

For all sorts the equality operator≈, inequality �≈, conditional if , and quantifiers ∀
and ∃ are provided. For the user-defined data types, the user has to provide equations
giving meaning to the equality operator. For the standard data types and the type
formers this operation is defined as expected. The inequality operator, the conditional
and the quantifiers are defined for all sorts as expected.

So, for instance, with n a variable of sort N, the expression n ≈ n is equal to
true and n �≈ n is equal to false. Using the above declaration of sort A and map f ,
if (true, c, d) is equal to c and ∀x:A (f (x, c) ≈ c) is equal to true.
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4.2.2.6 Additional Language Constructs

Expressions of sort B may be used as conditions in equations, for instance:

var x, y : A;
eqn x ≈ y → f (x, y) = x;

Furthermore, lambda abstractions and where clauses can be used. For example:

map h, h′ : A→ A→ A;
var x, y : A;
eqn h(x) = λy ′:A(λz:Af (z, g(z)))(g(f (x, y ′)));

h′(x)(y) = f (z, g(z)) whr z = g(f (x, y)) end;

Here functions h and h′ are equivalent, i.e., it is possible to show that h = h′ (using
extensionality).

4.3 Verification Methodology and the mCRL2 Toolset

Different aspects of mCRL2 models can be verified. One might be interested in the
equivalence of two mCRL2 models according to some notion of process equivalence.
Or in validity of temporal properties, like absence of deadlock, with respect to an
mCRL2 model. In this section, we present the methodology and the tools that allow
to perform such verifications on mCRL2 models.

The mCRL2 toolset [29] has been developed at the Eindhoven University of
Technology to support formal reasoning about systems specified in mCRL2. It is
based on term rewriting techniques and on formal transformation of process and
data expressions. At the time of writing, it allows one to generate, simulate, reduce,
and visualize state spaces; to search for deadlocks and particular actions; to perform
symbolic optimizations for mCRL2 specifications (e.g., invariant and confluence
reductions); and to verify modal formulas that contain data. Figure 4.1 gives an
overview of the toolset. The rectangles represent tools, and the ovals represent the
forms of data that are manipulated by the tools.

The linearizer transforms a restricted though practically expressive subset of
mCRL2 specifications to linear process specifications (LPSs). These LPSs are a
compact symbolic representation of the labeled transition system of the specifica-
tion. Due to its restricted form, an LPS is especially suited as input for tools; there is
no need for such tools to take into account all the different operators of the complete
language (see Ref. [42] for the details of the linearization process).
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FIGURE 4.1: mCRL2 toolset.

An LPS contains a single process definition of the linear form:∗

proc P(x : D) =
∑
i∈I

∑
yi :Ei

ci(x, yi)→ αi(x, yi) · P(gi(x, yi));

init P(d0);
Here, data expressions of the form d(x1, . . . , xn) contain at most free variables from
{x1, . . . , xn}, so d0 is a closed data expression. Furthermore, I is a finite index set,∑

i∈I pi is a shorthand for p1 + · · · + pn when I = {1, . . . , n} and n > 0, or δ when
n = 0, and for each i ∈ I :

• ci(x, yi) is a boolean expression representing a condition

• αi(x, yi) is a multiaction a1
i (f

1
i (x, yi)) | · · · | ani

i (f
ni

i (x, yi)), where f k
i (x, yi)

(for 1 ≤ k ≤ ni) representing the parameters of action name ak
i

• gi(x, yi) is an expression of sort D representing the next state of the process
definition P

∗ Here, for the sake of simplicity, we present an untimed version of the LPS which cannot terminate.
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The form of the summand as described above is sometimes presented as the condi-
tion-action-effect rule. In a particular state d and for some data value e the multiac-
tion αi(d, e) can be executed if condition ci(d, e) holds. The effect of the action on
the state is given by the fact that the next state is gi(d, e).

Once an LPS has been generated from an mCRL2 specification, there are a number
of possible steps forward. With simulation tools one can quickly gain insight into the
behavior of the system. It is possible to manually select transitions, but traces can also
be automatically generated. Traces—either previously generated with the simulator
or obtained via other tools—can be inspected with the simulator.

There are several LPS manipulation tools [18] that can simplify an LPS, e.g., by
removing unused parameters or by instantiating summation variables. With tools
based on theorem proving it is possible to check invariants of an LPS or to detect
confluence [17].

Model checking tools take an LPS and a modal formula—representing some func-
tional requirements—and create a PBES [19,21] stating whether or not the formula
holds for the specification. These formulae are written in a variant of the modal
μ-calculus extended with regular expressions [19]; for example, to state that a sys-
tem is deadlock free we can write [true∗]〈true〉true or, equivalently, νX.〈true〉true∧
[true]X. To state that the number leave actions never exceeds the number of enter
actions is expressed by the formula νX(n:N = 0).[enter]X(n+1)∧[leave](n>0∧
X(n−1)). A PBES can be symbolically solved by different tools of the toolset, either
via conversion to a boolean equation system (BES) or by direct manipulation of the
PBES.

As symbolic model checking is not yet always successful and because certain tools
and toolsets only work on labeled transition systems (LTSs), it is possible to use the
LTS generator to construct the explicit state space of a specification. Besides creating
such an LTS, it is also possible to automatically check for the presence of deadlocks
or certain actions, and to generate witnessing traces. A variety of exploration tech-
niques are available (such as breadth-first and depth-first searches as well as random
simulation).

Besides a wide range of tools on LPSs, the toolset also contains some tools that
manipulate LTSs, most notably LTS reduction tools that can minimize an LTS
modulo certain equivalences (e.g., trace equivalence, and strong and branching
bisimilarity).

With LTS visualization tools one can gain insight into systems whose size
ranges from very small to quite large. In Section 4.4, there are several examples
of images that have been created using these tools. Each tool has a different way
of visualizing an LTS: either by using automatic positioning algorithms or by
clustering states based on state information. These visualization tools have proven
to be useful in detecting simple properties as well as more complex properties
such as symmetry.

In Section 4.4, we demonstrate in slightly more detail how we can use the toolset
to validate systems.
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4.4 Examples of Modeling and Verification in mCRL2

In this section, we demonstrate the language and the toolset with several simple
examples.

4.4.1 Dining Philosophers

A classical example of a concurrent system is the well-known dining philosophers
problem [10]. We illustrate how to model this problem in mCRL2 and give a proce-
dure to find deadlocks and traces leading to these deadlocks using the tools from the
mCRL2 toolset.

The dining philosophers problem tells the story of a group of philosophers
sitting a table at which each philosopher has their own plate. In between each pair of
neighboring plates there is precisely one fork. The dish they are served requires two
forks to be eaten. In other words, each pair of neighboring entities (philosophers)
shares one resource (fork). For simplicity, we only consider three philosophers. This
situation is depicted in Figure 4.2.

An mCRL2 model of the problem is presented below.

sort PhilId = struct p1 | p2 | p3;
ForkId = struct f1 | f2 | f3;

map lf , rf : PhilId→ ForkId;
eqn lf (p1) = f1; lf (p2) = f2; lf (p3) = f3;

rf (p1) = f3; rf (p2) = f1; rf (p3) = f2;

act get, put, up, down, lock, free : PhilId× ForkId;
eat : PhilId;

p1

p2p3

f1

f2

f3

FIGURE 4.2: Dining table for three philosophers.
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proc Phil(p : PhilId) = (get(p, lf (p)) ‖ get(p, rf (p))) · eat(p)·
(put(p, lf (p)) ‖ put(p, rf (p))) · Phil(p);

Fork(f : ForkId) =
∑

p:Phil

up(p, f ) · down(p, f ) · Fork(f );

init ∂{get,put,up,down}(	{get|up→lock,put|down→free}(
Phil(p1) ‖ Phil(p2) ‖ Phil(p3) ‖ Fork(f1) ‖ Fork(f2) ‖ Fork(f3)

));
In this model the sort PhilId contains the philosophers. The nth philosopher is

denoted by pn. Similarly, the sort ForkId contains the forks (fn denotes the nth
fork). The functions lf and rf designate the respective left and right fork of each
philosopher.

Actions get(pn, fm) and put(pn, fm) are performed by the philosopher process.
They model that the philosopher pn gets or puts down fork fm. The corresponding
actions up(pn, fm) and down(pn, fm) are performed by the fork process. They model
the fork fm being taken or put down by philosopher pn. The action eat(pn) models
philosopher pn eating. For communication purposes we have added actions lock and
free. These will represent a fork actually being taken, respectively, put down by a
philosopher.

The process Phil(pn) models the behavior of the nth philosopher. It first takes the
left and right forks (in any order; possibly even at the same time), then eats, then puts
both forks back (again in any order) and repeats its own behavior.

The process Fork(fn) models the behavior of the nth fork (i.e., the fork on the left
of the nth philosopher). For any philosopher p it can perform up(p, fn) meaning
that the fork is being taken by philosopher p. Then it performs down(p, fn)

meaning that the same philosopher puts the fork down. Finally it repeats its own
behavior again.

The whole system consists of three Phil and three Fork processes in parallel.
By enforcing communication between actions get and up and between put and
down, we ensure that forks agree on being taken or put down by the philosophers.
The result of these communications are lock and free, respectively. Note that the
communication operator only ensures that communication happens when possible.
The blocking operator makes sure that nothing else happens (i.e., by disallowing the
loose occurrences of the actions get, put, up, and down).

This model of the problem can be analyzed by generating the underlying LTS
(consisting of 93 states and 431 transitions) and searching for the deadlocks while
doing this. After linearizing the specification and exploring the LTS we can find
that the trace lock(p1, f1) · lock(p2, f2) · lock(p3, f3) leads to a deadlock. (The LTS
generator has a special option to detect deadlocks and report traces to them.)

By using a simulator one can confirm that this trace indeed leads to a deadlock
(either by manually executing this trace, or—especially in the case of longer
traces—by loading the trace generated by the LTS generator). The detected deadlock
represents the situation when each of the philosophers has taken one fork and waits
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for another one without being able to put the first one back. Note that due to the
nature of mCRL2, this deadlock can also be reached by a single multiaction. That
is, by performing the multiaction lock(p1, f1) | lock(p2, f2) | lock(p3, f3) denoting
that all philosophers take their left fork at exactly the same time. (In cases
where this is not desired the restriction operator can be used to allow only single
actions.)

The typical first attempt to a solution is stated as follows: let the philosophers pick
the forks in a fixed order (first left, then right). That is, replace the process definition
of Phil by the following:

proc Phil(p : PhilId) = get(p, lf (p)) · get(p, rf (p)) · eat(p)·
put(p, lf (p)) · put(p, rf (p)) · Phil(p);

The LTS of this specification consists of 35 states and 97 transitions. However, this
solution is incorrect: the trace lock(p1, f1) | lock(p2, f2) | lock(p3, f3) is still valid in
the LTS and thus leads to a deadlock.

One of the solutions is to cross the arms of one of the philosophers (or just tell
him to pick the forks in reverse order). We change the definition of Phil into the
following:

proc Phil(p : PhilId) = (p ≈ p1)→ get(p, rf (p)) · get(p, lf (p)) · eat(p)·
put(p, rf (p)) · put(p, lf (p)) · Phil(p)

� get(p, lf (p)) · get(p, rf (p)) · eat(p)·
put(p, lf (p)) · put(p, rf (p)) · Phil(p);

This results in a LTS consisting of 36 states and 104 transitions without any
deadlock states.

In Figure 4.3, the global structure of the LTSs of the last two solutions are visual-
ized using a technique from Ref. [47]. Based on their distance from the initial state,
states are clustered and positioned in a 3D structure similar to a cone tree [38], with
the emphasis on symmetry. This symmetry is apparent in Figure 4.3a where the three
symmetric legs indicate that the behavior of each of the three philosophers is similar.
In Figure 4.3b there are two asymmetric legs, reflecting the asymmetry of crossing
the arms of one of the philosophers.

4.4.2 Alternating Bit Protocol

We now provide a model of a simple communication protocol, namely the alternat-
ing bit protocol (ABP) [3,26], which ensures successful transmission of data through
lossy channels. The protocol is depicted in Figure 4.4. It consists of four components,
S, R, K, and L, that are connected via communication links 1–6.

The processes K and L are channels that transfer messages from sender to receiver
and from receiver to sender, respectively. The data can be lost in transmission, in
which case the processes K and L deliver an error. The sender process S and receiver
process R must take care that despite this loss of data, transfer between communica-
tion links 1 and 4 is reliable, in the sense that messages received over link 1 are sent
over link 4 exactly once in the same order in which they were received.
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(a) Incorrect solution (b) Correct solution

FIGURE 4.3: Visualization of the structure of the LTSs of two solutions to the
dining philosophers problem. In (a), all three philosophers pick the forks in a fixed
order, resulting in a deadlock to which a trace is shown. In (b), one philosopher picks
the forks in reverse order, giving a deadlock free solution.

In order to model the protocol, we assume some sort D with data elements to be
transferred. The desired external behavior of the ABP is a simple one-place buffer,
specified by the following process:

act r1, s4 : D;
proc B =

∑
d :D

r1(d) · s4(d) · B;

Actions r1(d) and s4(d) represent the receiving and sending of a message over
communication links 1 and 4, respectively. Note that the external behavior is actually
the simplest conceivable behavior for a data transfer protocol.

In order to develop the sender and the receiver we must have a good understanding
of the exact behavior of the channels K and L. As will be explained below, the process
K forwards pairs consisting of a message and a bit, and the process L only forwards
bits. We use booleans to represent bits. The processes choose internally whether data
are delivered or lost using the action i. If it is lost an error message ⊥ is delivered:

S R

K

L

1

2 3

4

56

FIGURE 4.4: Alternating bit protocol.
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sort Error = struct ⊥;
act r2, s3 : D × B;

r5, s6 : B;
s3, s6 : Error;
i;

proc K =
∑
d :D

∑
b:B

r2(d, b) · (i · s3(d, b)+ i · s3(⊥)) · K;

L =
∑
b:B

r5(b) · (i · s6(b)+ i · s6(⊥)) · L;

Note that the action i cannot be omitted. If it would be removed, the choice
between delivering the correct data or the error is made while interacting with the
receiver of the message. The receiver can henceforth determine whether the data
will be lost or not. This is not what we want to model here. We want to model that
whether or not data are lost is determined internally in K and L. Because the factors
that cause the message to be lost are outside our model, we use nondeterministic
choice to model data loss.

We model the sender and receiver using the protocol proposed in Refs. [3,26]. The
first aspect of the protocol is that the sender must guarantee that despite data loss
in K, data eventually arrive at the receiver. For this purpose, it iteratively sends the
same messages to the sender. The receiver sends an acknowledgment to the sender
whenever it receives a message. If a message is acknowledged, the sender knows that
the message is received so it can proceed with the next message.

A problem of this protocol is that a datum may be sent more than once, and the
receiver has no way of telling whether the datum stems from a single message which
is resent, or whether it stems from two messages that contain the same data. In order
to distinguish between these options extra control information must be added to the
message. A strong point made in Refs. [3,26] is that adding a single bit already
suffices for the job. For consecutive messages the bit is alternated for each subsequent
new datum to be transferred. If a datum is resent, the old bit is used. This explains
the name “alternating bit protocol.”

After receiving a message at the receiver over link 3, its accompanying bit is sent
back in the acknowledgment. When the bit differs from the bit associated with the
last message, the receiver knows that this concerns a new datum and forwards it over
link 4. Upon reception of ⊥, the receiver does not know whether this regards an old
or new message, and it sends the old bit to indicate that resending is necessary.

Upon receipt of an unexpected bit or an error message, the sender knows that the
old datum must be resent. Otherwise, it can proceed to read new data over link 1 and
forward it.

First, we specify the sender S in the state that it is going to send out a datum with
the bit b attached to it:
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act s2 : D × B;
r6 : B;
r6 : Error;

proc S(b : B) =
∑
d :D

r1(d) · T(d, b);

T(d : D, b : B) = s2(d, b) · (r6(b) · S(¬b) + (r6(¬b)+ r6(⊥)) · T(d, b));
In state S(b), the sender reads a datum d over link 1. Next, the system proceeds

to state T(d, b), in which it sends this datum over link 2, with the bit b attached to it.
Then, the sender expects to receive the acknowledgment b over link 6, ensuring that
the pair (d, b) has reached the receiver unscathed. If the correct acknowledgment b

is received, then the system proceeds to state S(¬b), in which it is going to send out
a datum with the bit ¬b attached to it. If the acknowledgment is either the wrong
bit ¬b or the error message ⊥, then the system sends the pair (d, b) over link 2
once more.

Next, we specify the receiver R in the state that it is expecting to receive a datum
with the bit b attached to it:

act r3 : D × B;
r3 : Error;
s5 : B;

proc R(b : B) =
∑
d :D

r3(d, b) · s4(d) · s5(b) ·R(¬b)

+
(∑

d :D

r3(d,¬b)+ r3(⊥)
)
· s5(¬b) ·R(b);

In state R(b) there are two possibilities.

1. If the receiver reads a pair (d, b) over link 3, then this constitutes new informa-
tion, so the datum d is sent over link 4, after which acknowledgment b is sent
to the sender over link 5. Next, the receiver proceeds to state R(¬b), in which
it is expecting to receive a datum with the bit ¬b attached to it.

2. If the receiver reads a pair (d,¬b) or an error message⊥ over link 3, then this
does not constitute new information. Then, the receiver sends acknowledgment
¬b to the sender over link 5 and remains in state R(b).

The desired concurrent system is obtained by putting S(true), R(true), K, and L
in parallel, blocking send and read actions over the internal links. That is, the ABP
is defined by the following specification:

proc ABP = ∇V (	C(S(true) ‖ K ‖ L ‖R(true)));
init ABP;

Here C = {r2 | s2 → c2, r3 | s3 → c3, r5 | s5 → c5, r6 | s6 → c6} and
V = {r1, s4, c2, c3, c5, c6, i}.
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FIGURE 4.5: Visualization of the LTS structure of the ABP with |D| = 2.

If we set the number of different data elements to be transferred to 2, i.e., |D| = 2,
we can linearize the specification, generate the LTS, and visualize the global structure
of the system as shown in Figure 4.5 (using the techniques from Ref. [47]). The
structure is completely symmetric: the left and right part precisely correspond to the
transfer of the two different data elements.

The interesting question here is whether the scheme with alternating bits works
correctly. Or, in other words, do the buffer B and the alternating bit protocol ABP
behave the same when only the action names r1 and s4 are visible? This question
is concisely stated by asking whether the following equation holds in branching
bisimulation semantics:

B = τ{c2,c3,c5,c6,i}(ABP).

Using the toolset this can easily be shown to hold by generating the LTS of both
processes and automatically comparing their modulo branching bisimilarity.

4.4.3 Sliding Window Protocol

In the alternating bit protocol, the sender sends out a datum and then waits for
an acknowledgment before it sends the next datum. In situations where transmis-
sion of data is relatively time consuming, this procedure tends to be unacceptably
slow. In sliding window protocols (SWPs) [9] (see also Ref. [41]), this situation has
been resolved as the sender can send out multiple data elements before it requires an
acknowledgment. This protocol is so effective that it is one of the core protocols of
the Internet.
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The most complex SWP described in Ref. [41] was modeled in 1991 using
techniques as described in Ref. [8]. This model revealed a deadlock. When con-
fronted with this, the author of Ref. [41] indicated that this problem remained
undetected for a whole decade, despite the fact that the protocol had been imple-
mented a number of times. There is an evidence that this particular deadlock occurs
in actual implementations of Internet protocols, but this has never been systemati-
cally investigated. In recent editions of Ref. [41] this problem has been fixed.

We concentrate on a variant of the SWP which is unidirectional, to keep the model
to its essential minimum. The essential feature of the SWP is that it contains buffers
in the sender and the receiver to keep copies of the data in transit. This is needed
to be able to resend this data if it turns out after a while that the data did not arrive
correctly. Both buffers have size n. This means that there can be at most 2n data
elements under way.

This suggests that the external behavior of the SWP is a bounded first-in-first-out
(FIFO) queue of length 2n. Such a queue, that receives data from a nonempty data
domain D over link 1 and sends them over link 4, behaves as FIFO([], 2n), where
process FIFO is defined as follows:

act r1, s4 : D;
proc FIFO(l : List(D),m : N

+)

= (#l < m)→
∑
d :D

r1(d) · FIFO(l � d,m)

+ (#l > 0)→ s4(head(l)) · FIFO(tail(l),m);
Note that action r1(d) can be performed until the list l contains m elements,

because in that situation the queue will be filled. Furthermore, s4(head(l)) can only
be performed if l is not empty.

We now give a model of the SWP which implements the bounded FIFO queue on
top of two unreliable channels K and L. The setup is similar to that of the ABP, and
is depicted in Figure 4.6.

The channels differ from those of the ABP because they do not deliver an error
in case of data loss. An indication of an error is necessary for the ABP to work
correctly, but is unrealistic. A better model of a channel is one where data are lost
without an explicit indication. In this case, we still assume that the channels can
only carry a single data item, and have no buffer capacity. But the channels can be
replaced by others, for instance with bounded, or unbounded capacity. As long as the

S R

K

L

1

2 3

4

56

FIGURE 4.6: Sliding window protocol.
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channels now and then transfer a message, the sliding window protocol can be used
to transform these unreliable channels into a FIFO queue.

act r2, s3 : D × N;
r5, s6 : N;
i;

proc K =
∑

d :D,k:N

r2(d, k) · (i · s3(d, k)+ i) · K;

L =
∑
k:N

r5(k) · (i · s6(k)+ i) · L;

The sender and the receiver in the SWP both maintain a buffer of size n containing
the data being transmitted. The buffers are represented by a function from N to D

indicating which data element occurs at which position. Only the first n places of
these functions are used. In the receiver, we additionally use a buffer of booleans
of length n to recall which of the first n positions in the buffer contain valid data.

sort DBuf = N→ D;
BBuf = N→ B;

The SWP uses a numbering scheme to number the messages that are sent via the
channels. It turns out that if the sequence numbers are issued modulo 2n, messages
are not confused and are transferred in order. Each message with sequence number
j is put at position j |n (a shorthand for j mod n) in the buffers.

We use the following auxiliary functions to describe the protocol. The function
empty below represents a boolean buffer that is false everywhere, indicating that
there is no valid data in the buffer. We use notation q[i:=d] to say that position i

of buffer q is filled with datum d . Similarly, b[i:=c] is buffer b where c is put at
position i. The most involved function is nextemptymod(i, b,m, n). It yields the first
position in buffer b starting at i|n that contains false. If the first m positions from i|n
of b are all true, it yields the value (i+m)|2n. The variable m is used to guarantee
that the function nextemptymod is well defined if b is true at all its first n positions.

map empty : BBuf ;
[ := ] : DBuf × N×D→ DBuf ;
[ := ] : BBuf × N× B→ BBuf ;

nextemptymod : N× BBuf ×N×N
+ → N;

var d : D; i, j,m : N; n : N
+; q : DBuf ; c : B; b : BBuf ;

eqn empty = λj :Nfalse;
q[i:=d] = λj :Nif (i ≈ j, d, q(j));
b[i:=c] = λj :Nif (i ≈ j, c, b(j));
nextemptymod(i, b,m, n) =

if (b(i|n) ∧m>0, nextemptymod((i+1)|2n, b,m−1, n), i|2n);
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Below we model the sender process S. The variable � contains the sequence
number of the oldest message in sending buffer q , and m is the number of items
in the sending buffer. If a datum arrives over link 1, it is put in the sending buffer
q , provided there is space. There is the possibility to send the kth datum over link 2
with sequence number (�+k)|2n, and there is a possibility that an acknowledgment
arrives over link 6. This acknowledgment is the index of the first message that has
not yet been received by the receiver.

act s2 : D × N;
r6 : N;

proc S(�,m : N, q : DBuf , n : N
+)

= (m < n)→
∑
d :D

r1(d) · S(�,m+1, q[((�+m)|n):=d], n)

+
∑
k:N

(k < m)→ s2(q((�+k)|n), (�+ k)|2n) · S(�,m, q, n)

+
∑
k:N

r6(k) · S(k, (m−k+�)|2n, q, n);

The receiver is modeled by the process R(�′, q ′, b, n) where �′ is the sequence
number of the oldest message in the receiving buffer q ′. A datum can be received over
link 3 from channel K and is only put in the receiving buffer q ′ if its sequence number
k is in the receiving window. If sequence numbers and buffer positions would not be
considered modulo 2n and n, this could be stated by �′ ≤ k < �′ + n. The condition
(k − �′)|2n < n states exactly this, taking the modulo boundaries into account.

The second summand in the receiver says that if the oldest message position is
valid (i.e., b(�′|n) holds), then this message can be delivered over link 4. More-
over, the oldest message is now (�′+1)|2n and the message at position �′|n becomes
invalid.

The last summand says that the index of the first message that has not been
received at the receiver is sent back to the sender as an acknowledgment that all
lower numbered messages have been received.

act r3 : D ×N;
s5 : N;

proc R(�′ : N, q ′ : DBuf , b : BBuf , n : N
+)

=
∑

d :D,k:N

r3(d, k) · (((k−�′)|2n < n)

→R(�′, q ′[(k|n) := d], b[(k|n) := true], n)

� R(�′, q ′, b, n))

+ b(�′|n)→ s4(q
′(�′|n)) ·R((�′+1)|2n, q

′, b[(�′|n) := false], n)

+ s5(nextemptymod(�
′, b, n, n)) · R(�′, q ′, b, n);
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FIGURE 4.7: Minimized LTS of the SWP with window size 1 and |D| = 2.

The behavior of the SWP is characterized by

proc SWP(q, q ′ : DBuf , n : N
+)

= ∇V (	C(S(0, 0, q, n) ‖ K ‖ L ‖ R(0, q ′, empty, n)));
Here C = {r2 |s2→c2, r3 |s3→c3, r5 |s5→c5, r6 |s6→c6} and V = {c2, c3, c5, c6, i,
r1, s4}.

The contents of q and q ′ can be chosen arbitrarily without affecting the correct-
ness of the protocol. This is stressed by not instantiating these variables. The sliding
window protocol behaves as a bounded FIFO buffer for any n > 0 and q, q ′ : DBuf :

FIFO([], 2n) = τI (SWP(q, q ′, n))

where I = {c2, c3, c4, c5, i}.
In Figure 4.7 the LTS of the SWP with window size 1 and 2 data elements is

presented after minimization modulo branching bisimilarity. It is not difficult to see
that the 2-place FIFO queue has a bisimilar LTS.

Proving correctness of the SWP for any window size and for an arbitrary data
domain is a more difficult problem that involves techniques based on theorem prov-
ing, like the cones and foci method [22]. In Ref. [2] it is proven that the equivalence
between the SWP and the FIFO queue holds also in this case. Due to the tricky nature
of modulo calculation, this proof is quite involved.

4.5 Historical Context

Work on process algebras can be traced back to observations by Milner and Bekič
around 1973 [4,32]. They observed that actions are the basic notion to describe
behavior. This led to the development of three main process algebraic formalisms
(CCS [33], ACP [5], and CSP [23]). These formalisms did not contain data and
primarily served as vehicles to study the mathematical and semantic properties of
such languages.
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A major next step was the extension of process algebras to overcome the lack of
practical expressivity that process algebras have. The most well known is LOTOS
[24,44]. It contains equational abstract data types, a module mechanism, interrupts,
and mechanisms to yield return values. LOTOS became an international standard in
1990. A language that is very similar to LOTOS is PSF [28]. A later member to be
added to the family of these process algebras is the CSP variant CSPm [39], although
it does not use abstract data types.

In an attempt to specify a universal process algebraic language (the Common
Representation Language, CRL), it was realized that these extended process alge-
bras became too complex, which would hamper further development. In response
a micro CRL (µCRL [15,16]) was defined. This language has essentially the same
expressivity of its larger brothers (LOTOS, PSF, and CRL), but does not contain
unnecessary decorum.

For approximately one decade the language µCRL has been used to develop
theory, proof methodology, algorithms, and an analysis toolset. This led to a vari-
ety of axiomatization and expressivity results [25]. The cones and foci theorem [22],
confluence, and τ -priorization results [17] enabled the verification of more com-
plex protocols, culminating in the proof-checked algebraic verification of the sliding
window protocol [2]. In response to modeling of several industrial case studies, a
toolset for µCRL was developed [7], which had an interesting side effect work on
visualizing huge state spaces [47] and PBES, to verify modal formulas with data and
time [19,21].

Although work using µCRL was progressing it was felt that the abstract data types
became more and more of a nuisance. The problem was not with expressivity as most
practically relevant systems could easily be expressed using the abstract data types.
The problem was that abstract data types are less suitable as a means to build up
knowledge. Using abstract data types it is required to specify data types such as
booleans and natural numbers for each specification. This means that when studying
a specification, these user-defined standard data types must be read and understood,
because they can (and will) differ at subtle points from user-defined standard data
types defined by others. Furthermore, no standard meta results on the data types can
be accumulated (e.g., associativity of addition, distributivity of modulo operations),
because they do not hold for all possible equational specifications of these operators.
The use of abstract data types also led to rather long µCRL specifications, generally
starting with a dozen pages of data types. A disadvantage that we only saw after
defining and using µCRL is the lack of sets and functions. This meant that most
data types were encoded in lists (e.g., arrays are modeled as lists), which is not effi-
cient for state space generation, awkward to read and unpleasant to prove properties
about. It is worth noting that the clarity of abstract equational data types has substan-
tial advantages. They are easier to learn, a perfect means of communication when
it comes to discussions about details and relatively straightforward to implement
efficiently [48].

With these arguments, it was decided to extend µCRL with concrete data types and
give the resulting language the somewhat uninspiring name mCRL2. Under influence
of, among others, the work by Dijkstra and associates [11], it was felt that a proper
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specification language should not only contain basic data types but also commonly
used mathematical objects such as functions, sets and quantifiers. Furthermore, in the
style of abstract data types, it was considered necessary that these data types should
not be a finite approximation, but the “real thing.” So, numbers have an infinite range,
sets can both be finite and infinite and quantifiers can both have finite and infinite
domains. Among the process algebraic inspired languages, mCRL2 is unique in this
respect (other “rich” formalisms are Cold [12], Z [1], and languages used in proof
checkers such as Coq [6] and PVS [35]).

Besides a major extension of the data language, mCRL2 differs in some aspects
from the µCRL process language, such as the availability of multiactions, and the use
of local communication and communication-independent parallellism (as explained
in Section 4.1).

A similar movement from µCRL to mCRL2 can be observed in the development
of E-LOTOS [40] from LOTOS. The most notable difference is that E-LOTOS is
developed with the implementability of the language as guiding principle, whereas
mCRL2 has been developed with specifiability in mind. So, typically mCRL2 con-
tains quantifiers and sums over infinite data types. E-LOTOS has no quantifiers and
restricts sums to finite data types. mCRL2 has infinite sets and natural numbers with
unbounded range (which has a performance penalty). E-LOTOS maps the numbers
on machine-based numbers with a finite range. Conversely, E-LOTOS allows excep-
tions, while loops, and assignments that are not available in mCRL2.

What are the future developments for mCRL2? We expect to see a steady improve-
ment of the language and the tools. More important is the integration of all behavioral
aspects in unified formalisms: e.g., behavior, data, modal logics, time, performance,
throughput, continuous interaction, and feedback in one mathematical framework.
But what we consider the most important development is that attention will shift
from the language to its use. We expect articles on specification style—e.g., design
by confluence to reduce the state spaces to be analyzed, design with synchronized
increases of clocks—to enable abstract interpretation techniques. But we also expect
that attention will move to the design and study of system behavior per se using
mCRL2 (or any similar formalism) as a self-evident means.
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5.1 Introduction

The theory behind business processes is investigated in a research area known as
business process management (BPM). In contrast to business administration, BPM
focuses on the technical issues of designing, managing, enacting, analyzing, adapt-
ing, and mining business processes [5]. The theories of BPM have been carried
over from its preceding research area, workflow management (WfM). WfM cov-
ered a subset of BPM, namely static business processes within companies [6,16].
While ease of adaptation and flexibility was often a major design goal [2,28,30], the
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FIGURE 5.1: SOA vs. π-calculus. (a) SOA and (b) channel passing in π-calculus.

concepts investigated could all be represented using static process theory such as
Petri nets or CSP [13,21].

With the rise of the Internet and service-oriented architectures (SOA) [10], how-
ever, the focus shifted away from static workflows that are executed in isolation.
Instead, dynamic collaborations between different business partners moved into the
center of attention. The key players in SOA are three entities. First, there exist so
called service providers, which want to provide their services to customers. Second,
service brokers allow service providers to register their—typically Web—services so
that they can be found by the third kind of entity, service requesters. The whole set-
ting is completely dynamic—service providers can (de)-register their services during
the runtime of the system and service requesters can search for and bind to all cur-
rently available services.

The key concept of SOA—dynamic binding—is depicted in Figure 5.1a. Interest-
ingly, it directly resembles the triangle of an example written over a decade earlier,
in a report introducing the π-calculus as a theory of mobile processes [17], shown
in Figure 5.1b. Technically, the π-calculus added label-passing mobility [12] to the
well-known static process theory CCS [18]. Since the theory has already moved from
static to mobile systems years ago, the application of this new kind of theory to BPM
is overdue. In this chapter, the authors present the state-of-the-art research on the
application of the π-calculus to BPM.

This chapter is written in a tutorial style. We first introduce the preliminaries—key
concepts of BPM, the π-calculus syntax and semantics, and a mapping algorithm from
graphical business processes to π-calculus agents. This algorithm relies on a set of
patternsintroducedinthefollowingsection.Afterward,weintroducethebasicprinciples
of interaction specification. The chapter is concluded by showing how bisimulation
techniques can be applied to analysis of the formalized business processes.

5.2 Preliminaries

This section introduces the required preliminaries, starting with the key concepts
of BPM and the grammar and semantics of the π-calculus variant that is applied.
Afterward, the concepts of BPM are represented in π-calculus terms.
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5.2.1 Key Concepts

As already stated, BPM has inherited a rich theoretical and practical founda-
tion from WfM. These includes several perspectives [11] as well as a catalogue of
existing workflow patterns [4]. Regarding the perspectives, we consider the behav-
ioral perspective, which defines the routing between different activities. The other
perspectives—including, e.g., functional and data views—are only treated as needed.
Regarding the workflow patterns—i.e., recurring pieces of behavior found in busi-
ness processes—we consider a selected subset. If required, all patterns can be looked
up in Ref. [25].

We start with the key ingredient of every business process, activities, followed by
further concepts required for this chapter.

DEFINITION 5.1 Activity
An activity is a piece of work to be done.

An activity might be, for instance, a manual activity like phoning someone, writing
a letter, etc., or an automated activity, like invoking a script or computer program.
An activity can also be a decision, e.g., between two further activities, or another
situation like waiting for previous activities to finish, e.g., a bus driver waiting for at
least three passenger to enter the bus. In the π-calculus formalization, an activity is
represented by a τ -prefix.

DEFINITION 5.2 Activity Instance
An activity instance is a concrete realization of an activity.

Examples of an activity instance are actually phoning Mr. Smith, actually waiting
for three passengers, etc. In the π-calculus formalization, we usually abstract from
the concrete activity instance and denote it as a τ -transition.

DEFINITION 5.3 Control Flow
A control flow defines temporal execution dependencies between activities.

An example is writing a letter and thereafter sending it. Control flow relations are
written as tuples of activities, e.g., (Write Letter, Send Letter). We assume transitivity
of control flow relations, but not symmetry and reflexivity. After having defined a
sequence of activities by control flow as well as activity itself, we can refine the
definition of a process. In the π-calculus formalization, control flow is represented
by the possibility of an interaction between two components.

DEFINITION 5.4 Process
A process is a set of activities related by control flow.
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An example is a credit broker process that finds the lowest interest rates for a
given credit request. It might consist of the activities: (A) Receive Credit Request,
(B) Process Credit Request, and (C) Show Results. The dependencies are straight-
forward: A has to happen before B and B has to be finished before C. Accordingly,
the control flow relations are given by (A,B) and (B,C). Note that (A,C) is given
by the transitivity of control flow.

DEFINITION 5.5 Process Instance
A process instance is the concrete realization of a business process.

Examples of a process instance are the actual processing of an insurance claim
from Mr. Smith or buying a house including several steps.

DEFINITION 5.6 Interaction Flow
Interaction flow defines temporal dependencies between two activities of different

processes.

An example is sending and receiving a letter. Interaction flow relations are written
as pairs of activities from different processes (Send Letter, Receive Letter). In the
π-calculus formalization, interaction flow is possible via free names.

DEFINITION 5.7 Interaction
An interaction is given by a set of processes related by interaction flow.

An example interaction is given by the credit broker process from Definition 5.4
and a customer process. The customer has the activities (D) Ask for Credit Offer and
(E) Read Credit Offer with the single relation D before E, formally: (D,E). The
credit broker and the customer need to synchronize their processes using interaction
flow from activity D to A, and from C to E. Thus, the interaction flows are given by
the tuples (D,A) and (C,E) and the complete interaction is given by the processes
of the credit broker and the customer as well as the interaction flows.

The structure of a business process is captured in a process graph. A process
graph resembles the graph structure of business process notations, such as BPMN [8]
that is applied in this chapter. An example is shown in Figure 5.2. The business
process starts at the left-hand side with a start event, denoted as a circle. Afterward,
the control flow is split into two parallel branches using a parallel split gateway (the
interpretation of the “+” sign, here, is quite different compared to its interpretation
in process algebra). A part (of a bicycle) is registered and painted concurrently.
Afterward, the control flow is joined with a synchronizing merge gateway, denoted
with an “O” inside. This kind of merge waits for all activated, preceding branches
to finish before continuing the control flow further downstream. If that happens, the
painting is (quality) checked. If the quality check fails, the part is painted again,
while otherwise the business process terminates with an end event. The condition is
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FIGURE 5.2: Simple business process.

evaluated using an exclusive choice gateway denoted with an “X” inside. If a part
is painted again, the synchronizing merge gateway pays for its considerable imple-
mentation cost, since in the second iteration it only waits for the paint part activity
to finish before continuing the control flow. Formally, a process graph is defined as a
triple.

DEFINITION 5.8 Process Graph
A process graph G = (N, E, T) is a triple representing a business process:

• N is a nonempty set of nodes,

• E ⊆ (N× N) is a set of directed edges between nodes, and

• T : N → {ACT, XOR, AND, DISC, OR, RIM} is a total function assigning a
type to each node.

In addition to the function T, we introduce some notation to relate nodes with their
connecting edges. Let N ∈ N. Then •N = {(X,N) ∈ E} denotes the set of incoming
edges for node N, whereas N• = {(N,X) ∈ E} denotes the set of outgoing edges of
node N. Moreover, R(E) denotes the transitive closure of E.

The different node types are precisely described in Section 5.3, except for RIM,
described in Section 5.4.3. The example of Figure 5.2 is given by the following sets
N, E, and T:

N ={N1, . . . , N9}
E ={(N1, N2), (N2, N3), (N2, N4), . . . , (N8, N9)}
T ={(N1, ACT), (N2, AND), (N3, ACT), (N4, XOR), (N5, ACT), (N6, OR),

(N7, ACT), (N8, XOR), (N9, ACT)}
For presentational convenience, we restrict the types of process graphs considered

to a subset known as structurally sound process graphs. This restriction is taken over
from workflow theory [1] and simplifies the theory without restricting its expressive
power.
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DEFINITION 5.9 Structural Soundness
Let G = (N, E, T) be a process graph. G is structurally sound, if the following

properties hold:

• There is exactly one node initG ∈ N with no incoming edges, i.e., •initG = ∅
and ∀N ∈ N \ initG : •N �= ∅; initG is called the initial node of G.

• There is exactly one node finalG ∈ N with no outgoing edges, i.e., finalG• = ∅
and ∀n ∈ N \ finalG : n• �= ∅; finalG is called the final node of G.

• Every node N ∈ N \ {initG, finalG} is located on a path from the initial to the
final node of G, i.e., (initG,N) ∈ R(E) and (N, finalG) ∈ R(E).

Furthermore, we require that the type of the initial and the final node is always
ACT: T(initG) = ACT and T(finalG) = ACT. The example of Figure 5.2 fulfills the
structural soundness property.

5.2.2 Pi-Calculus Syntax and Semantics

In contrast to prior published work on the π-calculus and BPM, we consider the
asynchronous variant, in which sending processes are not blocked in case no match-
ing receiver is available. It has the advantage of supporting more efficient imple-
mentations as well as providing simplified reasoning [19] about various properties of
(business) processes.

DEFINITION 5.10 Pi-Calculus
The set of process terms P ∈ P , also called agent terms, is generated by the

grammar

P ::= x〈ỹ〉 | M | P |P | νz P | A(x1, . . . , xn)

M ::= 0 | x(z̃).P | τ.P | M +M

assuming infinitely many names x, y, z ∈ N and process constants A ∈ K, also
called agent identifiers, at our disposal. Tuples x1 . . . , xn of finite length are usually
denoted as x̃, with |x̃| = n. Actions α ∈ A are of the form:

α ::= τ | x(z̃) | νz̃ x〈ỹ〉
where z̃ ⊆ ỹ. The asynchronous π-calculus is defined as the labeled transition sys-
tem (P, { α−→}α∈A) where the transition relation

α−→ is determined as the smallest
relation generated by the rules in Figure 5.3; the definition also refers to the notion
of structural congruence≡, determined as the smallest congruence generated by the
laws of Figure 5.4.

The syntax and both the transition relation and the structural congruence are stan-
dard except for SC-INP-GARB and SC-OUT-GARB that are added as special-purpose
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OUT

x〈ỹ〉 x〈ỹ〉−→ 0
INP

x(z̃).P
xỹ−→ {ỹ/̃z}P

IF {ỹ} ⊆ N AND |ỹ| = |z̃|

TAU
τ.P

τ−→ P
SUM

M1
α−→ P

M1 +M2
α−→ P

PAR
P1

α−→ P ′1
P1 | P2

α−→ P ′1 | P2

IF bn(α) ∩ fn(P2) = ∅ RES
P

α−→ P ′

νz P
α−→ νz P ′

IF z �∈ n(α)

COMM
P1

x〈ỹ〉−→ P ′1 P2
xỹ−→ P ′2

P1 | P2
τ−→ P ′1 | P ′2

OPEN
P

νz̃ x〈ỹ〉−→ P ′

νa P
νa,z̃ x〈ỹ〉−→ P ′

IF x �= a ∈ {ỹ}\{z̃}

STRUCT
Q ≡ P P

α−→ P ′ P ′ ≡ Q′

Q
α−→ Q′

FIGURE 5.3: Asynchronous π-calculus transition rules.

rules to clean up useless remaining parts of business process formalizations. The
knowledgeable reader may notice that, due to our use of the structural congruence≡,
we do not need a CLOSE transition rule in addition to our simple COMM rule to
derive all possible τ -transitions that arise from successful communication. The struc-
tural laws also justify the use of n-ary counterparts for summation

∑n
i=1 and parallel

composition
∏n

i=1 (for finite n). We sometimes use the notation {π}n1 to denote a
sequence of n identical input actions π .

SC-ALPHA P1 ≡ P2, if P1 = P2
SC-SUM-ASSOC M1 + (M2 +M3) ≡ (M1 +M2)+M3
SC-SUM-COMM M1 +M2 ≡ M2 +M1
SC-SUM-INACT M + 0 ≡ M
SC-COMP-ASSOC P1 | (P2 | P3) ≡ (P1 | P2) | P3
SC-COMP-COMM P1 | P2 ≡ P2 | P1
SC-COMP-INACT P | 0 ≡ P
SC-RES νz νw P ≡ νw νz P
SC-RES-INATCT νz 0 ≡ 0
SC-RES-COMP νz (P1 | P2) ≡ P1 | νz P2, if z /∈ fn(P1)

SC-UNFOLD A(ỹ) ≡ P {ỹ/x̃}, if A(x̃)
def= P

SC-INP-GARB νz z.P ≡ 0
SC-OUT-GARB νz

∏n
i=1 z ≡ 0

FIGURE 5.4: Axioms of structural congruence.
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The term constructors x(z̃).P and νz̃ P (short for νz1, · · ·, νznP ) are binding
occurrences of z̃ within the scope of P ; we silently assume the names of z̃ in a bind-
ing occurrence to be pairwise distinct. The occurrence of a name that is not bound is
called free. The sets of free and bound names of an agent P are denoted, respectively,
as fn(P ) and bn(P ). We use the standard notation P {ỹ/x̃} to denote the simultaneous
substitution of names in ỹ for all (free) occurrences of respective names in x̃ in the
agent term P , assuming equal lengths of the tuples x̃ and ỹ.

For notational convenience, instead of replication !P , we use instantiations A(ỹ)

of process constants A with concrete parameters ỹ, where we silently assume that

suitable defining equations of the form A(x̃)
def=P are provided. Often, we omit the

parameter list x̃ from such a definition, assuming that all free names of the right-hand
side of the equation are included in this list. Also for notational convenience, we per-
mit ourselves to use nonname-passing send and receive actions of the form a and a.

One of the advantages of using asynchronous π-calculus instead of the standard
π-calculus is that naive bisimulation schemes already give rise to congruences. Here,
we present the early [bi]simulation scheme; its main advantage is its simple definition
when building it, as we do, upon an operational semantics that employs so-called
early transitions. Note further that, since we do not exploit the additional equalities
of asynchronous bisimulation techniques, we use their synchronous counterparts,
again in favor of simplicity of the definitions [29].

DEFINITION 5.11 Simulation, Bisimulation
Let R ⊆ P × P .

1. R is a simulation if P R Q implies that

if P
α−→ P ′ with bn(α) ∩ fn(P,Q) = ∅,

then there is Q′ with Q
α−→ Q′ such that P ′ R Q′.

Agent P is similar to (i.e., is simulated by) agent Q, denoted as P � Q, if
P R Q for some simulation R. � is called similarity.

2. R is a bisimulation if both R and R−1 are simulations. Agents P and Q are
bisimilar, denoted as P ∼ Q, if P R Q for some bisimulation R. ∼ is called
bisimilarity.

So-called weak variants of the above simulation-based notions are obtained by

replacing Q
α−→ Q′ with Q

α̂=⇒ Q′ in the above definition, where =⇒ represents

zero or more τ transitions, i.e.,
τ−→∗, α=⇒ as =⇒ α−→=⇒, and

α̂=⇒ as
α=⇒ if

α �= τ and =⇒ if α = τ . Weak bisimilarity is denoted as ≈. Weak similarity is
denoted as �.

5.2.3 Trios

To support interactions between—and reasoning about—business processes, we
introduce a nonstandard notion of contexts. Instead of the standard case, where a



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C005 Finals Page 137 2008-10-22 #11

Business Process Specification and Analysis 137

context arises from some process term P by replacing a (single) occurrence of 0
within P by a so-called hole [·], we provide contexts that arise from P by replacing
(possibly several) occurrences of τ -actions by a so-called trio [〈α; β; γ 〉].∗ The three
items α, β, γ serve as placeholders for specific kinds of actions:

α : a single arbitrary input prefix of the form x(z̃)

β : one of the three special forms i, o or i.o

γ : an arbitrary output action of the form νz̃ y〈ṽ〉
The first and the last actions—α and γ —will be used to plug in communication

actions inside business processes that are represented as π-calculus terms. While α is
capable of receiving via an input action, γ has two purposes. First, it is able to create
new names via a restriction. Second, it can emit existing names as well as the freshly
created names via an output prefix. Section 5.4 explains the application in detail. The
β-action will be used to analyze correctness properties of business processes given
by π-calculus terms. Its purpose is explained Section in 5.5.

For each of the items, we will provide possibly separate instantiations, including
the possibility of a trivial instantiation, indicated by the use of ε. The use of “;” in a
trio indicates a sequential flow relation among the items, modulo the asynchrony of
outputs. Sometimes, when the actual naming of the items in a trio is less important
or obvious, we abbreviate the occurrences of a trio [〈α; β; γ 〉] by a simple [〈·〉]. For
example, a.[〈α; β; γ 〉].b could be abbreviated by a.[〈·〉].b.

Usually, we denote agents by means of agent identifier definitions A(x̃)
def=P . To

denote an agent identifier A whose defining process P contain trios [〈α; β; γ 〉], we
require to refer to them explicitly as A[〈α; β; γ 〉](x̃), or simply A[〈α; β; γ 〉]. To denote
a (partial) instantiation of such a term, for example replacing β by o, we then simply
write A[〈α; o; γ 〉]. If the defining process P was a.[〈α; β; γ 〉].b, then its corresponding
partial instantiation would become a.[〈α; o; γ 〉].b.

As soon as all of the items of a trio have been instantiated, we can transform
the whole trio-enhanced term into a standard agent term according to the mapping
T(·) that is spelled out in Figure 5.5 in detail for the case of T([〈α; β; γ 〉].P ); for the
remaining term cases, T(·) is defined purely homomorphically. The mapping requires
a bit of care, due to the occurrence of asynchronous outputs in a conceptual sequence
of actions, possibly mixed with restrictions on names. Note that, as for the standard
plugin operation of a process inside a context, we also keep the plugin operation of
instantiations for the trio components at the meta level. Although a trio may occur
multiple times in a term, it is always instantiated with the same data for each occur-
rence in the same term.

For example, the agent

B[〈x(y); ε; νv y〈v〉〉], for B[〈α; β; γ 〉] def= a.[〈α; β; γ 〉].b
∗ The name is borrowed from Ref. [20], but has obviously different meaning, here. Note that α, β, γ only

serve to distinguish the different items within a trio but not to distinguish different occurrences of trios
within the same term. The latter are excluded by definition.
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T([〈ε; ε; ε〉].P )
def= τ. T(P )

T([〈x(ỹ); ε; ε〉].P )
def= x(ỹ). T(P )

T([〈ε; i; ε〉].P )
def= i. T(P )

T([〈ε; o; ε〉].P )
def= τ.(o | T(P ))

T([〈ε; i.o; ε〉].P )
def= i.(o | T(P ))

T([〈ε; ε; νz̃ x〈ỹ〉〉].P )
def= νz̃ τ.(x〈ỹ〉 | T(P ))

T([〈x(ỹ); ε; νz̃ y〈ṽ〉〉].P )
def= νz̃ x(ỹ).(y〈ṽ〉 | T(P ))

T([〈x(ỹ); i; ε〉].P )
def= x(ỹ).i. T(P )

T([〈x(ỹ); o; ε〉].P )
def= x(ỹ).(o | T(P ))

T([〈x(ỹ); i.o; ε〉].P )
def= x(ỹ).i.(o | T(P ))

T([〈ε; i; νz̃ y〈ṽ〉〉].P )
def= i.νz̃ (y〈ṽ〉 | T(P ))

T([〈ε; o; νz̃ y〈ṽ〉〉].P )
def= τ.(o | νz̃ (y〈ṽ〉 | T(P )))

T([〈ε; i.o; νz̃ y〈ṽ〉〉].P )
def= i.(o | νz̃ (y〈ṽ〉 | T(P )))

T([〈x(ỹ); i; νz̃ y〈ṽ〉〉].P )
def= x(ỹ).i.νz̃ (y〈ṽ〉 | T(P ))

T([〈x(ỹ); o; νz̃ y〈ṽ〉〉].P )
def= x(ỹ).(o | νz̃ (y〈ṽ〉 | T(P )))

T([〈x(ỹ); i.o; νz̃ y〈ṽ〉〉].P )
def= x(ỹ).i.(o | νz̃ (y〈ṽ〉 | T(P )))

FIGURE 5.5: Inductive expansion of trios into agent terms.

becomes

T(a.[〈x(y); ε; νv y〈v〉〉].b) = a.x(y).νv (y〈v〉 | b) .

5.2.4 Mapping Algorithm

While a process graph defines a static structure for a business process, a process
instance is generated by a mapping onto π-calculus terms. Technically, we create a
composition made up of different components for each node of the process graph.
The components intra-act via restricted names that represent the edges between the
nodes of the process graph. Since the nodes of the process graph might have different
semantics according to their types, we use a pattern-based approach to determine the
terms for the components. A selected subset of these patterns is introduced in the
next section. For now, we just assume their existence.

ALGORITHM 5.1 Mapping Process Graphs to Agents
A process graph G = (N, E, T) is mapped to π-calculus agents as follows:

1. Each node N ∈ N is assigned to a unique π-calculus agent identifier. The set
of unique agent identifiers is denoted as N , where the elements are denoted as
Ni for notational convenience.
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2. Each edge E ∈ E is assigned to a unique π-calculus name. The set of unique
names is denoted as E , where the elements are denoted as e1, . . . , en for nota-
tional convenience.

3. π-calculus agents are defined according to the type of the corresponding node.
Each agent is supplied with a private trio that allows us to tie it properly within
suitable interaction and analysis contexts. The applicable set of process pat-
terns is given in Section 5.3.

4. An agent N
def= (νe1, . . . , en )(

∏|N|
i=1 Ni) representing a process instance is

defined by instantiating the trios of each Ni.

For simplicity, we use identical identifiers Ni for the nodes of N and their corre-
sponding agent definitions. An example of the algorithm is given in Section 5.3.4,
after the process patterns have been introduced.

5.3 Processes

This section introduces a formal semantics for the different node types of a process
graph. The semantics is based on a subset of the workflow patterns [4]. The work-
flow patterns provide a catalog—with descriptions in natural language—of recurring
behaviors in business processes, that are referred to as process patterns. A complete
formalization of all Workflow Patterns can be found in Ref. [25].

5.3.1 Basic Control Flow Patterns

Each node of a process graph is given a semantics according to a simple schema:
incoming edges represent preconditions that must (partially) be fulfilled to activate
the node. Outgoing edges represent postconditions that (partially) hold after the node
has been executed. Pre- and postconditions are represented by restricted names. In
the following pattern descriptions, we use ai as the set of indexed names that repre-
sent preconditions. Similar, bi is set of indexed names that represent postconditions.
Naturally, these placeholder names have to be replaced with the actual names cre-
ated in Algorithm 5.1. All agents are defined as NX[〈·〉], where NX[〈·〉] is also just a
placeholder for the actual definition.

Pattern 1 (Sequence) A node N ∈ N with at most one incoming and at most one
outgoing edges is denoted as a sequence if it represents an activity. Formally

NSeq[〈·〉] def= a.[〈·〉].(b | NSeq[〈·〉]) .

If •n = ∅, a and NSeq[〈·〉] are removed, i.e., the corresponding node is initG:

NSeq[〈·〉] def= [〈·〉].b .
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The removal of NSeq[〈·〉] in the right-hand side is required, since otherwise an infinite
recursion arises. If N• = ∅, b is removed. The pattern applies if T (N) = ACT,
| •N | ≤ 1, and |N • | ≤ 1.

Pattern 2 (Parallel split) A node N ∈ N with more than one outgoing edge is
denoted as a parallel split if all outgoing edges are activated in parallel. Formally

NParSplit[〈·〉] def= a.[〈·〉].
⎛
⎝
|N•|∏
i=1

(bi) | NParSplit[〈·〉]
⎞
⎠.

The pattern applies if T (N) = AND, | •N | = 1, and |N • | ≥ 2.

Pattern 3 (Synchronization) A node N ∈ N with more than one incoming edge is
denoted as a synchronization if all incoming edges are activated. Formally

NSync[〈·〉] def= {ai}|N•|i=1 .[〈·〉].(b | NSync[〈·〉]) .

The pattern applies if T (N) = AND, | •N | ≥ 2, and |N • | = 1.

Pattern 4 (Exclusive choice) A node N ∈ N with more than one outgoing edge is
denoted as an exclusive choice if only one outgoing edge is activated. Formally

NExclChoice[〈·〉] def= a.[〈·〉].
⎛
⎝
|N•|∑
i=1

τ.(bi | NExclChoice[〈·〉])
⎞
⎠.

The pattern applies if T (N) = XOR, | •N | = 1, and |N • | ≥ 2.

Pattern 5 (Simple merge) A node N ∈ N with more than one incoming edge is
denoted as a simple merge if only one incoming edges is activated. Formally

NSimplMerge[〈·〉] def=
|•N |∑
i=1

ai.[〈·〉].(b | NSimplMerge[〈·〉]) .

The pattern applies if T (N) = XOR, | •N | ≥ 2, and |N • | = 1.

5.3.2 Advanced Control Flow Patterns

We discuss advanced control flow patterns in this section. One of them, the syn-
chronizing merge pattern, requires a special treatment of the contained transitions
that is discussed in detail.

Pattern 6 (Discriminator) A node N ∈ N with more than one incoming edge
is denoted as a discriminator if all edges are activated, but the node activates the
downstream edge after the first incoming edge has been activated.

NDisc[〈·〉] def= νh

|•N |∏
i=1

(ai.h) | h.([〈·〉].b | {h}|•N |−1.NDisc[〈·〉]).

The pattern applies if T (N) = DISC, | •N | ≥ 2, and |N • | = 1.
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Pattern 7 (Multi choice) A node N ∈ N with more than one outgoing edge is
denoted as multi choice if at least one and at most all edges are activated. Formally

NMultChoice[〈·〉] def= νc a.[〈·〉].
⎛
⎝
|N•|∏
i=1

⎛
⎝ τ.bi︸︷︷︸

enable

+ c.0︸︷︷︸
cancel

⎞
⎠
∣∣∣∣∣∣
|N•|−1∏

i=1

c

∣∣∣∣∣∣ NMultChoice[〈·〉]
⎞
⎠.

This pattern activates at least one postcondition bi via the enable part. This is due
to the right-hand component, that only allows the cancel part to be executed n − 1
times. The pattern applies if T (N) = OR, | •N | = 1, and |N • | ≥ 2.

Pattern 8 (Synchronizing merge) A node N ∈ N with more than one incoming
edge is denoted as synchronizing merge if at least one and at most all incoming edges
are activated. Formally

NSyncMerge[〈·〉] def=(νdone, c, ack )⎛
⎝
|•N |∏
i=1

⎛
⎝ai.(done | ack)︸ ︷︷ ︸

enable

+ c.ack︸ ︷︷ ︸
cancel

⎞
⎠

∣∣∣ done.

⎛
⎝
⎛
⎝
|•N |−1∏

i=1

c

⎞
⎠ | {ack}|•N |.[〈·〉].(b | NSyncMerge[〈·〉])

⎞
⎠
⎞
⎠

This pattern waits for at least one precondition via ai . Afterward, an intraaction
via done activates the right hand component of the term. The done-transition, how-
ever, requires a special treatment that is discussed below. The right-hand component
provides cancel triggers via c as well as collecting as many ack triggers as there
are preconditions for N . The ack triggers are either sent via the enable (if the cor-
responding precondition true) or cancel (if the corresponding precondition is false)
part of the left-hand compositions. The pattern applies if T (n) = OR, | • n| ≥ 2, and
|n • | = 1.

5.3.3 Synchronizing Merge Semantics

The given specification of the synchronizing merge requires a special treatment of
the contained transitions, that will be given informally to introduce the key ideas. In
particular, the intraaction via the restricted name done needs to be captured. After
this transition has occurred, the remaining incoming edges denoted by the names ai

are canceled via
∏

c.0. Afterward, the synchronizing merge passes the control flow
to the downstream nodes via b. The informal semantics of the patterns states that
the control flow should only pass on if there is no possibility that further incoming
edges could be activated. Consider again Figure 5.2. The synchronizing merge given
by the node N6 waits for both, e5 and e6 in the first iteration, whereas later it waits
for only e6. Hence, the done-transition has to be blocked until all possible activated
preconditions have been gathered.
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Technically, there are three possibilities of deciding whether the done intraaction
should be allowed. First, the done intraaction might be blocked until no other
transition is possible. If only done intraactions are possible, one has to be chosen
nondeterministically. This approach has the lowest computational effort. However,
parallel branches of the business process need to be finished first, regardless whether
they affect the synchronizing merge. Thus, from a practical point of view, this kind
of semantics should be avoided. Second, a state space analysis according to Ref. [3]
could be made to determine if any incoming edge of the synchronizing merge could
possibly be activated from the current state. This approach has the highest compu-
tational effort. From a practical point of view, this kind of semantics should also
be avoided since it requires complex calculations. Third, heuristics could be used.
Heuristics represent intermediate complexity. They do not always deliver the best
result possible, but limit the required computations.

A simple heuristics is given by precalculating the shortest path between all nodes
of a process graph before execution time. The resulting matrix is used to look up
whether any other active node is on a path to a synchronizing merge node that is
currently in the state of deciding whether to activate downstream nodes or wait fur-
ther. The resulting computational effort is linear with respect to the number of active
nodes of a process graph for each active synchronizing merge node.

To derive an algorithm, we introduce a function

shortestPath : N × N → Integer

that returns the shortest path between two nodes of a process graph. Furthermore,
we need a function that maps an interaction between two agents to the node of the
process graph that represents the target node:

targetNode : Transition→ N.

Having these two functions, we can process the list of available transitions in a given
state of the π-calculus system as shown in Algorithm 5.2.

ALGORITHM 5.2 Heuristic Synchronizing Merge Algorithm

def orJoinHeuristics(transitions)
# Step (1)
blocked, allowed = transitions.partition{|t| t.subject == ’done’}
return blocked if allowed.size == 0
# Step (2)
allowed += blocked.select do |b|

allowed.find do |a|
shortestPath(targetNode(a), targetNode(b)) < INFINITE

end
end

end

In the first step, the list of transitions is partitioned into blocked and allowed transi-
tions. Each transition with a done subject is placed into the blocked list. If the list
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FIGURE 5.6: Business processes with synchronizing merge nodes. (a) Example 1
and (b) example 2.

of allowed transitions is empty, all blocked transitions are allowed and the algorithm
ends. In the second step, all blocked transitions are examined. If no path between
any node related to the set of allowed transitions to the node of the blocked tran-
sition exists, the blocked transition is unblocked by adding it to the set of allowed
transitions. Finally, the new set of allowed transitions is returned implicitly.

Figure 5.6 shows business processes containing synchronizing merge nodes. We
start with discussing subfigure 5.6a. When applying the simple synchronizing merge
algorithm (i.e., block all done transitions), an execution trace consisting of A and
B will not let the synchronizing merge start the downstream control flow before C

finishes. This is, however, not desirable, since C has no influence on the synchro-
nizing merge node. By applying the introduced heuristic algorithm, the execution of
C is decoupled from the synchronizing merge OR1, since there exists no path from
C to OR1.

In subfigure 5.6b, the business process has been changed slightly. The back-loop
has now been placed after OR3. With the same execution trace consisting of A and B,
the synchronizing merge node OR3 is not enabled, because there exists a path from
C to OR3. Another interesting case arises if two synchronizing merge nodes are in
conflict. Consider when A, B, and C have been finished and the only transitions
remaining are doneOR2 and doneOR3 in the agent definition of the nodes OR2 and
OR3. Both transitions are unblocked, since no other transition is currently available.
However, only one could—nondeterministically—be selected. We need to stick to
nondeterminism, since the “right” transition cannot be detected in the general case
(see Ref. [14] for details).

Obviously, the introduced heuristics does not consider the semantics of the nodes.
Hence, process graphs with wide-spanning circles will almost always give results
close to the simple synchronizing merge algorithm. In many practical cases, how-
ever, parallel processing of paths with synchronizing merge nodes is possible. Fur-
thermore, the algorithm never allows a synchronizing merge to synchronize too early.
Since the computational effort is acceptable, it provides a good balance between
being too restrictive and performing complex state space evaluations.

5.3.4 Process Example

To give an illustration of the mapping Algorithm 5.1, we apply it to the example
of Figure 5.2. The agent identifiers as well as the restricted names are directly taken



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C005 Finals Page 144 2008-10-22 #18

144 Process Algebra for Parallel and Distributed Processing

from annotations of the figure, hence the first and the second steps are already done.
Following a top-down approach, we continue with the fourth step:

N
def= (νe1, . . . , e10 )

(
9∏

i=1

Ni

)
.

This agent can of course only be resolved after the trios of all components Ni have
been instantiated. We now give the formal definitions of the different nodes. Instan-
tiations of the involved trios are considered in the interactions and analysis section
later on (Sections 5.4 and 5.5). All nodes with the type ACT represent activities and
are implemented by Pattern 1 (Sequence):

N1[〈·〉] def= [〈·〉].e1 and N9[〈·〉] def= e10.[〈·〉].N9[〈·〉].
The agent N1 represents the initial node of the process graph. It has no precondition.
As stated, the trio [〈·〉] represents a placeholder (or slot) for inserting interactions as
well as modifying the agent terms for analysis later on. Afterward, the agent term
N1 is able to emit once via the restricted name e1 to signal the completion of the
node’s execution. The agent term N9 represents the final node of the process graph.
The reactivation of the agent term is handled via recursion.

N3[〈·〉] def= e2.[〈·〉].(e5 | N3[〈·〉]), N5[〈·〉] def= e4.[〈·〉].(e6 | N5[〈·〉]), and

N7[〈·〉] def= e7.[〈·〉].(e8 | N7[〈·〉]).
The other nodes that represent activities are similar; they have both pre- and post-
conditions given by restricted names. Node N2 is a parallel split gateway as denoted
by the type AND. The agent term is given by Pattern 2 (Parallel Split):

N2[〈·〉] def= e1.[〈·〉].(e2 | e3 | N2[〈·〉]).
The agent emits via two restricted names, e2 and e3. Node N4 is a simple merge, as
given by the type XOR:

N4[〈·〉] def= e3.[〈·〉].(e4 | N4[〈·〉])+ e9.[〈·〉].(e4 | N4[〈·〉]).
For each intraaction via e3 or e9, the name e4 is emitted once, which gives an exclu-
sive join semantics. The node N6 has a more subtle semantics. It is implemented by
Pattern 8 (Synchronizing Merge) according to its OR type. This kind of merge waits
for all incoming edges that might be activated:

N6[〈·〉] def=(νdone, c, ack )(e5.(done | ack)+ c.ack |
e6.(done | ack)+ c.ack |
done.c | ack.ack.[〈·〉].(e8 | N6[〈·〉])).
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As discussed, the pattern requires a special treatment of τ -transitions that occur via
the restricted name done. The last node missing is N8, having the same type as node
N4, but the converse behavior. Instead of merging control flow, it splits as:

N8[〈·〉] def= e8.[〈·〉].((e9+ e10) | N8[〈·〉]).

By applying the given algorithm to any kind of graphical process model—that con-
sists of elements matching to the different node types—complex business processes
can be formalized into π-calculus terms.

So far, we conclude the section on the representation of internal—static—business
processes. All of the patterns introduced have also been discussed in static process
theory. The additional value, however, comes in the ability to extend the formal
representation from internal business processes to dynamic interactions among them.
To achieve this, we make use of the trios, that have been neglected so far.

5.4 Interactions

We now discuss the key ideas behind the extension from internal business pro-
cesses to interacting services. This is the crucial point in favor of the π-calculus.
Instead of providing a breakdown from higher abstraction levels, we need to stay at
the π-calculus level, since no graphical representation of dynamic interactions exists
today in the area of BPM.

5.4.1 Correlations

A common task between interacting business processes invoking other business
processes is response matching. This matchmaking is done using correlations that
relate a response with a request. Usually, some kind of correlation identifier is placed
inside each request and response. The invoking as well as the responding processes
have to take care to correlate the requests based on the identifiers. In the π-calculus,
the unique identifier of a request is represented by a restricted name. Since names
are unique and can be used as interaction channels, an unambiguous representation
of the correlations is given. Consider, for instance, the interacting business processes
represented by the agents A and B:

A
def= νch (b〈ch〉 | ch(r).A′ | τ.A) and B

def= νr b(ch).(τ.ch〈r〉 | B).

Agent A is able to invoke B several times via b, even before a first response is
received. B in turn is able to process multiple request initiated via b at the same
time. Hence, matching requests and responses have to be correlated. This is done
by using ch in A as a correlation identifier. Since ch is unique for each recursive
execution of A, the matchmaking is done implicitly via ch.
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5.4.2 Static and Dynamic Binding

In contrast to other formalizations, the π-calculus directly expresses dynamic
binding of interaction partners as found in SOA. Figure 5.7 depicts how dynamic
binding is realized using link passing mobility. The left-hand side shows the three
different roles of a SOA, denoted as circles. A service requester (R) knows a service
broker (B). The service broker has knowledge about a number of service providers
(P ). The service broker evaluates the request of the service requester and returns a
corresponding link to a service provider. The service requester then uses this link to
dynamically bind to the service provider. Hence, the link structure changes over time
as shown at the right-hand side of the figure. A simple implementation of a broker
having static knowledge of two providers reachable via p1 and p2 is given by the
agent B:

B
def= b(ch).((τ.ch〈p1〉 + τ.ch〈p2〉) | B).

The agent B is able to emit either the name p1 or p2 based on an internal decision
via the received name ch. A more elaborate implementation might allow providers
to register and deregister during the runtime of the broker. The service providers are
given by the parameterized agent P :

P(p)
def= νresp p(req, ch).(τ.ch〈resp〉 | P(p)).

A service requester that is able to dynamically incorporate a service provider accord-
ing to the interaction behavior of P is given by

R
def= νreq νch1 νch2 (b〈ch1〉 | ch1(p).(p〈req, ch2〉 | ch2(resp))).

In the first two transitions, R acquires a link to a specific service provider represented
by p. Thereafter it uses p to dynamically bind to the service provider. The working
system is given by

SYS
def= νb νp1 νp2 (B | P1(p1) | P2(p2) | R).

The system is composed out of the requester’s agent R as well as other agents,
building an environment inside which R is running. This environment can now be
changed, e.g., new service providers can be added or removed, all without modifying
the service requester.

R

B P

P

P R

B P

P

P

FIGURE 5.7: Dynamic binding in π-calculus.
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5.4.3 Selected Interaction Patterns

Common patterns of interaction between business processes have been collected
as the service interaction patterns [7]. These patterns are expanded into the agent
terms of business processes mapped to π-calculus as described in the previous sec-
tion. The important role is played by the α and γ parts of the trios found in the
pattern formalizations of the previous section. By assigning values to these parts of
a trio, each node of a business process is able to communicate with other business
processes.

Pattern 9 (Send) The agent definition of a node N that wants to emit data matches
the send pattern. Technically, an output prefix is placed concurrently with the output
prefixes that are used to represent postconditions. The former output prefix might
emit restricted names that are also scoped to the latter output prefixes. The latter ones,
in turn, might pass them as objects to other input prefixes representing preconditions
of other nodes. Formally, the additional output prefix is given by the γ part of a trio.
With a partial instantiation of corresponding node’s term, e.g.,

C[[〈α; β; γ 〉].Q] becomes C[[〈α; β; x〈y〉〉].Q]

and with trivial instantiations for α and β, assuming that C[·] and Q do not contain
trios themselves:

T(C[[〈ε; ε; x〈y〉〉].Q]) = C[τ.( x〈y〉 |Q)].

C[·] and Q represent subterms according to Definition 5.10. The pattern can be
applied to each trio found in the agent definitions of a process graph.

An example that is shown in Figure 5.8a and formally given by

N1[〈·〉] def= e1.[〈·〉].e2

becomes

N1[〈α; β; ch〈data〉〉] def= e1.[〈α; β; ch〈data〉〉].e2 .

If we assume α and β to be ε, the instantiation is given as

T(N1[〈α; β; ch〈data〉〉]) = e1.τ.(ch〈data〉 | e2).

Since no acknowledgment from the receiver is contained, the actual transmission
of the message cannot be guaranteed. In practical settings, however, downstream
nodes receive results, thus restoring the causalities. The send pattern also manifests
a key advantage of the π-calculus, the support for static and dynamic binding. In a
statically predefined system, the name ch is already known at design time:

SYS
def= νch (N1[〈·〉] | P).
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FIGURE 5.8: Selected interaction patterns. (a) Send and receive, (b) racing incom-
ing messages, and (c) request with a referral.

P denotes an agent representing a service provider accessible via ch, whereas N1[〈·〉]
is the same as above. Using link passing mobility, the name ch could be acquired at
runtime via a statically predefined broker channel:

SYS
def= νbroker (N1[〈·〉] | νch (P | B))

The component P registered the name ch at another component B, representing a
broker. Technically, at least one name has to be statically predefined, since otherwise
the components would be unable to interact with each other.
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Pattern 10 (Receive) The agent definition of a node N that wants to receive data
accords to the receive pattern. Technically, an input prefix is placed directly after
the prefixes that represent the preconditions. Formally, the additional input prefix is
given by the α part of a trio. With a partial instantiation of a corresponding receive
node’s term, e.g.,

C[[〈α; β; γ 〉].Q] becomes C[[〈x(y); β; γ 〉].Q].

Again, C[·] and Q represent subterms according to Definition 5.10. The pattern can
be applied to each trio found in the agent definition of a process graph.

An example that is shown in Figure 5.8a and formally given by

A1[〈·〉] def= a1.[〈·〉].a2.0

becomes
A1[〈ch(data); β; γ 〉] def= a1.[〈ch(data); β; γ 〉].a2.

Another interaction pattern extends Pattern 4 (Exclusive Choice). Instead of hav-
ing a nondeterministic or internal decision that routes the control flow, external
events represented by incoming messages route the control flow. The pattern is timed,
meaning that the event occurring first renders the reception of the other possibilities
void.

Pattern 11 (Racing incoming messages) If a node N selects a certain outgoing
edge (postcondition) based on incoming messages m1 . . . mn, it accords to the racing
incoming messages pattern. Formally

NRIM
def= a.[〈·〉].

⎛
⎝
|•n|∑
i=1

mi.(bi | NRIM)

⎞
⎠ .

The pattern applies if T (n) = RIM, | • n| = 1, and |n • | ≥ 2.
Interestingly, this pattern cannot be directly associated with existing graphical

notations. Actual notations, such as BPMN and UML activity diagrams, use addi-
tional nodes to represent the reception of the messages. While, especially in the UML
representation, it is assumed that a cancelation of the remaining receive nodes takes
place, this cannot be represented in the π-calculus semantics given. The problem
occurs inside cycles, where it is not possible to decide whether an incoming message
belongs to a certain iteration of the pattern, since all external message subjects are
the same for all iterations.

An example is shown in Figure 5.8b, node N2. According to the above pattern
definition, it is formally denoted as follows:

N2[〈·〉] def= e1.[〈·〉].(m1.(e4 | N2[〈·〉])+ m2.(e5 | N2[〈·〉])).
The nodes N3 and N4, including the edges e2 and e3, have been removed in the
formalization.
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The last interaction pattern—that is considered in this chapter—makes use again
of link passing mobility.

Pattern 12 (Request with a referral) A process choreography made up of (at
least) three interacting processes accords to the request with a referral pattern if an
activity of a process X sends a request to another process Y , that in turn sends the
response to a third process Z, where Z has been specified by X. Hence, the channel
or link to Z is passed from X to Y .

Since this pattern resembles a combination of the Patterns 9 (Send) and 10
(Receive), there is no distinct formalization. Instead, it needs to be matched to the
actual context. Consider for instance Figure 5.8c. It shows a minimum variant of
the request with a referral pattern in a proprietary extension of the BPMN. It basi-
cally enhances the message flows between the processes with information about the
channels to use. Its formal semantics is given by

SYS
def= νch1 (νz (X[〈ε; ε; ch1〈z, msg〉〉] | Z[〈z(resp); ε; ε〉]) | Y ),

with

X[〈·〉] def=[〈·〉]
Y

def=νe1 (Y1[〈ch1(z, msg); ε; ε〉] | Y2[〈ε; ε; νresp z〈resp〉〉])
Y1[〈·〉] def=[〈·〉].e1〈z〉
Y2[〈·〉] def=e1(z).[〈·〉].Y2[〈·〉]
Z[〈·〉] def=[〈·〉].

The activities X and Z of the corresponding processes do not have any pre- or post-
conditions, hence they only consist of [〈·〉]. We added data flow between the compo-
nents of Y to denote the transmission of the received channel in Y1 to Y2. A formal
data flow semantics, however, is out of scope for this chapter.

5.4.4 Interaction Example

To further illustrate the concepts introduced so far, we provide the formal repre-
sentation of a more elaborate example that includes a simple broker. For the sake
of simplicity, we assume the broker to be able to (1) accept registrations of new
services at any time via a channel add and (2) return any of the registered services
nondeterministically upon a request via get:

B(add, get)
def= add(ch).(B1(get, ch) | B)

with

B1(get, ch)
def= get〈ch〉.B1(get, ch).

Different services can register at the given broker. We consider a simple bank that
is able to process a loan request and return either accept or reject messages. The bank
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FIGURE 5.9: Bank example.

must be able to receive loan requests via a channel req with three objects, acc, rej,
and amount. While amount is only a placeholder for an actual value, the two others
are channels which will be used to signal the successful or unsuccessful result of the
request. A BPMN diagram of the bank is shown in Figure 5.9. The agent of the bank
is given by

F(req)
def= (νf1, . . . , f7 )req(amount, acc, rej).

(
7∏

i=1

Fi | F(req)

)
.

The above agent has an interesting difference from the global agents given so far.
Instead of representing a single instance of the process graph, it supports the execu-
tion of multiple instances. Each time a new request is received via req, a recursive
copy of F is created. Hence, multiple requests could be handled at the same time. The
components are fairly standard according to the patterns. The only thing that needs
to be taken care of is the handling of the data flow. This is, however, not required for
this example, since the names amount, acc, rej are already correctly restricted to the
agents representing the activity instances of the current bank’s process instance. We
give the agents F4 and F5 that send the accept/reject messages:

F4[〈ε; ε; acc〉] def= f3.[〈·〉].(f5 | F4[〈·〉]) and F5[〈ε; ε; rej〉] def= f4.[〈·〉].(f6 | F5[〈·〉]).
Further banks are possible, e.g., ones that always accept a loan request (at higher

rates) or require additional security (via an additional interaction). All these banks
are able to register at the broker provided. Since they offer a different visible behav-
ior, however, they are not simply interchangeable. Furthermore, it depends on the
interaction behavior of a possible customer whether a successful interaction is possi-
ble. We consider a sample customer matching to the bank given in Figure 5.10. The
customer is defined by the agent

C(get)
def= (νc1, . . . , c8 )

(
8∏

i=1

Ci

)
.
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FIGURE 5.10: Customer example.

The interesting node is C2. Via this node, a currently registered bank is selected by
the broker and returned to the customer. Afterward, the customer is able to dynami-
cally bind to a new instance of the bank formerly unknown to him. Technically, the
free name get is used to receive a pointer to a certain bank.

C2[〈get(bank); ε; ε〉] def= c1.[〈·〉].(c2〈bank〉 | C2[〈·〉]).

In the agent C3, representing the downstream node credit request, we need to create
the names am (for amount), acc, and rej since they are not received earlier in the
customer agent:

C3[〈ε; ε; νam, acc, rej bank〈am, acc, rej〉〉] def= c2(bank).[〈·〉].(c3〈acc, rej〉 | C3[〈·〉]).

Note that the names acc and rej are forwarded via c3, since they are required later
on. In particular, the agent definition of the node C4 is given by

C4[〈ε; ε; ε〉] def= c3(acc, rej).[〈·〉].(c4〈acc〉 | c5〈rej〉).

Here, the names are routed further on depending where they are used. The order of
the nodes that require certain names to work with can be determined via a shortest
path analysis of the corresponding process graph.

Since the derivation of the other nodes is fairly standard according to the patterns,
we omit them and continue with a global system bringing the broker, bank, and
customer into one system:

SYS
def= (νadd, get )

(
B(add, get) | C(get) | νreq add〈req〉.F (req)

)
.

Consider the prefix of the agent F representing the bank. Via the name add the
request channel of the bank is registered. Afterward, the bank starts its commercial
offerings.
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5.5 Analysis

This section introduces different properties for the formerly specified business pro-
cesses and interactions. The analyses will be based on weak simulation and bisimu-
lation. Technically, we will enhance certain agent definitions of process graph nodes
with free names. Via these free names, we are able to observe their occurrence. The
enhancement will be done using the β part of the trios.

The first property, easy soundness, has been introduced in Ref. [24]. It provides
a minimum property which each business process should fulfill. A more elaborate
property, lazy soundness [27], provides a sufficient analysis for many application
areas. Finally, lazy soundness will be enhanced to interactions.

5.5.1 Easy Soundness

The least property a business process should fulfill is given by easy soundness,
informally given by

A structurally sound process graph representing a business process is
easy sound if a result can be provided.

As indicated by the word can, we have to use simulation to prove this property for
process algebraic formalizations of business processes. In particular, we have to be
able to observe the occurrence of the initial and the final node. The idea is depicted
in Figure 5.11. A structurally sound process graph is fed into a black box. Each
time we press the start button, an instance of the process graph is executed. Each
time the final node of process graph is executed, the done bulb flashes. Regarding
easy soundness, we have to find at least one process instance where the done bulb
flashes, denoting the delivery of the result. An agent fulfilling this invariant is
given by

SEASY
def= i.τ.o . (5.1)

The input prefix i denotes the pushbutton, whereas the output prefix o resembles
the done bulb. Both are in a fixed sequence, i.e., o follows always after i. The τ

in between denotes the abstraction from complex actions. Since we use weak (bi)-
simulations, however, it could also be omitted. To be able to decide whether a busi-
ness process given by π-calculus agents is weakly similar to SEASY, we have to
enhance the agents representing the business process:

Black box

Start Done

Structural
sound process

graph

FIGURE 5.11: Black box investigation of a structurally sound process graph.
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ALGORITHM 5.3 Soundness Annotated π-Calculus Mapping
To annotate a π-calculus mapping D of a process graph G = (N, E, T) for

reasoning on soundness, we need to instantiate the trios of the agent definitions.
Let Ni iterate over the agent definitions/nodes of all elements of N. Furthermore,
{i, o} ∩ (fn(D) ∪ bn(D)) = ∅. The trios have to be instantiated as follows, where we
assume α and γ to be ε, since we do not consider interaction flows for soundness:

• Ni[〈ε; ε; ε〉] if | •Ni| > 0 ∧ |Ni • | > 0,

• Ni[〈ε; i; ε〉] if | •Ni| = 0 ∧ |Ni • | > 0,

• Ni[〈ε; o; ε〉] if | •Ni| > 0 ∧ |Ni • | = 0, and

• Ni[〈ε; i.o; ε〉] if | •Ni| = |Ni • | = 0. �

A formal definition of easy soundness using weak similarity is now given by

DEFINITION 5.12 Easy Sound Process Graph
A structurally sound process graph G with a semantics given by the soundness

annotated π-calculus mapping D of G is easy sound if SEASY � D holds.

We can prove the business process of the customer from Figure 5.10 to be easy
sound by finding a relation SEASY � CEASY, with CEASY being syntactically equal
to C from Section 5.4.4 and the following instantiations:

C1[〈ε; i; ε〉] and C8[〈ε; o; ε〉] .

Since finding the relation by hand is quite difficult, we can convert the business
process model into π-calculus terms with a proprietary tool-chain developed by the
authors. The result is shown in Figure 5.12. Due to the automated conversation (as
described in Ref. [22]), different agent identifiers have been generated. Using the
bisimulation checker ABC [9], easy soundness can be proved:

abc > wlt S_EASY(i,o) N(i,o)
The two agents are weakly related (4).
Do you want to see the core of the simulation (yes/no) ? no

5.5.2 Lazy Soundness

One obvious extension to easy soundness is given by enforcing that all instances
of a process graph provide a result:

A structurally sound process graph representing a business process is
lazy sound if in any case a result is provided exactly once.

This property can be proved using weak bisimilarity, where all assumptions from
easy soundness also hold. In particular, we need to be able to observe the occurrence
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agent N1398(e1409,e1400)=e1409.t.(’e1400.0 | N1398(e1409,e1400))
agent N1322(e1331,o)=e1331.t.(’o.0 | N1322(e1331,o))
agent N1314(e1329,e1328,e1331)=(e1329.N1314_1(e1329,e1328,e1331) +

e1328.N1314_1(e1329,e1328,e1331))
agent N1314_1(e1329,e1328,e1331)=t.(’e1331.0 | N1314(e1329,e1328,e1331))
agent N1304(e1327,e1329)=e1327.t.(’e1329.0 | N1304(e1327,e1329))
agent N1303(e1326,e1328)=e1326.t.(’e1328.0 | N1303(e1326,e1328))
agent N1283(e1325,e1327,e1326)=e1325.t.(’e1327.0 | ’e1326.0 |

N1283(e1325,e1327,e1326))
agent N1282(e1400,e1325)=e1400.t.(’e1325.0 | N1282(e1400,e1325))
agent N534(e1409,i)=i.t.’e1409.0
agent N(i,o)=(ˆe1409,e1400,e1331,e1329,e1328,e1327,e1326,e1325)

(N1398(e1409,e1400) | N1322(e1331,o) | N1314(e1329,e1328,e1331) |
N1304(e1327,e1329) | N1303(e1326,e1328) |
N1283(e1325,e1327,e1326) | N1282(e1400,e1325) | N534(e1409,i))

FIGURE 5.12: Tool-generated agent definitions of The customer from
Example 5.10.

of the final node after each occurrence of the initial node. Regarding the black box
from Figure 5.11, this means that each time the start button is pressed, we need to
be able to observe exactly one flash of the done bulb. In contrast to easy soundness,
we cannot try until we observe a flash of the done bulb, but have to consider all
possibilities instead. This faces us with two problems: (1) How can we be sure that
all paths of the process graph have been traversed, i.e., we do not need to press the
start button anymore? (2) How do we know if we do not need to wait any longer
for the done bulb to flash, i.e., a deadlock has occurred? If we are able to find a
bisimulation between an invariant given by

SLAZY
def= i.τ.o (5.2)

and the annotated agent definitions of a process graph, both problems are solved:
the former due to the fact that a bisimulation enumerates all possible states, and the
latter by the fact that a bisimulation is finite. Since SLAZY exactly resembles SEASY,
the same annotation for the agents has to be used.

A formal definition of lazy soundness using weak bisimilarity is given by

DEFINITION 5.13 Lazy Sound Process Graph
A structurally sound process graph G with a semantics given by the lazy sound-

ness annotated π-calculus mapping D of G is lazy sound if D ≈ SLAZY holds.

The business process from Figure 5.10 can be checked for satisfying lazy sound-
ness; i.e., we need to prove that SLAZY ≈ NEASY holds. Again, we use ABC and the
formalization from Figure 5.12.

abc > weq S_LAZY(i,o) N(i,o)
The two agents are not weakly related (4).
Do you want to see some traces (yes/no) ? no
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As might be expected, the business process does not fulfill the lazy soundness prop-
erty, since the final node is reached not only once but twice (due to the parallel split
gateway in the beginning). This holds, however, only until we take the interactions
with possible environments into account, as considered in the next section.

5.5.3 Interaction Soundness

If we consider the bank from Figure 5.9, the final node of the customer will only
be reached once, since either the reject or accept activity will be stuck waiting for
a response forever. More generally, it can be said that if a business process is lazy
sound according to a certain environment, the combination of both is interaction
sound:

A structurally sound process graph representing a business process is
interaction sound regarding an environment, if the composition of both
is lazy sound.

Interaction soundness is a so-called compatibility property. By using the π-calculus
as a foundation for compatibility, the effects of dynamic binding can be analyzed.

For ease of presentation, we stick to environments made up of arbitrary π-calculus
agents according to the grammar from Definition 5.10. These agents might contain
parts that are derived from process graphs. Since interactions are also considered,
however, we need to update Algorithm 5.3 to comply with interaction flows:

ALGORITHM 5.4 Interaction Soundness Annotated π-Calculus Mapping
To annotate a π-calculus mapping D of a process graph G = (N, E, T) for

reasoning on interaction soundness, we need to partially instantiate the trios of the
agent definitions. Let Ni iterate over the agent definitions/nodes of all elements of
N. Furthermore, {i, o} ∩ (fn(D) ∪ bn(D)) = ∅. The trios have to be instantiated as
follows, where we assume α and γ to be ε, since we do not consider interaction flows
for soundness:

• Ni[〈α; ε; γ 〉] if | •Ni| > 0 ∧ |Ni • | > 0

• Ni[〈α; i; γ 〉] if | •Ni| = 0 ∧ |Ni • | > 0

• Ni[〈α; o; γ 〉] if | •Ni| > 0 ∧ |Ni • | = 0

• Ni[〈α; i.o; γ 〉] if | •Ni| = |Ni • | = 0

We assume the remaining partial instantiations of the trios to be already made during
the interaction enhancement of the agent definitions as given in Section 5.4.

Interaction soundness is defined based on environments made up of π-calculus
agents as well as an interaction soundness annotated π-calculus mapping. If the map-
ping of the process graph and the environment have common free names, interactions
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are possible. If these do not lead to deadlocks, the process graph is interaction sound
regarding the investigated environment:

DEFINITION 5.14 Interaction Soundness
Let D be an interaction soundness annotated mapping of a structurally sound

process graph and E be an agent with {i, o} �∈ f n(E) and z̃ = (fn(D) \ {i, o}) ∪
fn(E). The composition S of D and E according to

S
def= (νz̃)(D | E)

is called interaction sound if S ≈ SLAZY.

As a direct result, each process graph is interaction sound with an environment if
f n(D) ∩ f n(E) = ∅, since the possible interactions (i.e., zero) do not disturb the
deadlock-freedom of the process graph. Interaction soundness can also be checked
via existing bisimulation reasoners. Due to the similarity with lazy soundness and
due to space reasons, we omit an example here and refer to Ref. [26] for an extended
discussion.

5.6 Conclusion

In this chapter, we gave an introduction to the application of the π-calculus to
the area of business process management. We started with the key concepts of BPM
and related them to π-calculus expressions. Thereupon, we gave a short summary of
selected process patterns that are required to transform process graphs into agents.
Afterward, we continued with a discussion on how link passing mobility of the
π-calculus might be used to extend the scope from internal business processes to
interacting ones. Using link passing mobility, we are able to directly express dynamic
binding as found in SOA—the major implementation architecture for today’s BPM
systems. We concluded the chapter with an insight on how a business process could
be analyzed regarding easy and lazy soundness properties.

From a formal point of view, we introduced an extension point—so called trios—
that served two purposes. First, they support the flexible integration of communica-
tion actions between different business processes. Second, they provide plugin ports
for deciding formal properties such as lazy soundness. More elaborate properties,
such as weak soundness, require all β-values of the trios to be filled with more com-
plex terms [24].

Another important issue, that has only been sketched due to the page limit, is data
flow. Technically, the objects of the input and output actions that represent precondi-
tions also need to be updated with the addition of communication actions. Received
values—as well as freshly created names—need to be forwarded to other agents that
require them. As stated, the consideration of data flow is out of scope for this chapter.

As a concluding remark, it is manifest that the π-calculus supports the ideas of
SOA—that is the key architecture for today’s BPM systems—in a direct and precise
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manner. By making a closer investigation, as has been done in Ref. [23], it becomes
clear, however, that certain concepts need to beenhanced, such as theaddition ofcertain
kinds of transactions or time [15]. Within this chapter, we provided the key foundations
on the application of the π-calculus to business process design and analysis.
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6.1 Introduction

Middleware specifications are not trivial to be understood, as the middleware itself
is usually very complex. First, middleware systems have to hide the complexity of
underlying network mechanisms from the application. Second, the number of services
provided by the middleware is becoming larger. Finally, in addition to hiding low-
level communication mechanisms, the middleware also has to hide failures, mobility,
changes in network traffic conditions, concurrency, and so on. From the point of
view of application developers, they very often do not know how the middleware
actually works. From the point of view of middleware developers, the complexity
poses many challenges that include how to integrate services into a single product,
how to satisfy new requirements of emerging applications, or even how to design the
middleware itself, as traditional methodologies do not cover the development of this
kind of software.

The aforementioned specifications are usually described through APIs. Essen-
tially, service operation signatures are described in Interface Definition Language
(IDL) and the behavior of each operation is described by informal prose. For exam-
ple, CORBA common object services (COS) (e.g., security, transaction) are described
in IDL CORBA and informal text. In practical terms, developers who want to imple-
ment these services have a hard task to produce a final product by interpreting what
the specifications actually describe.

In this context, we present three approaches for formalizing middleware behav-
ior using Language Of Temporal Ordering Specification (LOTOS) [6]. In the first
approach, the middleware behavior is specified by adopting software architecture
principles. The middleware specification is defined in different levels of abstraction,
which are usually adopted by application developers, standards bodies, and middle-
ware developers. Here, LOTOS is used as an Architecture Description Language
(ADL) [19] that allows one to formally specify the behavior of middleware soft-
ware architectures. The second approach presents a framework that helps to formally
describe middleware behavior in LOTOS by providing a set of basic abstractions.
These abstractions are generic in the sense that may be combined in different ways
in order to specify different middleware systems. Finally, the third approach treats
the complexity of specifying the behavior of middleware systems, specifically for
wireless sensor networks (WSN).

All these approaches based on LOTOS have a common purpose, that is, the formal
specification of middleware behavior. However, they differ in relation to the time they
may be employed. The software architecture approach is useful when the middleware
development process is at the initial stages and software architecture principles may
be used to structure the middleware architecture and behavior. The framework, how-
ever, is more applicable when the middleware architecture has already been defined
and the framework abstractions may be used like semispecifications (in the sense of
reusing or extending them) for the elements specified in the architecture. Finally, the
last approach incorporates steps of the design of middleware for WSN and is fully
based on characteristics of TinyOS and nesC technologies.
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LOTOS allows the checking (by using tools) of particular behavioral properties
of middleware systems, e.g., deadlock freedom, liveness, and safety. It also makes it
possible to check behavioral equivalence, either between the specifications of differ-
ent middleware models or between two specifications during the refinement process.
For the first case, if one desires to replace a transactional middleware with a procedu-
ral one, it is possible to check if their behaviors are equivalent. Furthermore, a formal
specification eliminates ambiguities in the middleware specification and provides a
better understanding of what is actually described. Finally, the formalization creates
the possibility of automatic generation of tests.

In terms of related work, formal description techniques have been used for mid-
dleware in the specification of the Reference Model–Open Distributed Processing
(RM-ODP) [17], in which the behavior of the trader service is formally specified
in Enhancements to LOTOS (E-LOTOS) [14]. CORBA has been the main focus of
researches on the formalization of middleware systems, which includes the formal
specification of the CORBA security service [3] and CORBA naming service [15]
using the Z notation, the CORBA event service in high level Petri nets [4,5], and
CORBA-distributed objects [20] in a real-time process algebra. Furthermore, more
related to CORBA applications, [8] presents a methodology to transform a formal
specification written in TRIO [11], a first-order temporal logic, into a high-level
design document written in an extension of TRIO, named TRIO/CORBA. Apart
from CORBA, Venkatasubramanian [30] proposes a metaarchitectural framework,
the Two-Level Actor Model, that may be used to specify the behavior of QoS-enabled
middleware elements. Subramonian [26] defines a reusable library of formal models
specially developed to capture essential timing and concurrency semantics of
middleware building blocks. [12,13] also adopts Petri nets for specifying middleware
behavior. Finally, Chattopadhyay [7] concentrates on the formalization of mobile
middleware behavior using basic constructs of a predicate calculus.

All those works, however, do not adopt software architecture principles for struc-
turing the service descriptions. In terms of software architecture, a few ADLs like
Wright (a CSP-based ADL) [2] include the possibility of describing the behavior
of the software architecture. However, there are no tools available for manipulating
Wright specifications. Medvidovic [18] has observed the convergence of middleware
and software architecture principles in an informal way.

The basic idea of this chapter is to put together our experiences in using LOTOS
for specifying middleware behavior. Hence, instead of presenting new developments,
it serves as a guide on how to use LOTOS to specify middleware systems that run on
both desktops and WSNs. Our initial approach is motivated by two basic facts [22]:
the large number of open specifications of both middleware systems and middleware
services, and the complexity of those specifications, which are traditionally described
through APIs (the operation signatures) and informal prose (the behavior). As an
alternative to the informal specification, and by using concepts of software architec-
ture, architectural elements and architectural rules are used to structure middleware
behavior specifications. In order to extend this initial approach, we then defined a
framework that serves as an initial specification for those interested in formalizing
the middleware behavior [23]. The framework consists of a set of reusable building
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blocks common to different middleware systems. By using the framework, the task
of specifying the middleware behavior moves from understanding the complexity of
middleware low-level details to combining already-specified and more abstract mid-
dleware basic elements. Finally, motivated by practical reasons, and its increasing
importance and new challenges imposed on middleware developers, we decided to
use LOTOS in the exciting field of WSNs [24]. By simulating the LOTOS specifica-
tion of a WSN middleware in different scenarios, developers may better understand
the middleware behavior prior to implementing and deploying it in the field.

This chapter is organized as following: Section 6.2 gives some background on
LOTOS. Section 6.3 presents how software architectural elements (components, con-
nectors, and configuration) may be defined in LOTOS, and then used in Section 6.4
to specify middleware behavior. This approach is applied to CORBA in the case
study of Section 6.5. Next, Section 6.6 describes a LOTOS framework for specifying
middleware systems whatever their distribution models (e.g., message-oriented mid-
dleware [MOM] or object-oriented middleware [OOM]). In Section 6.7, LOTOS is
used to specify middleware for WSNs. Finally, Section 6.8 presents some concluding
remarks.

6.2 LOTOS Background

A LOTOS [6] specification describes a system through a hierarchy of processes.
A process is an entity able to realize nonobservable internal actions and interact with
other processes through externally observable actions. The unit of atomic interaction
among processes is called an event, which corresponds to synchronous communi-
cation that may occur among processes able to interact with one another. Events
are atomic, i.e., they happen instantaneously and are not time-consuming. The point
where an event interaction occurs is known as a port. Such events may or may not
actually involve the exchange of values. A nonobservable action is referred to as an
internal action or internal event. A process has a finite set of ports that can be shared.

An essential component of a specification or process definition is its behavior
expression. A behavior expression is built by applying an operator (e.g., action prefix
operator “;”) to other behavior expressions. A behavior expression may also include
instantiations of other processes, whose definitions are provided in the “where”
clause following the expression [6]. The complete list of basic LOTOS behavior
expressions is given in Table 6.1. Symbols B, B1, B2 in the table stand for any behav-
ior expression, gi is a gate, and i is an internal action. The term “gate” is used
interchangeably with “port”.

When using abstract data types (ADTs), it is possible to enrich synchronizations
with value passing in such way that a finite list of attributes may be associated to
a gate. LOTOS has two types of attributes, namely value declaration (“!E”, where
E is a value expression) and variable declaration (“?x:t”, where x is a name of
a variable and t indicates the domain of values over which x ranges). In this way,
values may be passed between processes composed in parallel when they offer the
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TABLE 6.1: Syntax of behavior expressions in basic LOTOS.
Name Syntax Semantics

Inaction stop It cannot offer anything to the
environment, nor it can
perform internal actions.

Action prefix
Unobservable i;B It is capable of performing

action i(g) and transform
into process B.

Observable g;B

Choice B1 [] B2 It denotes a process that
behaves either like B1

or like B2.
Parallel

composition
General case B1|[g1,...,gn]|Bn A parallel composition

expression is able to perform
any action that either
component expression is
ready to perform at a gate
(not in g1,. . . ,gn) or any
action that both components
are ready to perform at a
gate in [g1,. . . ,gn].

Pure
interleaving

B1 ||| B2

Full
synchroni-
zation

B1 || B2

Hiding hide g1,...,gn in B Hiding allows one to transform
some observable actions of a
process into unobservable
ones.

Process
instantiation

p [g1,...,gn] It is used to express infinite
behaviors.

Successful
termination

exit exit is a process whose
purpose is solely that of
performing the successful
termination.

Sequential
composition
(enabling)

B1 >> B2 B2 is enabled only if and when B1

terminates successfully.

Disabling B1 [> B2 B1 may or may not be
interrupted by the first action
of process B2.

Source: Bolognesi, T. and Brinksma, E., Comp. Netw. ISDN Syst., 14, 25, 1987. With permission.
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TABLE 6.2: Types of interaction.

Synchroni- Type of
Process Process zation Inter-

A B Condition action Effect

g !E1 g !E2 Value(E1) =
Value(E2)

Value
matching

Synchronization

g !E g ?x:t Value(E) is of
sort t

Value
passing

After
synchronization
x = value(E)

g ?x:t g ?y:u t = u Value
generation

After
synchronization
x = y = v,
where v is some
value of sort t

Source: Bolognesi, T. and Brinksma, E., Comp. Netw. ISDN Syst., 14, 25, 1987. With permission.

same action (gate and value) in a synchronization port. Table 6.2 shows all possible
interactions between two processes composed in parallel.

Multiple values may be matched or passed together by writing a series of attributes.
For example, “g !E1 !E2” would pass the values E1 and E2 to variables x and y,
respectively, in “g ?x:t ?y:u”. Another combination seen later in the chapter
relies on mixing attribute types: If processes A and B contain “g !E1 !E2” and “g
!E1 ?y:u”, respectively, this means that the value E2 will pass to variable y when
A and B synchronize on the same combination of gate g and value E1.

Here, we present the LOTOS specification of a simple client-server system:

(1) specification ClientServer[request,reply]:noexit
(2) behaviour
(3) Client[request,reply] || Server[request,reply]
(4) where
(5) process Client[request,reply]: noexit :=
(6) request; reply; Client[request, reply]
(7) endproc
(8) process Server[request,reply]:noexit:=
(9) hide processRequest in
(10) request;
(11) processRequest;
(12) reply;
(13) Server [request, reply]
(14) endproc
(15) endspec

The top-level specification (3) is a parallel composition (operator “||”) of the pro-
cesses Client and Server. Hence, every action externally observed is executed by
the process Client synchronized with a corresponding observable action from the
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process Server. The process Client (5) performs two actions, namely request

and reply (6), and then reinstantiates itself. The action prefix operator (“;”) applies
to the process operand on its right, and is parameterized (on the left) with an action
identifier. In this case, it defines the temporal ordering of the actions request and
reply (the action request occurs before the action reply) in the Client (6).
Informally, the Server (8) receives a request (10), processes it by an internal action
(11) (hidden by the operator hide) and then sends a reply (12) to the process
Client.

LOTOS specifications may be compared with one another in order to check their
behavioral equivalences such as strong, observational, and safety equivalence. All of
them may be checked through the CADP Toolbox∗ [9].

6.3 Software Architecture Middleware Behavior

The definition of software architectures involves three basic abstractions, namely
components, connectors, and configurations [25]. A component is a unit of computa-
tion or a data store. Components represent a wide range of different elements, from a
simple procedure to an entire application, and have an interface used to communicate
between the component and the external environment. A connector models interac-
tions among components and the rules that govern those interactions. Some examples
of connectors include client–server protocols, variables, buffers, sequence of proce-
dure calls, etc. A connector has an interface that contains interaction points between
the connector and the component and other connectors attached to it. Finally, the
configuration describes how components and connectors are connected.

These three elements are defined in terms of LOTOS specifications in the subsec-
tions below. LOTOS is used as an ADL that allows formally specifying the behavior
of middleware software architectures. While most ADLs only describe architectural
aspects, LOTOS is used in this case to specify both architectural and behavioral
aspects of the software architecture [22].

6.3.1 Components

According to Medvidovic [19], an ADL may include the following elements
in order to describe a component: the component’s interface (set of interaction
points between the component and the external world), component type (for reuse),
component semantics (the component behavior), some constraints (a property of
or assertion about a part of the system), evolution (ability to specify modification
of component properties), and nonfunctional properties (e.g., security and fault-
tolerance). While LOTOS may be used to specify the component, component interface,
and semantics, it is not able to define component types, evolution characteristics, and

∗ http://www.inrialpes.fr.
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FIGURE 6.1: Structure of a component.

nonfunctional properties. However, desired key characteristics of ADLs are covered
by LOTOS. Furthermore, these limitations are also common to other ADLs [19],
which usually only address component interface and structural aspects.

A component is modeled in LOTOS through the basic abstraction provided by the
language, the process. Figure 6.1 shows informally how an architectural component
is structured in LOTOS. The component interface is mapped into a set of ports of the
LOTOS process (inv and ter), whilst the process behavior refers to the component
behavior. The component behavior is specified as a parallel composition of three
LOTOS processes (3–5) as shown in the following:

(1) process Component [inv, ter]: noexit :=
(2) hide sa in
(3) (Send [inv, ter, sa] ||| Receive [inv, ter, sa])
(4) |[sa]|
(5) StateProc [sa]
(6) where
(7) process Send [inv, ter, sa]: noexit
(8) := (* Send behaviour *)
(9) endproc
(10) process Receive[inv,ter,sa]: noexit
(11) := (* Receive behaviour *)
(12) endproc
(13) process StateProc [sa]: noexit
(14) := (* StateProc behaviour *)
(15) endproc
(16)endproc

The process Send (7) specifies the behavior of requests issued by the component
(operations the component needs from the external environment), whilst the process
Receive (10) refers to requests received by the component (operations the compo-
nent provides to the external environment). The processStateProc (13) represents
the component state. The behavior of Component is a parallel composition of three
processes: Send, Receive, and StateProc. In practical terms, processes Send
and Receive “execute” in parallel (interleaving operator |||), but they have to syn-
chronize (||) with the process StateProc that maintains the component state.
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It is worth observing that the ports inv (invocation) and ter (termination) are
used for invocations from/to the component and for returning results to/from the
component, respectively. For example, a client component in a client–server interac-
tion makes requests through the port inv and waits for the reply on the port ter.
Meanwhile, a server component receives the requests in the port inv and returns
the result in the port ter. Note that LOTOS ports are not directional, i.e., dedicated
for input or output, as might be expected. Rather, they are symbolic of interprocess
synchronization and communication, defined to occur when matching port names are
used with the “!” and “?” attributes.

6.3.2 Connectors

In a similar way to components, the connector specification includes the interface,
types, semantics, constraints, evolution, and nonfunctional properties. Despite the
use of similar elements for describing the connector, the semantics of a connector
are obviously different from the component. As mentioned before, the connector is
responsible for defining how two (or more) components interact. Figure 6.2 depicts
how an architectural connector is defined in LOTOS.

A connector is also modeled in LOTOS through the basic abstraction
provided by the language, the process. The connector is made up of three processes,
namely Source, Sink, and Choreography, as follows:

(1)process Connector[invT, terT, invR, terR] : noexit :=
(2) (Source [invR, terT]
(3) |||
(4) Sink [invT, terR])
(5) |[invT, terT, invR, terR]|
(6) Choreography [invT, terT, invR, terR]
(7) where
(8) process Source [invR, terT]: noexit
(9) :=
(10) (* behaviour specification *)

Architectural connector LOTOS process

Connector

Behavior
(prose)

Connector
invT

terT

invR

terR

invT

terT

invR

terR

SinkinvT terR

Choreography
invT

terR

SourceinvR terT

terT

invR

FIGURE 6.2: Structure of a connector.
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(11) endproc
(12) process Sink [invT, terR]: noexit
(13) :=
(14) (* behaviour specification *)
(15) endproc
(16) process Choreography [invT, terT, invR, terR]: noexit
(17) :=
(18) (* behaviour specification *)
(19) endproc
(20)endproc

The process Sink (12–15) refers to the transport of messages the connector receives
from the components plugged into it. The process Source (8–11) models the
transport of messages that the connector has to send. The process Choreography
(17–19) takes responsibility of ordering the messages the connector receives and
sends, i.e., it coordinates the way the components plugged into the connector
interact. In more practical terms, the process Choreography usually defines the
communication protocol the connector implements.

6.3.3 Configuration

The architectural configuration consists of the composition of components and
connectors (see Figure 6.3). The configuration is the top-level specification. It is made
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FIGURE 6.3: Structure of a configuration.
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up of the composition of LOTOS processes, i.e., the components and connectors
(Component1 || Connector || Component2).

A basic architectural rule must be followed to define the configuration: two com-
ponents cannot be connected directly, i.e., there is a connector between any two
components in the configuration. For example, a connector is necessary between
the client and the server components in order to explicitly define how those elements
interact.

Next, we present how these elements are used to specify middleware software
architectures at three abstraction levels.

6.4 Specifying Middleware Software Architecture
in LOTOS

Since middleware systems neither perform any application-specific computation
nor store long-term data, they are naturally modeled as connectors. Unlike con-
nectors that only define the communication between components, the middleware
provides services in addition. In the software architecture discipline, however, only
components (not connectors) are traditionally decomposed into smaller elements or
provide services. In our approach, connectors may also be decomposed.

As mentioned previously, in order to define the middleware software architecture
in LOTOS, we have adopted an approach in which the architecture is viewed at
three different levels of abstractions: a simple connector that enables the interaction
between distributed applications, a composite connector made up of services, and a
distributed composite connector. In fact, these levels represent refinement steps in
the design of a middleware platform.

The middleware software architecture has also been defined following some basic
principles:

• Each service provided by the middleware (e.g., security, event, naming) defines
a component within the composite connector. Additionally, each service may
be defined as a composition of fine-grained components. For example, the
CORBA security service is made up of a principal authenticator and a compo-
nent responsible for the cryptography. Both are accessible remotely.

• Communication service, whatever the middleware model or product, is the
only mandatory service. Whether the middleware has additional services or
not, depends enormously on the middleware (or standard) specification.

• Each service in the distributed composite connector is defined through two
parts, namely client and server (or sender and receiver). The underlying com-
munication layers (e.g., transport and network layers) are also defined as a
connector.

The following subsections present how themiddlewaresoftwarearchitecture is defined
in each abstraction level by adopting the abstractions defined in the previous section.
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6.4.1 Simple Connector

The middleware as a simple connector is the highest abstraction view. At this level,
the middleware specification is commonly used/understood by application develop-
ers who are not interested in details of how the middleware actually works. In fact,
the application developer views the middleware as a communication element that
transports messages between components.

Figure 6.4 shows the middleware as a simple connector (without services) that
simply defines how the components 1 and 2 interact from the point of view of an
external observer. In a typical case, the middleware receives an invocation from
Component1 that contains both the name of the requested service and the operation
being requested. Next, the middleware passes both of them to Component2 and
waits for the reply that comes from Component2. Finally, the middleware passes
the reply containing the result to Component1.

As an example of a trace produced by the CADP Toolbox, Table 6.3 shows a
simulation of a simple connector middleware where Component2 offers a service
ServiceStd. This trace reports the externally visible behavior: just the traffic on
the top-level ports, plus the execution of the requested operation.
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FIGURE 6.4: Middleware as a simple connector.

TABLE 6.3: Trace generated by CADP.

CADP Trace Comment

< initialstate >

invT !‘ServiceStd’ !‘op1’ Component1 invokes (through the Middleware)
the operation ‘op1’ of service ‘ServiceStd’.

invR !‘ServiceStd’ !‘op1’ Middleware forwards the invocation to
Component2.

i (IOP1 [62]) Component2 processes the request (“i” is an
internal action).

terR !‘ServiceStd’ !‘ok’ Component2 returns the result of request (‘ok’) to
Middleware.

terT !‘ServiceStd’ !‘ok’ Middleware forwards the result to Component1.
< goalstate >
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It is worth noting that, at this level of abstraction, the description of the middle-
ware behavior is very simple/abstract and it is not possible to know how a request is
actually passed between Component1 and Component2. In practical terms, the
behavior of individual middleware products may not be differentiated (by an external
observer) when the middleware is viewed as a simple connector. The only exception
occurs if two middleware systems have different communication models, e.g., OOM
and MOM. For example, in the previous trace, the middleware transfers both the
requests and the replies. However, in a MOM, the request (service and operations) is
simply replaced by a message and a reply is not necessary.

6.4.2 Composite Connector

The middleware as a composite connector is typically adopted in open specifica-
tions such as CORBA, Java Message Service [28] and Java Transaction Service [27].
Unlike the application developer’s view of the middleware as simply a communica-
tion element, in this case the middleware is viewed as a collection of services such
as security, events, time, transactions, etc. Hence, the middleware adds value to the
communication through these services.

In Figure 6.5, the number of available services and the way they may be com-
posed depend on the particular middleware being specified. For example, when a
request gets to the middleware, it may firstly pass to the security service and then
to the transaction service before being forwarded to the remote component. Hence,
an important point of this specification is the ordering of composition of the middle-
ware services. For this particular purpose, we adopt the LOTOS constraint-oriented
specification style [31–33] in which the Choreography constrains both the
component interactions and the way the services are composed. The process
Choreography of Figure 6.5 could be specified as follows to invoke internal
services 1 and 2 in that order:
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FIGURE 6.5: Middleware as a composite connector.
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(1) process Choreography[invT, terT, invR, terR, inv1,
ter1, inv2, ter2]: noexit :=

(2) invT ?s:SERVICE ?op:OPER;
(3) inv1 !Service1 !Op1S1;
(4) ter1 !Service1 ?r:RESULT;
(5) inv2 !Service2 !Op1S2;
(6) ter2 !Service2 ?r:RESULT;
(7) invR !s !op;
(8) terR ?s:SERVICE ?r:RESULT;
(9) terT !s !r;
(10) Choreography[invT, terT, invR, terR, inv1,

ter1, inv2,ter2]
(11) endproc

Types SERVICE, OPER, and RESULT, and the constants Service1, Service2,
Op1S1, Op1S2 have been defined previously in the ADT definition and are not
shown in the specification. According to the constraints imposed by Choreo-
graphy, after the request gets to the middleware (2), it is passed to Service1
(3–4) followed by Service2 (5–6). Then, the request is sent to Component2 (7)
where it is processed and sent back to Component1 (8–9). At this level of abstrac-
tion, the behavior of distinct middleware systems is still not differentiated by an
external observer like a client (observational equivalence), i.e., a client only knows
that it passes a request to the middleware and then receives a reply without perceiving
internal actions carried out by the middleware. Whatever the services found in the
middleware, the client receives a reply without knowing the actual path taken by the
request inside the middleware. However, when strong equivalence is checked (inter-
nal actions are considered) it reveals that the behaviors of two middleware systems
that provide distinct services are not the same, as their internal actions are different.

6.4.3 Distributed Composite Connector

Finally, the last view of middleware software architectures concerns middleware
developers, i.e., a detailed view of the middleware. The middleware is now defined
as a distributed composite connector, which is decomposed into two parts, referred
to as middleware transmitter and middleware receiver (see Figure 6.6).

The middleware transmitter receives a request from Component1 and passes it
to the middleware receiver through another connector (the network). The middleware
receiver receives the request from the network, passes it to Component2, and waits
for the reply that must be sent to the Component1 through the network and the
middleware transmitter. The top-level specification (1) of the software architecture
presented in Figure 6.6 is shown in the following:

(1) specification Configuration [invT, terT, invR,
terR]: noexit

(2) behaviour
(3) hide reqTN,repTN, reqRN,repRN in
(4) (
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FIGURE 6.6: Middleware as a distributed composite connector.

(5) Component1 [invT, terT]
(6) |[invT, terT]|
(7) MiddlewareTransmitter [invT, terT, reqTN, repTN]
(8) )
(9) |[reqTN, repTN]|
(10) Network [reqTN, repTN, reqRN, repRN]
(11) |[reqRN, repRN]|
(12) (
(13) MiddlewareReceiver [invR, terR, reqRN, repRN]
(14) |[invR, terR]|
(15) Component2 [invR, terR]
(16) )
(17) where
(18) (* behaviour *)
(19) endspec

The middleware on the transmitter side, the process MiddlewareTransmitter
(7), and the middleware on the receiver side, the process MiddlewareReceiver
(13), do not have the same behavior. This is an interesting point to be observed as
middleware products are different on both sides. This fact has a direct impact on
how the middleware services are composed. Additionally, a service (or some of its
components) may be present in the server and absent in the client. Hence, the process
Choreography and the set of services on both sides may be different.

6.5 Case Study: CORBA

The widely known CORBA standard has been adopted for building middleware
products. According to the CORBA specification [21], in addition to the commu-
nication service Object Request Broker (ORB), 15 distributed services may also
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be found: persistence, externalization, events, transactions, properties, concurrency,
relationships, time, licensing, trader, naming, query, collections, lifecycle, and secu-
rity. These services are usually not all implemented in a single product, but some of
them such as the naming, lifecycle, and communication services are usually available
in any CORBA-complaint product.

Three points must be observed in the CORBA software architecture. First, the
CORBA standard defines that the COS services may be either inside or outside the
ORB. In this particular architecture, we adopt the second approach. Second, stubs,
skeletons and portable object adapter (POA) have been incorporated into the ORB
and are not explicit elements in the software architecture. Finally, it is worth observ-
ing that the CORBA specification is object oriented, but its architecture is not, i.e.,
the CORBA architecture is a set of components (not objects). Hence, the adoption
of a nonobject-oriented language like LOTOS for specifying architectural aspects of
CORBA does not create any inconvenience.

6.5.1 CORBA as a Simple Connector

The behavior of CORBA as a simple connector is very similar to that shown in
Figure 6.4. At this level of abstraction, CORBA receives a request from the client
and sends it to the server. After being processed, the reply is sent back to the client.
The behavior of the simple connector CORBA is specified as the temporal order-
ing of events executed in the CORBA interface. The CORBA interface is made up
of the dynamic invocation, stub, ORB, static skeleton, dynamic skeleton, and POA
interfaces.

The LOTOS specification of CORBA as a simple connector is shown in the
following (including details of the choreography of CORBA that defines the way
the invocations to CORBA are ordered):

process CORBAasSimpleConnector[invT, terT, invR, terR] :
terR] noexit:=

(Source [invR, terR] ||| Sink [invT, terT])
|[invT, terT, invR, terR]|

Choreography [invT, terT, invR, terR]
where

process Source [invR, terR] : noexit
:=

(* behaviour of process Source *)
endproc
process Sink [invT, terT] : noexit
:=

(* behaviour of process Sink *)
endproc
process Choreography [invT, terT, invR, terR] : noexit
:=

invT ?s:SERVICE ?op:OPER;
invR !s !op;
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terR ?s:SERVICE ?r:RESULT;
terT !s !r;

Choreography [invT, terT, invR, terR]
endproc

endproc

The next section presents CORBA as a composite connector that provides a more
detailed view of CORBA.

6.5.2 CORBA as a Composite Connector

CORBA as a composite connector is defined as a collection of services according
to Section 6.4.2. Figure 6.7 (some services have been omitted in the figure for clar-
ity) presents the CORBA software architecture, which is composed by COS (compo-
nents) and ORBCore (connector). The ORBCore is defined as a connector for three
main reasons: it implements the communication service between applications; it is
the communication channel between COS services; and, two or more components
cannot communicate directly (architectural constraint presented in Section 6.4.2).

The top-level specification is a parallel composition of 14 different services
(components), the process ORBCore, the process Choreography, the process
Sink, and the process Source:
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process CORBAasCompositeConnector[invT, terT, invR, terR,
inv, ter]: noexit :=

(Source[invT, terT, invR, terR] ||| Sink[invT, terT,
invR, terR])

|[invT, terT, invR, terR]|
Choreography [invT, terT, invR, terR, inv, ter]

|[inv, ter]|
((Naming [inv, ter] ||| Event [inv, ter] |||

Persistent[inv, ter] ||| LifeCycle [inv, ter] |||
Concurrency [inv, ter] ||| Externalization [inv, ter] |||
Relationship[inv, ter] ||| Transaction [inv, ter] |||
Query [inv, ter] ||| Licensing [inv, ter] |||
Property [inv, ter] ||| Time [inv, ter] |||
Security [inv, ter] ||| Trading [inv, ter])

|[inv, ter]|
ORBCore [invT, terT, invR, terR, inv, ter])

where
(* behaviour *)

endproc

As stated in Section 6.4.2, the LOTOS process Choreography takes respon-
sibility for ordering the actions performed by the middleware and defining the way
the services are composed. For example, an ordering constraint related to the nam-
ing service (referred to as COSNaming) may define that every distributed service
must be registered in the naming service before being used by clients. Additionally,
clients must obtain an interface reference to the service in order to use it. The next
specification presents a possible choreography for the CORBA software architecture
shown in Figure 6.7.

(1)Process Choreography[invT, terT, invR, terR,
inv, ter]:noexit :=

(2) invR !COSnaming !register;
(3) inv !COSnaming !register;
(4) ter !COSnaming ?r:RESULT;
(5) terR !COSnaming !r;
(6) invT !COSnaming !lookup;
(7) inv !COSnaming !lookup;
(8) ter !COSnaming ?r:RESULT;
(9) Loop [invT, terT, invR, terR]
(10)where

(11) process Loop [invT, terT, invR, terR,
inv, ter]: noexit :=

(12) invT ?s:SERVICE ?op:OPER;
(13) invR !s !op;
(14) terR ?s:SERVICE ?r:RESULT;
(15) terT !s !r;
(16) Loop[invT, terT, invR, terR]
(17) endproc
(18) endproc
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This Choreography defines that the first possible action is a component asking
for its own registration (operation register defined by the second parameter in
invR !COSnaming !register) with COSnaming (2). The request is passed
to the COSnaming service (3) that performs a nonobservable action and returns the
result (4) to the Choreography. Finally the result is sent back to the requester
component (5). After the registration succeeds, a component looks for the service
just registered (6). Then, following the same steps of the operation register
(6–8), the component is allowed to make as many requests as it desires (9). This
is specified by a loop that defines how two components interact to invoke an already-
registered service (11–17).

6.5.3 CORBA as a Distributed Composite Connector

The view of CORBA as a distributed composite connector is the most detailed one
if compared to the views presented in Sections 6.4.1 and 6.4.3. Figure 6.8 presents the
elements of the CORBA software architecture. For simplicity, the services provided
by the middleware have been grouped in the dashed box named Service. Addi-
tionally, the connectors Network and ORBCore (on the client and server sides)
have been simplified.

The top-level specification of the CORBA distributed composite connector is
shown in the following:

specification CORBAasDistributedConnector[invT, terT, invR,
terR, invS, terS,
invTN, terTN, invRN,
terRN]: noexit

behaviour
(Client [invT, terT]

|[invT, terT]|
CORBAClient[invT, terT, invTN, terTN, invS,terS])

|[invTN, terTN]|
Network [invTN, terTN, invRN, terRN]

|[invRN, terRN]|
(CORBAServer [invRN, terRN, invR, terR, invS, terS]

|[invRN, terRN]|
Server [invRN, terRN])

where
(* behaviour specification *)

endspec

Three parts compose this specification: the client side (the processes Client and
CORBAClient), the network (the process Network) and the server side (the pro-
cesses Server and CORBAServer). A client request gets to CORBA through
CORBAClient. The process CORBAClient receives the request, passes it to the
proper set of services, and then sends it to Network. The process Network
transports the request to CORBAServer, which forward the request to Server.
The reply to Client takes a similar path in the reverse order.
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6.5.4 Temporal Properties of CORBA Software Architectures

A temporal property is expressed as a logic formula that is evaluated by a tool
(the evaluator of the CADP Toolbox). The evaluator performs an on-the-fly verifi-
cation of a property on a given labeled transition system (LTS) generated from the
LOTOS specification. The temporal logic used to express the properties is called
regular alternation-free mu-calculus and it is an extension of the alternation-free
fragment of the modal mu-calculus with action predicates and regular expressions
over action sequences.

The logic is built from three types of formulas: action formulas (A), regular formu-
las (R) and state formulas (F). An action formula is a logical formula built from basic
action predicates and Boolean connectives. A regular formula is a logical formula
built from action formulas and traditional expression operators. A regular formula
R denotes a sequence of (consecutive) LTS transitions such that the word obtained
by concatenating their labels belongs to the regular language defined by R. Finally,
a state formula is a logical formula built from Boolean, modal and fixed-point oper-
ators. The axiom of the grammar is the F formula. These formulas enable us to
define some interesting temporal properties of LOTOS specifications such as safety,
liveness, and fairness.

As mentioned before, the adoption of LOTOS as an ADL enables us to check
temporal properties and to compare CORBA software architecture specifications.
The checking is performed by defining properties in the aforementioned temporal
logic and checking them against specifications. In relation to the second task, the
behavioral equivalence of the CORBA software architectures presented in Sections
6.4.1 through 6.4.3 have been verified. In particular, these specifications have been
compared (in pairs) using a bisimulator (available in the CADP Toolbox) and defin-
ing a relation of observational equivalence. In practical terms, those specifications are
observationally equivalent, i.e., from the point of view of an external observer, the
CORBA specifications are equivalent. In this particular case, observational equiva-
lence is rigourous enough given that application developers and standards bodies are
not interested in internal details of how the middleware is actually implemented.

The temporal properties that have been defined for the CORBA software architec-
tures are presented in the following:

Property 1 (deadlock freedom): It states that every state has at least one successor.

[ true* ] <true> true

Property 2 (safety property): A middleware service terminates before any other
service starts.

[true*.’INV1\(!.Service1.\)\(!.*\)’.(not ’TER1\(!.Service1.\)
\(!.*\)’)*.’INV2\(!.Service2.\)\(!.*\)’] false

This states that every time Service1 starts action ’INV1 \(!.Service1.\)
\(!.*\)’, Service2 cannot start action ’INV2 \(!.Service2.\) \(!.*\)’
before Service1 terminates action ’TER1 \(!.Service1.\) \(!.*\)’.
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Property 3 (safety property): The composition of the services in the composite
connector defines that Service1 is performed before Service2. The state formula
in the following expresses this property:

[(not ’INV1 \(!.Service1.\) \(!.*\)’ and true*).
’INV2 \(!.Service2.\)\(!.*\)’] false

This states that it is not possible that Service1 starts action ’INV1

\(!.Service1.\) \(!.*\)’ after Service2 action ’INV2 \(!.Service2.\)
\(!.*\)’.

Property 4 (fairness)

[true* . ’INV1 \(!.Service1.\) \(!.*\)’.
(not ’TER1 \(!.Service1.\)\(!.*\)’)*]
<(not ’TER1 \(!.Service1.\) \(!.*\)’)*.
’TER1 \(!.Service1.\)\(!.*\)’ > true

This formula expresses that after every invocation of Service1 action ’INV1

\(!.Service1.\) \(!.*\)’, all fair execution sequences will lead to its termi-
nation action ’TER1 \(!.Service1.\) \(!.*\)’.

The CADP Toolbox took less than 100 ms to verify the aforementioned properties.
This fact is understandable because the software architecture is the most abstract
view of a software, which means that its behavioral specification does not include
too many low level details of the software behavior. In fact, software architecture
behavioral specifications are usually expected to be short.

6.6 Middleware Behavior Framework

While the first approach concentrated on defining templates (components, con-
nectors, and configurations) used to formally describe middleware elements, this
approach focuses on building a framework, i.e., a semispecification in the sense that
one interested in specifying a middleware system’s behavior only needs to reuse or
extend the proposed templates [23].

The framework helps to formally describe middleware behavior by providing basic
abstractions, which are generic and may be combined or extended in different ways
in order to specify different middleware systems. Key in this framework is the fact
that the abstractions are defined and organized according to their role in relation to
the message request. A message request is any message that an application
(e.g., client, server, sender, transmitter) sends to another application.

Hence, instead of adopting the traditional approach of organizing middleware
systems in layers, the proposed abstractions are defined according to their role in
the message request. In particular, the abstractions are grouped into classes related
to storage, communication, dispatching, and mapping of message requests.
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6.6.1 General Overview

As mentioned above, the framework includes abstractions that address a number of
basic functionalities of middleware systems. The framework also defines how these
abstractions work together to formalize different middleware models. For instance,
abstractions may be combined to produce the specification of MOM, whilst they
also may be joined together to define procedural middleware or a tuple space-based
middleware.

The framework is message centric in the sense that basic elements are grouped
according to how they act on the message. Figure 6.9 shows a general overview
of the proposed approach in which the message is intercepted by middleware
elements on the transmitter and receiver sides. It is worth noting that the message
may be either a request in which a client (transmitter) asks for the execution of
a task on the server (receiver), or simple information transferred between loosely
coupled applications.

In the LOTOS specifications shown earlier, it was clear that synchronization
and communication took place on same-named ports, e.g., Component and
Connector communicated on ports inv and ter. But in the message-centric
approach of this section, different-named ports are, in effect, wired together. This is
accomplished via another process called Interceptor that is described in
Section 6.6.3.

Transmitter Receiver

Middleware

Element 1

iPor1

oPor1

Element 2

iPor2

oPor2

Middleware

Element 1

oPor1

iPor1

Element 2

oPor2

iPor2

FIGURE 6.9: Message-centric approach.
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6.6.2 Framework Abstractions

The abstractions of the framework are categorized into four classes, namely
mappers (e.g., stub and skeletons), multiplexors (e.g., dispatcher), communication
(e.g., communication channel), and storage (e.g., queue).

Whatever the class of the middleware element, it intercepts the message, processes
it, and forward the message to the next element (local or remote). Only communi-
cation elements may forward the message to a remote one, i.e., an element is only
accessible through the network. A noncommunication element may need to commu-
nicate with a remote element to carry out its task, but it does not send the message
itself to a remote element. For instance, a transaction service may need to obtain a
remote lock before passing the request to the next element of the middleware. The
four classes of elements are described:

6.6.2.1 Mapper Elements

Mapper elements typically represent remote objects, serving as input points of
the middleware. Their basic function is to (un)marshal application data (arguments
and results) into a common packet level (e.g., GIIOP request), and are usually found
in middleware systems that support client/server applications built in different pro-
gramming languages (e.g., the client in Java and the server in C++). Furthermore,
unconventional mappers may also compress data.

Figure 6.10 depicts a simple view of a typical mapper, named Stub. The specifi-
cation is defined as follows:

(1) process Stub [iStub, oStub] : noexit :=
(2) iStub ?m:Message;
(3) oStub !marshalling (m);
(4) iStub ?m:Message;
(5) oStub !unmarshalling (m);
(6) Stub [iStub, oStub]
(7) endproc

In this specification, the Stub receives a message sent by the transmitter and inter-
cepted by the middleware (2), marshals it and passes it to the next element (3), and
then waits for the reply from the receiver (4). The reply is also intercepted by the

Stub

iStub

oStub

Channel

iCh

oCh comm

Dispatcher

iDis

oDis

Storage

iSto

oSto

FIGURE 6.10: Framework abstractions.
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middleware and passed to the Stub (4) that takes responsibility of unmarshalling
the reply (5).

6.6.2.2 Communication Elements

Communication elements act as an interface between the middleware and the
operating system. They get a message and communicate it to a remote element
(e.g., server, receiver). The structure of a communication element, named Channel,
is shown in Figure 6.10.

The LOTOS specification of a communication element is defined as follows:

(1) process Channel [iCh, oCh, comm] : noexit :=
(2) Send [iCh, oCh, comm] ||| Receive [iCh, oCh, comm]
(3) where
(4) process Send [iCh, oCh, comm] : noexit :=
(5) iCh ?m:Message;
(6) comm !m;
(7) oCh;
(8) Send [iCh, oCh, comm]
(9) endproc
(10) process Receive [iCh, oCh, comm] : noexit :=
(11) iCh;
(12) comm ?m : Message;
(13) oCh !m;
(14) Receive [iCh, oCh, comm]
(15) endproc
(16)endproc

In a similar way to Stub, the input (iCh), and output (oCh) ports serve as inter-
ception points of the element. However, communication elements have an additional
port, named comm, used to communicate the message to or from a remote element.
Additionally, the Channel is composed of Send and Receive processes that are
responsible for send and receive messages, respectively. In the process Send,
the portcomm serves as an output port (6), whilst it is used as input port in the process
Receive (12). In the first case, the Channel receives the message intercepted by
the middleware (5), communicates it to a remote element (6), and then terminates the
interception of Channel (7). In the second case, the Channel waits for a message
(11), receives it (12) and then forwards the message to another element (13).

6.6.2.3 Dispatcher Elements

Dispatchers get the request and forward it to a particular object (service). The
target object is defined by inspecting the request, which includes the object key. In
fact, the dispatcher acts as a multiplexer inside the middleware. The general structure
of a Dispatcher is depicted in Figure 6.10.

(1) process Dispatcher [iDis, oDis] : noexit :=
(2) iDis ?m:Message;
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(3) oDis !m !multiplexer(m);
(4) Dispatcher [iDis, oDis]
(5) endproc

The dispatcher receives a message (2) and inspects it, through the function
multiplexer, to obtain the destination object (3).

6.6.2.4 Storage Elements

Storage elements typically model buffers to store messages prior to their being
sent, e.g., for asynchronous communication or to keep a copy of the message for
recovery reasons (see Figure 6.10). The general structure of a Storage element is
specified as follows:

(1) process Storage [iSto, oSto] (q: Queue): noexit :=
(2) hide enq, fst, empt, deq in
(3) Manager [iSto, oSto, enq, fst, empt, deq]
(4) |[enq, fst, empt, deq]|
(5) Queue [enq, fst, empt, deq] (q)
(6) where
(7) (* behaviour specification *)
(8) endproc

In this particular specification, the storage element is modeled as a Queue that is
administered by the Manager.

process Queue [enq, fst, empt, deq] (q:Queue) : noexit :=
enq ?n:Nat;

Queue [enq, fst, empt, deq] (enqueue (q, n))
[] fst !first(q);

Queue [enq, fst, empt, deq] (q)
[] deq;

Queue [enq, fst, empt, deq] (dequeue (q))
endproc

It is worth observing that, with minor changes to this storage element, it may be
defined as a file.

6.6.3 Defining a Middleware

By using the basic abstractions defined in Section 6.6.2, middleware systems may be
specified by combining them according to a particular middleware model. The general
structure of any middleware specified using the framework is defined as follows:

specification TemplateMiddleware [invC,terC,invS,terS,comm] : noexit
(* Abstract Data Types *)

behaviour
(Transmitter[invC,terC] |[invC,terC]| LocalMiddleware[invC,terC,comm])

|[comm]|
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(RemoteMiddleware[invS,terS,comm] |[invS,terS]| Receiver[invS,terS])
where

(* behaviour specification *)
endspec

The Transmitter sends a message to the Receiver by means of the middle-
ware, which is made up of a local (LocalMiddleware) and a remote middleware
(RemoteMiddleware) that communicates with each other through the port comm
(e.g., it abstracts the whole network). Whatever the middleware model, its internal
structure is defined as follows (except for the number of components):

process Middleware [invC, terC, comm] : noexit :=
hide iC1, oC1, iC2, oC2 in

((C1 [iC1,oC1] ||| C2 [iC2,oC2,comm])
|[iC1, oC1, iC2, oC2]|

Interceptor [invC,terC,iC1,oC1,iC2,oC2])
where

...
endproc

In this case, the middleware is composed of two components (C1 and C2) and the
way they interact is defined in the process Interceptor. Its role is to listen on
all ports, and upon receiving a message on one, resend it on the logically connecting
port. Thus, the specification of Interceptor defines the intercomponent wiring
of the middleware, and allows the individual components to communicate without
having to match port names. From the standpoint of the components, the role of
Interceptor is transparent, so it is not shown in the middleware diagrams.

In this message-centric approach, each component intercepts the request in the
port iCN (input port of component N) that represents the point where the request
enters the component, processes the request and then passes it to the next component
through the port oCN (output port of component N) that represents the point where
the request exits the component.

6.6.4 Using the Framework

In order to illustrate how the elements introduced in Section 6.6.3 may be used to
specify middleware behavior, a simple CORBA-based middleware is initially
presented.

Figure 6.11 presents a client–server middleware where the local middle-
ware (LocalMiddleware) is a composition of stub and channel elements. On
the server side (RemoteMiddleware), the middleware is more complex, as it is
composed by a communication element (Channel), a dispatcher (Dispatcher)
that forward the request to the proper skeleton, and some skeletons (Skeletons).
It is worth noting that additional middleware elements are easily added to the mid-
dleware just by including them in the parallel composition (|||) and changing the
Interceptor element.
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FIGURE 6.11: Client–server middleware.

process RemoteMiddleware [invS, terS, comm] : noexit :=
hide iSke, oSke, iCha, oCha, iDis, oDis in
((Skeleton [iSke, oSke] (1)

||| Skeleton [iSke, oSke] (2)
||| Channel [iCha, oCha, comm]
||| Dispatcher [iDis, oDis] )

|[iSke, oSke, iCha, oCha, iDis, oDis]|
Interceptor[invS,terS,iSke,oSke,iCha,oCha,iDis,oDis])

where
(* behaviour specification *)

endproc

A MOM is characterized by the use of a queue for asynchronous communication.
It is widely adopted to support loosely coupled applications. Figure 6.12 shows a
simple MOM specified by using the basic abstractions defined in Section 6.6.2.

(1) process LocalMiddleware [send, receive, comm]: noexit :=
(2) hide iSto, oSto, iCha, oCha in
(3) (( Storage [iSto,oSto] ||| Channel [iCha, oCha, comm])
(4) |[iSto, oSto, iCha, oCha]|
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FIGURE 6.12: Message-oriented middleware.

(5) Interceptor [send, receive, iSto, oSto, iCha, oCha])
(6) where
(7) (* behaviour specification *)
(8)endproc

This MOM includes a Channel and Storage elements. The Channel is similar
to one in Figure 6.11, whilst Storage is defined as presented in Section 6.6.2. The
MOM executing on the transmitter side (LocalMiddleware) is usually similar to
the one on the receiver side (RemoteMiddleware).

6.7 Modeling WSN Middleware in LOTOS

Advances in both wireless communications and electronics have enabled the
development of low-cost, low-power, multifunctional sensor nodes that are small
in size and communicate in short distances. These tiny sensor nodes, which consist
of sensing, data processing, and communicating components, leverage the idea of
sensor networks. A WSN is composed of a large number of sensor nodes that are
densely deployed either inside a physical phenomenon or very close to it [1]. WSNs
have been used in a multitude of applications that include industrial process control,
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fabrication plants, structural health monitoring, fluid pipelining monitoring, medical
monitoring, environment and habitat monitoring, surveillance systems, etc.

WSN applications are usually very complex. In addition to formal approaches
for specifying middleware behavior of desktop middleware systems, we present an
approach to treat the complexity of specifying middleware for WSN through adopting
LOTOS for formalizing their behavior [24]. The formalization has three main benefits:
better understanding of application behavior, checking of desired properties of the
application, and the possibility of simulating applications prior to build them. This
approach is currently targeted for WSN systems based on TinyOS and nesC.

TinyOS is an operating system specially designed for running on nodes of WSNs.
Applications in TinyOS are event driven in such a way that when an event occurs
a handler may post a task that is scheduled by the TinyOS Kernel some time later.
TinyOS applications are written in nesC [16].

Network embedded system C (nesC) [10] is a structured component-based dialect
of C specially designed for building embedded systems like WSN applications. An
application in nesC consists of a set of components linked together with bidirectional
interfaces that serve as access points to the component. Two kinds of components
may be defined in nesC, namely configuration and module. A configuration simply
defines how components are put together, whilst a module represents the imple-
mentation itself. A component provides and uses interfaces that declare a set of
functions (commands) the component must implement, and functions (events) that
the user of the interface must implement. Every nesC application is described by
a top-level configuration that wires components. Additionally, two basic elements
of TinyOS applications include: the Main component that must be implemented in
every application; and the standard interface named StdControl used to initialize/
start/stop TinyOS components, which includes three operations: init, start, and stop.

The proposed approach for specifying WSN middleware in LOTOS takes into
account some basic principles. First, as a formal description technique, LOTOS is
used to formally describe the behavior of nesC applications. Hence, typical con-
structs of nesC such as loop, decision, and assignment commands are not explic-
itly present in the specification. Second, the specification concentrates mainly on
identifying and modeling interactions between nesC components. Third, the LOTOS
state-oriented specification style [29] is extensively adopted. In this style, the whole
system (or part of the system) is viewed as a single resource whose internal space is
explicitly defined through a set of states and alternative sequence of interactions.

Following these principles, the LOTOS modeling process is carried out in four
main steps [24]:

1. To identify the nesC components (modules and configurations) that make up
the middleware. These components become LOTOS processes at the end of
this step.

2. To identify how components (modules and configurations) found in Step 1 are
wired and which interfaces are used to connect them. The way the compo-
nents are wired defines how the LOTOS processes are composed, whilst the
interfaces become synchronization ports in LOTOS.
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3. To identify operations (nesC commands and events) of each interface identi-
fied in Step 2. For each interface, a LOTOS ADT is defined whose operations
represent the nesC commands and events.

4. To identify interactions inside nesC module implementations. After identifying
the modules in Step 1, their composition in Step 2, and the operations available
to be invoked by each module in Step 3, it is needed to precisely identify the
order in which the operations are invoked inside the modules. When a nesC
operation is invoked, this indicates that an interaction takes place between the
nesC modules. In LOTOS, these interactions represent synchronization events
between two processes.

The following sections present how nesC first-class elements identified in the
aforementioned steps are modeled in LOTOS.

6.7.1 Interface

nesC applications are built out of components with well-defined interfaces, which
represent points of access to the components. The interaction between components
occurs by invoking the functions of the interface. In LOTOS, processes interact
through their synchronization ports. In this way, the nesC interface is defined as a
LOTOS synchronization port, e.g., if a component provides three interfaces, it has
three ports. Furthermore, as LOTOS ports have no direction (the notion of output/
input ports does not exist), both the provided and used interfaces are simply modeled
like ports. Actions occurring in the port give an idea whether the interface is a used
or provided interface.

As mentioned above, each nesC interface has a set of functions (commands and
events). As we are only interested in the module interactions or temporal ordering of
events (not in their functionality), these functions are defined as LOTOS operations
of an ADT defined for each interface [24]. In this way, the nesC interface interface-
name leads to the definition of the LOTOS ADT Iinterface-name. The command
command-name and event event-name are defined as type operations c command-
name and e event-name, respectively.

In order to illustrate this approach, the interface SendMsg is presented in
Figure 6.13. In this example, the nesC interface SendMsg is modeled as the LOTOS
ADT ISendMsg, whilst its command send and event sendDone are defined as the
operations c send and c event of type ISendMsg, respectively.

6.7.2 Module

Modules are first-class elements in the nesC language and have two basic parts: the
set of interfaces provided and used by the module, and the implementation. Interfaces
are modeled as defined in Section 6.7.1. Since the basic abstraction in LOTOS is the
process, the nesC module is specified as a LOTOS process (see Figure 6.14). The
implementation of each function (command or event) is defined in the behavior part
of the process using the LOTOS choice operator ([]), and each command/event
defines an option in the choice.
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nesC (Interface SendMsg)

result_t send(uint16_t address, 
                       uint8_t length,
 TOS_MsgPtr msg)

Events

result_t sendDone(TOS_MsgPtr msg, 
                                      result_t success)

Command
type ISendMsg is
      sorts ISendMsg

      opns
         c_send (*! constructor *) : -> ISendMsg
         e_sendDone (*! constructor *) : -> ISendMsg
   endtype

LOTOS

FIGURE 6.13: nesC interface in LOTOS.

Modules implementing the TinyOS StdControl interface are defined using the
state-oriented specification style [24]. Four states are then defined: the module starts
in an initial state (state 0) prior to executing the nesC command StdControl.init;
the second state (state 1) is reached when the module is initialized but not started yet
(after the execution of the nesC command StdControl.start); the state when
the module is already initialized and ready to execute the functions defined in the
interface (state 2); and finally, the last state (state 9), when the module has been
stopped after the execution of the nesC command StdControl.stop. On reaching
state 9, the module is not able to execute any further action.

In the nesC example shown in Figure 6.14, the module (MOD) interacts with other
modules (defined in the configuration where it is placed) through the interfaces

module MOD {
  provides {
    interface StdControl;
}

  uses {
    interface Int1;
}

}
implementation {

command result_t StdControl.init() {
/* implementation of command init */
}
command result_t StdControl.start() {
/* implementation of command start */
}
command result_t StdControl.stop() {
/* implementation of command stop */
}
event result_t Int1.event1()
{

    /* implementation of event  event1*/
}

}

nesC

process MOD [StdControl, Int1] (s:Nat) : noexit :=
      [s eq 0] ->
         StdControl !c_init;
             MOD [StdControl, Int1] (1)
      []
      [s eq 1] ->
         StdControl !c_start;
             MOD [StdControl, Int1] (2)
      []
      [s eq 2] ->
         StdControl !c_stop;
             MOD [StdControl, Int1] (9)
      []
      [s eq 2] ->
         Int1 !e_event1;
               MOD [StdControl, Int1] (s)
   endproc

LOTOS

FIGURE 6.14: nesC module in LOTOS.
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StdControl (provides) and Int1 (uses). These interfaces becomes LOTOS syn-
chronization ports. The interface StdControl has three operations, namely init,
start, and stop (renamed to c init, c start and c stop, respectively), defined
as choices in the LOTOS choice operator ([]). The interface Int1 is used by this
module, which means that the module must implement the events defined in the
interface. In this case, only the event event1 is defined.

As this module implements the StdControl interface, the state-oriented
LOTOS style is used. The statement below expresses that if process MOD is in state
0 ([s eq 0]) then a synchronization action may occur in the port StdControl
if the value c init is offered (StdControl !c init). Then the module MOD is
reinstantiated with the new state set to 1.

[s eq 0] ->
StdControl !c init;
MOD [StdControl, Int1] (1)

6.7.3 Configuration

In nesC, a configuration is a first-class element that defines the used and provided
interfaces, the components that make up it and the way they are wired (implementa-
tion). A configuration is present in a nesC program in two situations: the initial con-
figuration of an application; and part of another configuration. In the first case, the
configuration is modeled as the LOTOS top-level process in the process hierarchy,
which is defined as specification (see Section 6.2). In the second case, it is simply
modeled as a LOTOS process. In both cases, the module implementation defines how
the modules that make up the configuration are wired and how the interfaces are used
to connect them [24].

If two modules within the configuration are wired through an interface, it means
that they interact with each other. Hence, these two modules are placed in a LOTOS
parallel composition with synchronization (each interface becomes a synchroniza-
tion port according to Step 2). If two components are not wired, the parallel
interleaving LOTOS operator (|||) is used.

In order to illustrate these elements, the specification bellow presents a nesC
configuration:

configuration CONF {
}
implementation {
components Mod1, Mod2, Mod3, Mod4;

Mod1.Int1 -> Mod3.Int1;
Mod1.Int1 -> Mod2.Int1;
Mod2.Int2 -> Mod3.Int2;
Mod2.Int3 -> Mod4.Int3;

}
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Its respective LOTOS specification is as follows:

(1) specification CONF [Int1, Int2, Int3] : noexit
(2) behaviour
(3) Mod1 [Int1]
(4) |[Int1]|
(5) Mod2 [Int1, Int2, Int3]
(6) |[Int1, Int2, Int3]|
(7) ( Mod4 [Int1] ||| Mod3 [Int1, Int3] )
(8) where
(9) process Mod1 [Int1]: noexit
(10) := (* behaviour specification *) endproc
(11) process Mod2 [Int1, Int2, Int3]: noexit
(12) := (* behaviour specification *) endproc
(13) process Mod3 [Int1,Int3]: noexit
(14) := (* behaviour specification *) endproc
(15) process Mod4 [Int1]: noexit
(16) := (* behaviour specification *) endproc
(17)endspec

The nesC configuration CONF is defined as the LOTOS top-level specification (1)
and consists of four components: Mod1 (9), Mod2 (11), Mod3 (13), and Mod4 (15).
According to this approach, each nesC component is defined as a LOTOS process.
These components are wired according to the nesC implementation clause: Mod1 is
wired to Mod3/Mod2 through the interface Int1; Mod2 is wired to Mod3 through
Int2; Mod2 is wired to Mod4 through Int3. In LOTOS, it means that Mod1 synchro-
nizes simultaneously with Mod2 and Mod3 in port Int1 (4); Mod2 synchronizes with
Mod1 in the port Int1 (4), with Mod3 in the port Int2 (6) and with Mod4 in the port
Int3 (6); and Mod4 and Mod3 are not connected to each other (7).

6.8 Concluding Remarks

This chapter has presented three approaches for specifying middleware behavior
in LOTOS: an approach based on software architecture principles, a framework for
specifying middleware systems whatever their models, and an approach for specify-
ing middleware for WSN.

In the initial approach, the middleware itself was defined as a connector and its
structure is defined through software architecture elements (component, connec-
tors, and configuration). Then, the middleware software architecture behavior was
described in LOTOS. Due to its complexity, the middleware software architecture
was presented at three abstractions levels that represent traditional views of the
middleware: middleware as a simple connector (application developer’s view), mid-
dleware as a composite connector (standards developer view) and middleware as a
distributed composite connector (middleware developer’s view). An approach based
on software architecture concepts enables us to explicitly define the middleware
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internal structure and to separate computation and communication elements of mid-
dleware systems.

In the second approach, a framework was presented. The framework consists of
a set of common elements usually found in the development of middleware sys-
tems. The framework is centered on the message request instead of the middleware
layer. This facilitates the treatment of middleware complexity: simple abstractions
are highly reusable, and it is easier to find specification errors and verify desired
behavior properties. The way of composing middleware abstractions considers the
order in which they intercept message requests, enormously facilitating composition
of middleware abstractions.

The last approach focuses on formalizing the behavior middleware for WSN. The
approach consists of modeling nesC and TinyOS elements in LOTOS. In order to
carry out this task, we defined a set of specification steps in an approach to specify
the main concepts of nesC in LOTOS, namely interfaces, modules, and configura-
tions. The approach of formalizing nesC applications has some interesting benefits
for those who build WSN applications in nesC. First, the specification process
improves the understandability of the nesC application itself. Second, the empha-
sis on the interaction of components (instead of their functionality) in the LOTOS
specification provides a better understanding of the way the components collaborate.
Finally, the strategy adopted to specify nesC applications favours the high reuse of
module specifications.

In closing, it is possible to note that software architecture principles are widely
adopted to build distributed applications, but are rarely applied to the middleware
systems. Our approach illustrates the benefits of doing so.
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7.1 Introduction

The modeling of distributed computations in terms of software mobility (either
code or state) has the ability to almost completely abstract the programmer from
the underlying network. However, the security issues that this paradigm arises are
too important to be overlooked [2,14], and cast a shadow over its design qualities.
There is the need to protect the host from incoming agents and vice versa, and also to
protect a network from continuous roaming and cloning. These well-founded secu-
rity concerns have limited the use of the mobility paradigm, and, in our opinion,
the immediate future lies on its application to local area networks and middleware
layers. Restricting mobility to trusted administrative domains, or having complete
knowledge of the code to migrate are key aspects for the softening of the security
measures.

One other technology that has increased its role in middleware applications is
service-oriented computing. Composition of loosely bound service-oriented compo-
nents has proved to be a good paradigm for the modeling of distributed applications,
mostly in heterogeneous environments, such as the ones that compose grids [10,11].

Combining software mobility and service-oriented computing seems to be a good
approach for future middleware development. The modularity provided by the
loosely bound service-oriented components can be complemented with advantages
of mobility, such as the use of a more intuitive programming model for distributed
computing, and the focus on local interaction. The fact of moving the client code
toward the resources and interacting locally, unlike the usual communication para-
digms (e.g., client–server), eliminates the need to maintain costly remote sessions.

It is thus our opinion that the seamless incorporation of these two paradigms in
a single language can provide a powerful tool for the implementation of distributed
applications, namely middleware. However, when looking at these two paradigms
we see that one models network interaction in terms of services, regardless of their
location, while the other is location-aware. Current mobility models, such as the
distributed process calculi [1,3,8,12,24,29,31,32]use abstractions for network nodes,
commonly called sites or nodes. In this work we propose a novel mobility model
that is service oriented. The migration is done toward services, regardless of their
location, rather than toward sites.

We present our model as the service-oriented mobility abstract machine
(SOMAM), defining rules for service creation and client–server interaction. The
machine is encoded onto a calculus that extends the (lexically scoped, distributed)
LSD π-calculus [23] with basic objects, process definitions and expressions. The
LSD π-calculus is, in turn, a form of the π-calculus [13,18] extended with support
for distributed execution and mobility of resources, and with a well-studied seman-
tics. The encoding provides the framework for the proof of a soundness result relative
to the base calculus [19]. This is particularly important as it provides a form of
language security, in the sense of being correct by design.

The outline of this chapter is as follows: Section 7.2 introduces the abstract
machine, its syntax and semantics; Section 7.3 describes the encoding onto the
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process calculus; Section 7.4 draws the main lines for the implementation; and finally,
in Sections 7.5 and 7.6, respectively, we compare our approach to existing work in
the area and present some conclusions.

7.2 Service-Oriented Mobility Abstract Machine

A network in the SOMAM is described as a set of computing units (agents) plus
a resolver for services. Agents are described as collections of threads running con-
currently in the boundaries of a network node abstraction (host), sharing resources,
namely code and address space. We distinguish between two types of agents: service
providers and programs. The former are daemons that provide the implementation of
a given service. They may also pose as clients to other providers; at this level there is
no distinction between clients and servers whatsoever. The latter do not provide any
service. They are simple clients that define the means for a user to interact with the
network.

In the SOMAM, interagent action is service-driven. This ensures agent anonymity
and provides the kind of loose bindings desirable to build resilient applications in
highly dynamic networks. All service-related information, namely type and currently
available implementations, are stored in the resolver.

We will begin by giving a general overview of the SOMAM and of the design
adopted. The machine’s definition is presented in two parts: the basic model, for
which we provide a formal encoding and, a set of extensions that ease the pro-
gramming and increase the model’s capabilities. These extensions, although easily
encodable in the base calculus, would introduce an extra layer of complexity that
would be counterproductive.

7.2.1 General Overview and Design Choices

The focus of this work is service-oriented mobility. Therefore, we abstract our-
selves from every aspect concerning the evolution of local computations, for exam-
ple, object and explicit thread creation, interprocess communication, or concurrency
management. Our intention is not to define a Turing-complete computing model, but
rather to lay the foundations for service-driven mobility. In this context, we restrict
our study to the primitives necessary for the creation of new agents and for interagent
interaction (service-driven code mobility).

The service is the main abstraction in the SOMAM. It specifies the interface
with which each of its implementations available in the network must comply. The
machine assumes that all type checking must be performed at compile- or load-time,
by matching the types for the services used or implemented by the agents, with the
information kept in the resolver.

This procedure is borrowed from the MOB run-time system [21], where if a service
known to the network is required or implemented by a program, then its locally
inferred type must match the interface for that service kept in the resolver. If the
service is introduced for the first time by the program (an interface for it does not yet
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exist in the resolver) then the type inferred for the service will become the adopted
interface for the service in the network.

Service providers are abstracted by classes that define a concrete implementation
of the service’s interface. Without loss of generality, since the general case can be
easily inferred, we decided to restrict the number of services implemented by a given
provider to one. We also chose to restrict the set methods defined in the class to the
ones defined in the service’s interface. Private methods can be gathered in an special
attribute that shares the remainder of the provider’s state.

Since all service information is managed at compile- or load-time, no service
definitions are required in an abstract machine program. Moreover, we assume that
the loading operation places all the required code in the agent’s code repository, and
thus from the machine’s point of view there are no class definitions in a program.
They are all in the code repositories.

The handling of multiple requests concurrently is achieved by giving providers
multithreading capability. Threads share the same heap space whilst having indepen-
dent control data-structures. As stated before, the abstract machine does not include
any support for concurrency management. We refer the reader to many widely
studied models, such as the ones based on the π-calculus [13,18].

All interagent communication is driven by code mobility, more precisely by
service-driven session uploading. In this initial approach, both code mobility and
method invocations are synchronous. In the mobility case, this implies suspending
the current thread until the result of the uploaded session arrives. To have a unique
procedure for both local invocations and code mobility, we have chosen to simulate
call stacks by suspending the current thread and launching a new one to execute the
code of the invoked method.

Providers are daemons, and consequently do not have a termination point coded
in their behavior. The SOMAM allows for their assisted termination by defining the
halt event which must be explicitly posted in the network. It is only natural that, at
the time of the reception of a halting event, a provider is running uploaded sessions.
In order to avoid the abrupt termination of these sessions, without ever returning the
result to the client, the definition of a deferred termination mechanism is required.

7.2.2 Base Model

Notation: Given a set X and one of its elements x, we write X · x to denote the set
(X − {x}) ∪ {x}.
7.2.2.1 Syntax

The abstract machine requires a set of identifiers and syntactic categories pre-
sented in Table 7.1. S denotes a service identifier, a and b represent network-wide
unique identifiers for agents, which refer to as keys, l denotes a method label, and
X stands for classes of providers and local objects, such as datatypes. A process is a
sequence of instructions ranged over by P.

The set of methods in a class is given by a map of the form Method = MethodId �→
Var∗ × Instruction∗, ranged over by M. The code repository contains all the code
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TABLE 7.1: Syntactic categories.

S ∈ Service Service identifier
a,b ∈ AgentKey Agent key
h ∈ Host Host name
x,y ∈ Var Variable
v ∈ Value = Var Value
X,Y ∈ Class Class identifier
l ∈ Label Method label
P ∈ Instruction∗ Sequence of instructions, a program
M ∈ Method Methods of a class
C ∈ Code Code repository
r ∈ HeapRef Heap reference
B ∈ Bindings Set of bindings
H ∈ Heap Address space for the agent
T ∈ Pool(running thread) Thread
A ∈ Pool(agent) Pool of agents
R ∈ NameService Name resolver
N ∈ Network Network

required by an agent and is defined by the map Code = Class �→ Var∗ ×Method×
Class∗ × Service, ranged over by C. An heap reference stands for abstraction for
an address in an address space and is denoted by r. To be more precise, heap
references are qualified with the identifier of their hosting agent (e.g., reference r
in the heap of agent a should be interpreted as r@a) and thus are unique in the net-
work. To ease the reading of the rules we omit the qualifier of a heap reference
when it is accessed from within its hosting agent. Special references null and
self ∈ HeapRef denote, respectively, an undefined reference, and the reference
where the closure of the agent can be found in the heap.

There are no primitive values in the machine; every value lives in the heap. Thus,
language values only comprise variables∗ and are ranged over by v. A set of bindings
is a map defined as Bindings = Var �→ HeapRef, ranged over by B, and represents a
map from identifiers in the code to references in the heap. A heap is a map defined as
Heap = HeapRef �→ ((Bindings×Class)∪ (Var×RunningThread)) and represents
the address space of an agent. It holds the heap representation of local objects and
provider, and threads suspended, waiting for a result. These are stored along with the
variable that will bound to the incoming result.

A thread is an element of the set RunningThread = Bindings × Instruction∗ ×
HeapRef ranged over by T. In the definition of a thread (B,P,r), r is a heap ref-
erence where the thread may place the result of its execution. Initial threads of a
program do not return results, and thus the reference is null.

We denote a pool of a given category γ by Pool(γ ) and the parallel composition
of its elements by |.

An agent is an element of the set Agent = AgentKey × Host × Code × Heap ×
Pool(RunningThread), ranged over by A, and represents a multithreaded autonomous

∗ We distinguish between variables and values only to ease the reading of the rules.
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TABLE 7.2: Syntax of a SOMAM network.

M ::= {l1 : (x̃1, P1), . . . ,ln : (x̃n, Pn)}
C ::= {X1 : (x̃1, M1, X̃1, S1), . . . ,Xn : (x̃n, Mn, X̃n, Sn)}
B ::= {x1 : r1, . . . ,xn : rn}
K ::= (B,X) | (x, (B,P,r))

H ::= {r1 : K1, . . . ,rn : Kn}
T ::= (B,P,r) | T | 0T
A ::= a(h,C,H,T)◦ | A | a(h,C,H,T)• | A | halt(a) | A | 0A
I ::= {r1, . . . ,rn}
R ::= {S1 : (α1,I1), . . . ,Sn : (αn,In)}
N ::= A,R

TABLE 7.3: Syntax of a SOMAM program.

P ::= x = new X (ṽ) P Spawn of a new provider
| x = S P in P′ error P′′ Service-oriented process mobility
| x = l (ṽ) P Method invocation
| return v Return a result
| ε Terminated process

computation. We write an agent (a,h,C,H,T) as a(h,C,H,T) thus exposing the
agent’s key. Providers that received an halting event have dedicated rules and there-
fore must be distinguishable. We tag them with • (a(h,C,H,T)•), which indicates
that the agent will terminate its execution as soon as it runs out of work. This behav-
ior (and tag) can also be applied to programs, since their execution terminates as
they reach the end of their code. When we want to refer explicitly to an agent that is
not tagged for conclusion, we use ◦ as in a(h,C,H,T)◦. The absence of either tag
indicates that the agent’s state is not relevant in the given context.

The name resolver defined by map NameService = Service �→ Type× 2HeapRef,
ranged over by R, represents a network-wide name service for obtaining the type of
a service, ranged over by α and the set of agents that implement it, ranged over by I.
Finally, a network is an element of the set Network = Pool(Agent)×NameService,
ranged over by N, and represents a network computation.

Based on the above definitions, we may write the syntax for a network as defined
in the grammar presented in Table 7.2. The syntax for programs is given by the
grammar in Table 7.3.

7.2.2.2 Syntactic Assumptions

We make some assumptions on the syntax of a program that must be checked at
compile-time:

• All services referenced in a code repository and program are registered in the
network

• The body of a method or a processP in x = S P in P′ error P′′ must terminate
with the return instruction, and this instruction can only be applied in these
contexts
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• Method identifiers are pairwise distinct in a class definition, as well as param-
eters in class and method definitions

• A variable x is bound in P′ in x = new X (ṽ) P′, x = S P in P′ error P′′ and
x = l(ṽ) P′

• A variable x is bound in M in a class definition (x̃,M,X̃,S) if it is one of the x̃,
and in P in a method definition (x̃,P) if it is one of the x̃

• A class identifier X is bound in an class definition (x̃,M,X̃,S) if it is one of
the X̃

The sets of free variables, free classes, and free services are defined accordingly.
Well-formed programs are closed for variables, class identifiers, and service
identifiers.

7.2.2.3 Initial and Final States

We describe the abstract machine from the point of view of the execution of one
agent. Thus, when we start running an agent, the network may already have a pool
of agents A running concurrently and distributed among the network nodes, together
with the resolver R:

A,R

As stated in the initial discussion of this chapter, the code repository for the
program is collected at load-time. Thus, when the agent is launched into the net-
work it already contains all the code it requires. We have that the initial state of the
execution of a program in host h is thus:

a(h,C,∅, (∅,P,null))• | A,R

where
a is a fresh agent key
P is the program itself executed by the agent’s initial thread
C is the repository resulting from the collection of the code required by P

Note that the agent’s heap does not feature a self reference. This results from
the fact that a program does not provide any service, nor has a closure in the heap.
Moreover, the resolver remains unaltered, since no new service implementation is
given. In consequence, a is not visible to the remainder of the network.

A program terminates its execution when it reaches the end of its code, and conse-
quently runs out of threads to execute. As previously discussed, service providers are
daemons by default and must be explicitly terminated by an halt event. This event
does not instantly terminate the agent, since remote sessions may be in progress. The
halt event will cause the provider to be • tagged and to become unavailable to the
remainder of the network. Thus, at the end of the execution of a program or a provider
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(in the conclusion mode) running in agent a, the configuration of the network will
be of the form:

a(h,C,H, 0)• | A′,R′

This configuration will reduce into the terminated agent, which can then be garbage
collected and produce the state:

A′,R′

7.2.2.4 Congruence Rules

The computation in the abstract machine is driven by a set of reduction rules that
operate over the left-most thread of the left-most agent in the respective pools. Thus,
in order to be able to commute, associate and garbage-collect threads and agents
in their pools, we need a set of congruence rules. These will allow for the rewrit-
ing of both pools into semantically equivalent ones, where the configuration is in
conformity with the reduction rule to be applied. The congruence rules for SOMAM
networks are

[AGENTSWAP] A | A′,R ≡ A′ | A,R
[AGENTASSOC] A | (A′ | A′′),R ≡ (A | A′) | A′′,R
[AGENTGC] 0A | A,R ≡ A,R
[THREADSWAP] a(h,C,H,T | T′) | A,R ≡ a(h,C,H,T′ | T) | A,R
[THREADASSOC] a(h,C,H,T | (T′ |T′′)) | A,R ≡ a(h,C,H, (T |T′) |T′′) | A,R
[THREADGC] a(h,C,H, 0T | T) | A,R ≡ a(h,C,H,T) | A,R

7.2.2.5 Reduction Rules

Each SOMAM instruction requires at least one machine transition to be
processed. We begin by presenting [CONG] that allows reduction to occur under
structural congruence, and proceed to the rules for the language constructs.

[CONG]
A,R ≡ A′′,R A′′,R→ A′′′,R′ A′′,R′ ≡ A′,R′

A,R → A′,R′

7.2.2.5.1 Launching a New Service Provider Providers in the SOMAM are
similar to objects in object-oriented languages, in the sense that they are instances of
classes. Their instantiation, however, generates a new execution unit (agent) that is
placed in the network.

An agent is self-contained, hosting in its repository all the code it requires. The
repository of a freshly launched provider must contain the code closure for the
provider’s class, plus the one for the values passed to its constructor. The former
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is obtained by the code function that extracts the code closure for a set of classes
from a given repository.

code : Class× Code× Code �→ Code
code(X X̃,C · (X :(x̃,M,X̃′, )),C′) = code(X̃ X̃′,C,C′ + {X :(x̃,M,X̃′, )})

if X �∈ dom(C′)
code(X X̃,C,C′) = code(X̃,C,C′) if X ∈ dom(C′)

code(ε,C,C′) = C′

The latter is collected by function copySeqab, which is also used to build part
of the agent’s initial heap. The function creates a copy, at the new agent (b), of
all of the heap and code required by heap values mapped by the given references.
The arguments are the code repository and heap of the original agent (a), and the
sequence of references holding the values to be copied. The copy of each heap value
is computed by function copy.

copySeqab : Code× Heap× HeapRef∗ �→ Code× Heap× HeapRef∗
copySeqab(C,H,r r̃) = (C′ + C′′,H′ + H′′,r′r̃′)

where copyab(C,H,r) = (C′,H′,r′)
and copySeqab(C,H,r̃)= (C′′,H′′,r̃′)

copySeqab(C,H, ε) = (∅,∅, ε)
copyab : Code ×Heap× HeapRef �→ Code× Heap× HeapRef

copyab(C,H,self@a) = (∅, ∅,self@a)

copyab(C,H,r@a) = ({X : C(X)} + C′,H′ + {r′@b : ({x̃ : r̃′},X)},r′@b)

if r@a �= self@a and H(r@a) = ({x̃ : r̃},X)

where copySeqab(C,H,r̃) = (C′,H′,r̃′)
and r′@b �∈ H′

The provider’s initial heap contains all the entries collected by the copySeq func-
tion plus the self entry (self) containing the provider’s closure. The parent agent
keeps a binding to new provider in x. The entry for service S in the resolver is
updated with the reference holding the new provider.

[NEWPROVIDER]

C(X) = (x̃,M, X̃,S) copySeqab(C,H,B(ṽ)) = (C′,H′, r̃) R(S) = (α,I) b fresh
a(h,C,H, (B,x = new X(ṽ) P,r) | T) | A,R→
a(h,C,H, (B+ {x : self@b},P,r) | T) |
b(C′ + code(X,C,∅),H′ + {self : ({x̃ : r̃},X)}, 0T) | A,

R+ {S : (α,I+ {self@b})}

Note that no initial thread is provided. The new agent is a simple service provider.

7.2.2.5.2 Method Invocation Method invocations can only be performed locally,
and thus, invoking a method in an object located in the address space of some other
agent is not possible. The rule simulates a call stack by suspending the current thread,
and by creating a new one to execute the body of the method. The environment of
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the new thread is obtained from the target object’s environment modified with the
values assigned to the method’s parameters. The current thread is then suspended on
a new reference (r′), waiting for the result. The variable (x) to hold the result once
the thread resumes its execution is also stored.

[INV]

H(self) = (B′,X) B(ṽ) = r̃ C(X) = ( ,M, , ) M(l) = (x̃,P′) r′ �∈ H
a(h,C,H, (B,x = l(ṽ) P,r) | T) | A,R→

a(h,C,H+ {r′ : (x, (B,P,r))}, (B′ + {x̃ : r̃},P′,r′) | T) | A,R

The conclusion of a method, and the consequent sending of its result, causes the
suspended thread to resume its execution in the local pool. The result is bound to the
variable defined for the purpose, and the reference on which the thread was waiting
is discarded.

[RETURN]
B′(v) = r′′

a(C,H · r′ : (x, (B,P,r)), (B′, return v,r′) | T) | A,R→
a(C,H, (B+ {x : r′′},P,r) | T) | A,R

7.2.2.5.3 Service-Oriented Process Mobility All communication in the
SOMAM is driven by code mobility. The code composing the session aimed at a
particular service is uploaded to an on-the-fly chosen provider. The procedure is
completely transparent to the user.

As in local method invocations, session uploading always launches a new thread
in the target provider to execute the corresponding code. The difference lies in the
fact that the result slot of the thread (r′′@a) is now a reference from the heap of the
calling agent.

The process to migrate is abstracted in the set of variables that occur free in its
code. At the time of the migration, these variables are bound to values from the
current agent. By design we intend to omit all remote references other than services.
For that purpose, we create a copy of all these values in the target provider, and bind
them to the given set of free variables. The procedure is similar to the one used in
remote method invocations with call-by-value semantics. The set of free variables is
given by the freeVars function (defined as usual).

The target provider is picked from the currently available implementations of
the service. We do not define any picking criteria, since we consider it to be an
implementation detail.

[MOB]

R(S) = (α,I) ∃ self@b ∈ I : b �= a freeVars(P) = x̃
copySeqab(C,H,B(x̃)) = (C′′,H′′, r̃) r′ �∈ H
a(h,C,H, (B,x = S P in P′error P′′,r) | T) | b(h′,C′,H′,T′) | A,R→
a(h,C,H+ {r′ : (x, (B,P′,r))},T) |
b(h′,C′ + C′′,H′ + H′′,T′ | ({x̃ : r̃},P,r′@a)) | A,R
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If no service implementation can be found, the error clause is triggered in the
calling agent, and no result is obtained.

[MOBERROR]
R(S) = (α,I) ∀ b self@b ∈ R(S) =⇒ b = a

a(h,C,H, (B,x = S P in P′ error P′′,r) | T) | A,R→
a(h,C,H, (B,P′′,r) | T) | A,R

The return value from a remote session is an object that must be cloned into the
heap of the original agent. Once again to eliminate remote references, the cloning
must include the heap and code closure of the value. To allow for the use of rule
[RETURN], a new thread is spawned to handle the local placing of the result.

[REMOTERETURN]

copyab(C,H,B(v)) = (C′′,H′′,r′)
a(h,C,H, (B, return v,r@b) | T) | b(h′,C′,H′,T′) | A,R→

a(h,C,H,T) | b(h′,C′ + C′′,H′ + H′′, ({x : r′}, return x,r) | T′) | A,R

7.2.2.5.4 Halt the Execution of a Provider The rule simply tags the agent with
the • tag and removes the agent from the resolver, to avoid the arrival of new
sessions. This causes the provider to become unavailable for the remainder of the
network, whist continuing its execution until all remote sessions have concluded.

[HALT]
H(self) = ( ,X) C(X) = ( , , , ,S) R(S) = (α,I)

halt(a) | a(h,C,H,T) | A,R→
a(h,C,H,T)• | A,R+ {S : (α,I|dom(I)−{self@a})}

If the event aims at an agent already tagged, it is simply discarded.

[HALTDISCARD] halt(a) | a(h,C,H,T)• | A,R→ a(h,C,H,T)• | A,R

A tagged agent terminates its execution when its pool of threads is empty.

[ENDAGENT] a(h,C,H, 0,∅)• | A,R→ A,R

7.2.2.5.5 Program Thread Termination Most of the threads in the SOMAM
terminate with the return instruction. Exception are the ones that define a program’s
initial behavior, since they do not return a result. Their life cycle ends when they run
out of code to execute.

[ENDTHREAD] a(h,C,H, (B, ε,r) | T) | A,R→ a(h,C,H,T) | A,R

7.2.3 Refining the Model

The basic model has some restrictions that prevent the implementation of some
classes of problems, namely the ones that require the singling out of a specific service
implementation. To overcome this limitation, we associate a set of properties to every



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C007 Finals Page 210 2008-10-22 #14

210 Process Algebra for Parallel and Distributed Processing

service provider. Examples of properties are the version of the implemented service,
a logical name for its network location or the company that publishes the service.

This extra information is kept in the resolver with the remainder of the informa-
tion. An entry must now include the properties for the service,∗ that we will denote
by F̃, and the values associated to each provider, denoted by f̃. These must be con-
stant primitive values to be defined by the language and include host identifiers. The
definition for the resolver is given by

I ::= {(f̃1,r1), . . . ,(f̃n,rn)}
R ::= {S1 : (α1,F̃1,I1), . . . ,Sn : (αn,F̃n,In)}

The properties to be associated to a provider are declared in its creation, as defined
in the updated version of the [NEWPROVIDER] rule below.† The host property is
mandatory and its instantiation is transparent to the user.

[NEWPROVIDER]

C(X) = (x̃,M, X̃,S) copySeqab(C,H,B(ṽ)) = (C′,H′, r̃) R(S) = (α, host F̃,I)

|F̃| = |f̃| b ∈ AgentKey fresh
a(h,C,H, (B,x = new X < f̃ > (ṽ) P,r) | T) | A,R→
a(h,C,H, (B + {x : self@b},P,r) | T) |
b(C′ + code(X,C,∅),H′ + {self : ({x̃ : r̃},X)}, 0T) | A,

R+ {S : (α, host F̃,I+ {(h f̃,self@b)})}

Rule [ASYNCMOB] defines asynchronous session uploading, and illustrates the
use of properties in service discovery. The choice of the target service is restricted
by annotating the desired properties <F̃′ : f̃′>. These must be a subset of the ones
defined for the service in the resolver. In other words, it is not necessary to assign
values for every property. The ones left undefined are interpreted as wildcards.

[ASYNCMOB]

R(S) = (α, F̃,I) ∃ (f̃,self@b) ∈ I : {F̃ : f̃} ⊃ {F̃′ : f̃′} ∧ b �= a
freeVars(P) = x̃ copySeqab(C,H,B(x̃)) = (C′′,H′′, r̃)

a(h,C,H, (B,S < F̃′ : f̃′> P in < x > P′error P′′,r) | T) | b(h′,C′,H′,T′) | A,R→
a(h,C,H+ {r′ : {F̃ : f̃}}, (B+ {x : r′},P′,r) | T) |
b(h′,C′ + C′′,H′ + H′′,T′ | (B+ {x̃ : ṽ},P,null)) | A,R

In order for the continuation (P′) to be aware of the properties of the selected
provider, it may define a variable (x in the rule) that will be bound to the map holding
this information in the heap. The access syntax is x < F >, e.g., props < version >

for instances props of x and version of F.

∗ Whether the properties are an integral part of the service’s interface is a topic that is still under discus-
sion. We have chosen to couple both these things, obliging each provider to supply a value for every
property defined for the service.

† In this rule we adapt to sequences the set-related concept and notation of cardinality.
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Another behavior easy to define is negative selection, e.g., obtain a provider whose
property value is not a given value, nor is in a given set of values. For this purpose
we define, respectively, the not and notin keywords.

7.2.4 Programming Examples

We illustrate the model with two small examples. To have a complete comput-
ing model, we assume the existence of the usual language constructs, such as branch
selection and loops; primitive constants; some datatypes, such as lists; and
input/output operations.

The first example illustrates a simple client–server relationship. Code in listing 7.1
exemplifies the interaction with service WebEngine that defines a method query
with signature: List query(String).

The migrated session performs the desired query and returns the result. The
operation is synchronous, causing the calling thread to wait for the result. Once it
is available in lst, the print method of some I/O dedicated object sends it to the
standard output.

Listing 7.1: Client code
L i s t l s t = WebEngine { return query ( ”PDPA book ” ) ; } in

i o . p r i n t ( l s t ) ;
error

i o . p r i n t ( ”No engine found ” ) ;

The second example shows how service-oriented mobility can be used to perform
a task on a particular network, without knowing its composition in advance.

The task at hand is to install a given software package in all the hosts of a network.
We begin by defining a service InstallHomeBase that must be running in every
host willing to receive software updates. Its purpose is to provide the means for
remote code to locally install packages by featuring the following three methods:
isSoftwareInstalled to check if the software is already installed; install to install
the software and obtain the status of the operation; and errorReport to report an
error to the network administrator.

Listing 7.2: Remote software installation
L i s t h o s t L i s t = new L i s t ( ) ;
S t r i ng sof tware = ” someSoftwarePackage ” ;
while ( true ) {

Instal lHomeBase<host notin hos tL i s t > {
i f ( ! i s S o f t w a r e I n s t a l l e d ( sof tware ) ) {

byte [ ] s o f t = Reposi tory { return getSoftware ( sof tware ) ; }
in {

i f ( ! i n s t a l l ( s o f t ) ) er rorRepor t ( ” could not i n s t a l l se rv i ce ” ) ;
}
error errorRepor t ( ” could not access r e p o s i t o r y ” ) ;

}
}
in <props> h o s t L i s t . add ( props<host >) ;
error break ;

}
i o . p r i n t ( h o s t L i s t + ” v i s i t e d ” ) ;
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The code in listing 7.2 begins by finding an implementation of service Install-
HomeBase, whose location is not in list hostList. It then uploads a session to per-
form the installation. If the package is not already installed, a new session is created
to fetch the package from a repository, here represented by service Repository with
method getSoftware. The package comes in form of a byte array to be handled by
the install method. If the installation or the quest for a repository fails, an error is
generated by using the errorReport tool.

Note that the software variable occurs free in both the InstallHomeBase and
Repository sessions, and thus its instantiation is not bound to either of them.

The location of every InstallHomeBase provider retrieved is saved in the hostList
list. When no new provider is found, all of the currently available implementations
of InstallHomeBase in the network have been visited, and the work is done.

By means of syntactic sugar we can give a lighter, more expressive and intuitive
clothing to this code, as presented in listing 7.3.

Listing 7.3: Remote software installation (v2)

S t r i ng sof tware = ” someSoftwarePackage ” ;
f o r a l l ( Instal lHomeBase ) {

i f ( ! i s S o f t w a r e I n s t a l l e d ( sof tware ) ) {
byte [ ] s o f t = Reposi tory { return getSoftware ( sof tware ) ; }
in {

i f ( ! i n s t a l l ( s o f t ) ) er rorRepor t ( ” could not i n s t a l l se rv i ce ” ) ;
}
error errorRepor t ( ” could not access r e p o s i t o r y ” ) ;

}
}
i o . p r i n t ( h o s t L i s t + ” v i s i t e d ” ) ;

7.3 Encoding in a Process Calculus

In this section, we present the encoding of the base model into an extension of the
LSD π-calculus [23] that incorporates some of the features of the Typed Concurrent
Objects (TyCO) process calculus [28]. We propose an encoding that will give us the
framework upon which we aim to prove an operational correspondence between the
abstract machine and the calculus [19]. This is particularly important as it provides a
form of language security often overlooked when defining high-level constructs.

We have chosen this calculus because of its object-based syntax, which provides
a good framework to encode SOMAM agents, and its simple model of distribution
first proposed in Ref. [29] and further refined in the LSD π-calculus [23]. Another
important aspect is the implementation support provided by the compiler and the
run-time system featured in the TyCO language release.∗ This implementation will
give us the platform we need for a future implementation. Finally, we considered our
own familiarity with the calculus, its associated language and implementation.

∗ http://www.dcc.fc.up.pt/tyco/.
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7.3.1 Distributed Typed Concurrent Objects

In this section, we present an extension of the LSD π-calculus that incorporates
some of the features of the TyCO calculus. The TyCO calculus is a form of
asynchronous π-calculus, featuring objects, asynchronous method invocations, and
process definitions as fundamental abstractions. Objects are sets of methods that are
placed in channels. A method is selected by sending an asynchronous message tar-
geted at the channel that holds the object. Thus, these messages are in fact method
invocations. Process definitions allow for the abstraction of a process on a set of
parameters, and enable recursion.

Distributed TyCO (DiTyCO) was introduced in Ref. [29], presenting the guide-
lines for incorporating distribution and mobility in TyCO. The features introduced
were lexical scoping for identifiers, located computations or sites, and code mobility
(driven by lexical scope).

A subcalculus of DiTyCO was later selected for a more in-depth study of its seman-
tics, LSDπ . This calculus differs from DiTyCO in that it does not have objects as
inputs nor process definitions. The calculus that we use as the target of the encoding
includes these constructs from DiTyCO; it extends LSDπ with DiTyCO-like objects;
DiTyCO-like process definitions to replace replicated inputs (a ? ∗ (x̃) = P ); vari-
ables; and expressions over primitive types. Adding objects to LSDπ does not raise
any concerns, since the semantics of the calculus require only minor changes. The
same happens with the addition of expressions and primitive values. The substitution
of replicated input with process definitions is not that easy. It requires the addition of
a new set of rules to handle the migration of definitions, such as the one defined in
Ref. [16]. Although the calculus presented here is not exactly the same proposed in
Refs. [16,29], since it uses some of the features particular to the LSD π-calculus we
will still refer to it as DiTyCO.

7.3.1.1 Syntax

The grammar in Table 7.4 defines the syntax of the DiTyCO networks. The required
syntactic categories are presented in Table 7.5. Some syntactic restrictions are
assumed for processes, namely the parameters x̃ of a process definition U(x̃) = P ,
or in a method definition l(x̃) = P , are pairwise distinct; the labels li are pairwise
distinct in a method collection {l1(x̃1) = P1 · · · ln(x̃n) = Pn}; and the definitions
Ui in a process U1(x̃1) = P1 · · · Un(x̃n) = Pn are pairwise distinct.

7.3.1.2 Semantics

The operational semantics of our calculus is based on the one for LSDπ described
in Ref. [23]. The only exceptions are the rules regarding process definitions which
are inherited from DiTyCO (thus inferred from the TyCO calculus). Here we only
give a general overview of the calculus, presenting the rules more relevant for its
comprehension. The base for a more in-depth study can be found in the bibliography.
We begin with a general description of the structural congruence rules:



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C007 Finals Page 214 2008-10-22 #18

214 Process Algebra for Parallel and Distributed Processing

TABLE 7.4: Syntax of DiTyCO networks.

N,O ::= 0 Terminated network
| N | O Concurrent composition
| (ν s) N New located site
| (ν g) N New located channel
| def X1@s(x̃1) = P1 · · ·

Xn@s(x̃n) = Pn in N Located recursive definition
| s[P ] Site running a process

P,Q ::= 0 Terminated process
| P | Q Concurrent composition
| (ν s) P New located site
| (ν n) P New channel
| u ! l(ṽ) Asynchronous message
| u ? {l1(x̃1) = P1 · · · ln(x̃n) = Pn} Object
| def U1(x̃1) = P1 · · ·Un(x̃n) = Pn in P Recursive definition
| U(ṽ) Instantiation

TABLE 7.5: Syntactic categories of DiTyCO networks.

r, s ∈ TySite Sites
a, b ∈ TySChannel Simple channels
a@s ∈ TySChannel@TySite Located channels
u, v ∈ TyValue = TySChannel ∪ TySChannel@TySite Values
n,m ∈ TyName = TyValue ∪ TySite Names
g ∈ TyGlobal = TySChannel@TySite∪ TySite Global names
x, y, x ∈ TyVar Variables
X,Y ∈ TySDef Simple definitions
X@s ∈ TySDef@TySite Located

definitions
U,V ∈ TyDef = TySDef ∪ TySDef@TySite Definitions
l ∈ TyLabel Labels
M ∈ TyMeth = TyLabel �→ TySChannel × TyProc Method

collections
P,Q ∈ TyProc Processes
N,O ∈ TyNet Network

[S-SCOS1] (ν a@s) s[P ] ≡ s[(ν a@s) P )] if a �∈ fn(P )

[S-SCOS2] (ν a@s) s[P ] ≡ s[(ν a) P )] if a@s �∈ fn(P )

[S-MIGO] s[a@s ! l(ṽ)] ≡ s[a ! l(ṽ)]
[S-MIGI] s[a@s ? M] ≡ s[a ? M]
[S-NCOMM] def U(x̃) = P in

(ν n) E ≡ (ν n) def U(x̃) = P in E if n �∈ fn(P )

[S-DCOS] def X@s(x̃) = P in
s[Q] ≡ s[def X(x̃) = P in Q]

[S-INST] s[X@s(ṽ)] ≡ s[X(ṽ)]

Rules [S-SCOS1] and [S-SCOS2] allow for the scope of names to be local to a
process. Function fn() returns the set of names that occur free in a process. Rules
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[S-MIGO] and [S-MIGI] indicate that, regarding communication, channels bound to
a site can be viewed as simple channels within that site.

Rules regarding process definitions are inherited from DiTyCO (thus inferred from
the TyCO calculus). Here we present [S-NCOMM] for the commutation of definitions
with name creation, and rules [S-DCOS] and [S-INST] that apply the same lexical
scoping concepts over definitions that we find in rules [S-SCOS] and [S-MIGO].

In rules [S-MIGO], [S-MIGI], and [S-INST] simple names are implicitly located at
the site where the process is executing. When these names are sent over the network
their lexical scope must be preserved. For that purpose we define a function σ to
handle name translation over intersite communication:

σrs(a)
def= a@r σrs(X)

def= X@r

σrs(a@s)
def= a σrs(X@s)

def= X

σrs(a@s′) def= a@s′ s �= s′ σrs(X@s′) def= X@s′ s �= s′

We may now define the reduction rules over networks and processes. Reduction
occurs by communication between objects and messages and by instantiation of
definitions, and it is always local. Mσrs , Pσrs , and ṽσrs denote the application of
the σ function to all the free channels and definitions in M , P , and ṽ.

[R-COMM] a ? {... l(x̃) = P ...} | a ! l(ṽ)→ P {ṽ/x̃}
[R-MIGO] r[a@s ! l(ṽ)]→ s[a ! l(ṽσrs)] r �= s

[R-MIGI] r[a@s ? M]→ s[a ? Mσrs] r �= s

[R-SITE]
P → Q

s[P ]→ s[Q]

[R-INST] def X1@s(x̃1) = P1 · · · Xn@s(x̃n) = Pn in s[Xi(ṽ)]→
def X1@s(x̃1) = P1 · · · Xn@s(x̃n) = Pn in s[Pi{ṽ/x̃i}]

[R-FETCH] def X1@r(x̃1) = P1 · · · Xn@r(x̃n) = Pn in s[Xi@r(ṽ)]→
def X1@r(x̃1) = P1 · · · Xn@r(x̃n) = Pn in
s[def X1(x̃1) = P1σrs · · · Xn(x̃n) = Pnσrs in Xi(ṽ)] r �= s

Rule [R-COMM] defines reduction through communication by selecting the method
with label l of the object placed at a. The resulting process is the body of the method
whose parameters are replaced by the given values. Rule [R-INST] defines another
type of reduction, instantiation, that creates an instance of the X process definition.
Similarly with the previous rules, the resulting process is the body of the process
definition whose parameters are replaced by the arguments of the instantiation.

The migration over networks is defined based on the principle that all reduction
occurs locally within sites. Rule [R-SITE] forces local reduction only. It states that
sites reduce only if the process running within their boundaries reduces. Rules [R-
MIGO] and [R-MIGI] allow the shipment of messages and objects targeted at a chan-
nel to the site where it is located. The behavior for process definitions is different.
Rule [R-FETCH] extends the rule for the download of definitions found in Ref. [17],
rather than uploading the instantiation to the site of origin. The extension widens the
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TABLE 7.6: Syntax of expressions.

e ::= e bop e | uop e | (e) | c Expressions
bop ::= and | or | + | − | ∗ Binary operations

| / | % | ˆ | == | / =
| < | > | <= | >=

uop ::= − | not Unary operations

scope of the rule to download all the code in the original definition, not just Xi , to the
site performing the instantiation. We chose to download the entire group of defini-
tions to minimize code references to the site from where the code was downloaded.

To enable us to write a simpler and cleaner encoding, we add expressions (e) and
primitive values (c) to this calculus, as well as conditional execution (the if instruc-
tion). Expressions are given by the grammar in Table 7.6, and the syntax of the if
instruction is if e then P else Q.

The static semantics of the calculus can be derived from the type-system for
LSDπ [23], with the rules for objects, definitions, and expressions taken from the
type-system of TyCO [28]. Both these type-systems have been formally studied, and
provide type-safety, such as the absence of protocol errors of well-typed programs,
and the formally proved substitution and subject-reduction lemmas. No study has
been made regarding definitions in a distributed context.

7.3.2 Encoding

In this section, we present the formal encoding of the SOMAM in the form of
a map that transforms a state of the abstract machine into a DiTyCO network. Our
encoding uses a top-down approach from the point of view of the structure of the
abstract machine. Therefore, we begin by presenting the encoding for the whole
network, and move down to its components.

The encoding of the network consists of encoding the pool of providers currently
in execution and the resolver. We define a map [[ ]]ϕ to encode a state (A,R) into
a DiTyCO network. The map is defined for a set of agents with keys a1, . . . ,am
in A and

R = {S1 : {ai | i ∈ [1,j] j < m}, . . . ,Sn : {ai | i ∈ [1,k] k < m}}
Notice that the main encoding map will resort to other maps of appropriate

domains, to provide the encoding for the components of the state. For simplicity
we use the same notation [[ ]]ϕ for all these maps.

ϕ is the set of environment variables required to pass top-level information to the
encoding of the lower-level components of the abstract machine. The environment
variables are

• REF is a map that, given a heap reference or a service, returns the channel
holding its encoding. To ease the reading we denote ϕ(REF(r)) by ch(r) and
ϕ(REF(S)) by ch(S).
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• RET is the channel to handle the reception of the result of the thread currently
being encoded.

• KEY is the string representation of the key of the provider currently being
encoded.

Notation: The DiTyCO variable that encodes a SOMAM variable x is denoted by
xx. The DiTyCO definition variable that encodes a SOMAM class X is denoted
by XX. The DiTyCO label that encodes a SOMAM method label l is denoted by
ll. These notations are extended to sequences of both variables and classes.

7.3.2.1 Network

To encode the network we need to define a set of DiTyCO sites plus a set of chan-
nels and definitions at the network level, since their scope encompasses several sites.
The ServiceRegistry definition abstracts an object target of the encoding of an entry
of the resolver. Each entry must be encoded in a different channel to solve type con-
flicts that may appear between different service registries. Maps are implemented in
DiTyCO as lists of pairs (or equivalent). Since different services have distinct inter-
faces, type conflicts may arise from the fact that a list is only typeable in DiTyCO
if each of its elements has the same type. This requirement makes the encoding of
R as a map implementation in DiTyCO impossible, since, in general, services have
different types.

The object abstracted in ServiceRegistry is parameterized by the type and the list
of providers of the service, and features methods register, remove, and find. These
allow, respectively, for the registry, removing, and retrieving of a provider, given its
key (key). The key is a constant used to enable provider comparison, since DiTyCO
does not allow direct comparison of channels. This mechanism is used to ensure that
a process does not migrate to its own site, and to identify the provider to remove
from the set in the remove method. Unique keys are generated from agent identi-
fiers by an abstract function agentKey(), that can be easily implemented by resorting
to strings.

When encoding a SOMAM network the scope of some channels have to encom-
pass several of the generated sites, and thus must be created at network level. These
are the channels holding service implementations, that must be visible in their site
of origin and in the site hosting the resolver, and the ones used to encode process
mobility. The execution of a remotely uploaded process produces a result that must
be sent to the original agent. This behavior is implemented by passing a channel
whose scope must encompass both the sites in the operation (the provider and the
requirer).

On the other hand, channels used to encode local heap values only encompass
most of the agent’s components. We could create them at the agent’s level, but, for
the sake of simplicity, we opt to also create them here, at the network level.∗ This

∗ The scope of only locally visible channels can be narrowed to the respective site by the means of
DiTyCO structural congruence.
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concentrates the creation of all heap encoding channels in function netChs that, given
the network, inspects the heap of each agent and the provider to generate all the
necessary channels:

netChs : Network× TyNet �→ TyNet

netChs(a(h,C,H · (r : ),T) | A,R, N) = (ν ch(r)@sa)

(netChs(a(h,C,H,T) | A,R, N))

netChs(a(h,C,∅,T) | A,R, N) = netChs(A,R, N)

netChs(0A,R · S : (α,I),N) = (ν ch(S)@sR) (netChs(0A,R, N))

netChs(0A,∅, N) = N

The heap representation of a given object or provider mapped by r in agent a will
be placed in channel ch(r)@sa. netChs also creates the channels required to encode
the resolver. For each registered service S, it creates channel ch(S)@sR. We thus
have the encoding of a network given by

[[A,R]]ϕ
def= (ν sR) (ν sa1) . . . (ν san)

def ServiceRegistry@sR(self type providerList) = self ? {
register(key provider) = . . .

remove(key) = . . .

find(key replyTo) = . . .

}
EmptyStringMap@sR(self) = self ? {. . . }
StringMap@sR(self) = self ? {. . . }
in (netChs(A, sR[[[R]]ϕ] | [[A]]ϕ))

where ϕ contains in REF the channels associated to all the heap references and
services collected in function netChs. The target calculus is not location-aware and
thus the location of a site is not expressible.

7.3.2.2 Resolver

As explained above, each entry of the resolver map is encoded in a different
channel. This channel (ch(S)@sR) holds the list of providers of a given service S. In
other words, it holds the channel’s target of the encoding of each service.

Each element of the map is thus registered by creating an instance of the
ServiceRegistry definition placed at ch(S). This instance keeps a map that, for
each provider, associates the agent’s key to the service provided. Definitions
EmptyStringMap and StringMap implement this map from strings to channels
holding providers of a given service. The toString function returns the string
representation of the argument. We assume that types are stored in some string
representation.
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[[R · S : (α, {self@a1, . . . , self@an})]]ϕ def=
(ν a0) (ν a1) . . . (ν an) (

EmptyStringMap(a0) |
StringMap(a1 agentKey(a1) ch(self)@sa1 a0) | · · · |
StringMap(an agentKey(an) ch(self)@san an−1) |
ServiceRegistry(ch(S) toString(α) an)

) | [[R]]ϕ

[[∅]]ϕ def= 0

7.3.2.3 Agents

An agent with key a is encoded into a site sa. Within its boundaries runs a
process composed of a set of built-in definitions and channels defined at top level
(gathered in function localChs) and, in their scope, the encoding of the agent’s
components:

[[a(h,C,H,T)◦ | A]]ϕ
def= sa[localChs(false, def [[C]]ϕ′ in ([[H]]ϕ′ | [[T]]ϕ′ ))] | [[A]]ϕ

[[a(h,C,H,T)• | A]]ϕ
def= sa[localChs(true, def [[C]]ϕ′ in ([[H]]ϕ′ | [[T]]ϕ′))] | [[A]]ϕ

[[halt(a) | A]]ϕ
def= ch(self)@sa ! halt() | [[A]]ϕ

[[0A]]ϕ
def= 0

where ϕ′ = ϕ + {KEY : agentKey(a)} adds the key of the agent to the environment
of the encoding of its components. Halting events are translated into invocations of
the halt method on the target provider.

Function localChs, defined below, receives a boolean value that indicates whether
the agent is tagged for conclusion or not (ht), and the DiTyCO process with the
encoding of the components (P ). The function resorts to the AgentManager
definition, and its instance amg, to keep track of the contents in the agent’s heap,
the number of threads currently in execution, and whether the agent has been tagged
for conclusion. The parameters of the definition are the number of currently executing
remote sessions (n); a channel holding a list of processes that perform the discarding
of each element in the heap (objs); and a boolean value indicating whether the agent
is tagged for conclusion (halt). The objs parameter stores, for each heap element,
a process that removes the element itself from the heap. This requires some sort of
list implementation provided by definitions EmptyList and List. Besides the usual
list operations, these allow for the triggering of the stored processes, by means of
the trigger method.
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localChs(ht, P )
def= def EmptyList(self) = self ? {...}

List(self) = self ? {...}
AgentManager(self n objs halt) =
self ? {
addObj(obj) =

(ν replyTo) (

objs ! put(obj replyTo) |
replyTo ? (list) = AgentManager(self n list halt))

addThread(replyTo) =
AgentManager(self n+1 objs halt) | replyTo ! ()

return(replyTo) =
if n == 1 and halt == true then objs ! trigger()

else (AgentManager(self n-1 objs halt) | replyTo ! ())

halt() =
AgentManager(self n objs true)

}
in (ν amg) (ν objs)

(EmptyList(objs) | AgentManager(amg 0 objs ht) | P)

The set of methods featured in amg are addObj that adds a process to discard
an heap element; addThread, invoked whenever a new remote session is launched,
that increases the number of accounted threads; halt that tags the agent by setting
the halt flag to true; and return, invoked whenever a remote session terminates, that
tests the two conditions necessary to terminate the agent’s execution: no threads in
execution and the agent is tagged. If these conditions are satisfied, the agent’s heap
is discarded by triggering the processes stored in objs. With no heap and no threads,
all the agent’s code reduces to 0, terminating its execution.

7.3.2.4 Code Repository

Classes for both providers and local objects are encoded in dedicated definitions
parameterized by the attributes of the given class, and the built-in self parameter, the
channel where the object is placed. These are the only names that occur free in the
body of the definition for local objects. In order to be able to move code from one
site to another without leaving remote references, we want the process definitions
associated to SOMAM classes to be self-contained. In other words, not to have any
free names.∗

∗ When a definition is downloaded, the free variables it contains are transformed into network references,
bound to their site of origin. See the definition of the σ translation function in DiTyCO.
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[[C · X : (x̃,M, X̃, )]]ϕ
def= XX(self x̃x) = self ! {

[[M,XX, self x̃x]]

discard() = 0

clone(buddy replyTo) =
XX(self x̃x) |
buddy ! () |
buddy ? () = (ν a1) . . . (ν an) (

xx1 ! clone(buddy a1) |
a1 ? (y1) = (xx2 ! clone(buddy a2) |
. . .

an−1 ? (yn−1) = (xxn ! clone(buddy an) |
an ? (yn) = (ν ref) (

XX(ref y1 ... yn) |
replyTo ! (ref) )

) . . . )

)

}
[[C]]ϕ

The self object contains the encoding of the methods of the class (M), plus methods
discard and clone. The purpose of the first is to remove the object from the self
channel, thus eliminating it from the heap. The second returns a clone of the object,
located at a remote site. The cloning is done by placing the creation of a new
instance of the definition in a channel from the target site (buddy) that is received
as argument. The semantics of remote instantiations is given by rule [R-FETCH]
of the calculus, which allows the downloading of sets of definitions, and thus, can
be used to download all the code required by the XX definition. This provides the
means for the target site to automatically hold all the code required by the new
instance.

To instantiate the definition we need to provide values for its self parameter and
for the ones associated with the attributes of the class. All these are created under the
scope of buddy, thus bound to the remote site. The value for self is a new channel,
while the values for the attributes of the class are obtained by recursively cloning
the attributes of the current instance. This process creates a closure of all the code
required by the class.

Classes related to providers require two extra parameters: key, to hold the agent’s
key, three extra methods, halt, getRemoteChannels, and getKey, and the modifi-
cation of the implementation of method clone, since providers are not cloned. The
result of the operation is the provider itself.
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[[C · X : (x̃,M, X̃,S)]]ϕ
def= XX(self key x̃x) = self ? {

...

clone(buddy replyTo) =
XX(self key x̃x) | replyTo ! (self)

halt() =
ch(S)@sR ! remove(key) | amg ! halt()

getRemoteChannels(replyTo) =
XX(self key x̃x) | (ν buddy) replyTo!(buddy amg)

getKey(replyTo) =
XX(self key x̃x) | replyTo ! (key)

}
[[C]]ϕ

Method halt removes the agent from the resolver and invokes the method with the
same name in amg to place the tag. The getRemoteChannels method provides
the remote (buddy) channel required by the clone method, plus the local man-
ager needed to update the number of running threads on session uploading. getKey
returns the agent’s key.

The encoding of the methods of the class requires the identifier and the parame-
ters of the DiTyCO definition associated to the class currently being encoded. The
last two are required to generate the recursive call to the definition that simulates
the behavior of a persistent object. Besides the recursive call, the resulting code
contains the encoding of the body of the method. The environment is updated with
the variable to handle the method’s return value.

[[M · l : (x̃,P),X, ỹ]]ϕ
def= [[{l : (x̃,P)},X, ỹ]]ϕ [[M,X, ỹ]]ϕ

[[{l : (x̃,P)},X, ỹ]]ϕ
def= ll(x̃x replyTo)=X(ỹ) | [[(∅,P,null)]]ϕ=ϕ+{RET:replyTo}

7.3.2.5 Heap

The heap contains two kinds of elements: references for objects and providers
(of the form (r : (B,X))), and references holding a thread waiting for the computa-
tion of a result (of the form (r : (x : (B,P,r′)))). The first are encoded in a simple
instantiation in ch(r) of the definition associated to the given class, plus the registry
in the local agent manager of the process to discard the value from the heap. The
values for the instantiation of the definition are the channels holding the attributes
of the instance. Providers require a value for the extra key parameter, retrieved from
the environment.
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References waiting for a result are encoded in an instance of dedicated
ResultHandler definition. The object abstracted contains method getRemote
Channels (as the encoding for classes) plus method handleResult to restart the
execution of the thread suspended on the result. In contrast to the other heap ele-
ments, we define a ResultHandler definition for each reference holding a suspended
thread. This is required due to the fact that the type of the object abstracted in the
definition is bound to the type of the result to handle. Thus, a single ResultHandler
definition would force every result to be of the same type.

[[H · self : ({x̃ : r̃},X)]]ϕ
def= XX(ch(r) ϕ(KEY) ch(r̃)) |

(ν a)(a ?()=ch(r) ! discard()|amg ! addObj(a)) |
[[H]]ϕ

[[H · r : ({x̃ : r̃},X)]]ϕ
def= XX(ch(r) ch(r̃)) |

(ν a)(a ?()=ch(r) ! discard()|amg ! addObj(a)) |
[[H]]ϕ

[[H · r : (x, (B,P,r′))]]ϕ
def= def ResultHandler(self) = self ? {

getRemoteChannels(replyTo) =
ResultHandler(self) |
(ν buddy) replyTo ! (buddy amg)

handleResult(xx) =
[[(B,P,r′)]]ϕ

} in ResultHandler(ch(r)) | [[H]]ϕ

[[∅]]ϕ def= 0

7.3.2.6 Pool of Threads

The translation of a pool of running threads consists of translating each thread
individually, and composing in parallel the resulting DiTyCO processes. We define
a rule for threads that place results in the local heap, extracting the channel hosting
the target reference, and a rule for threads that output a result to a remote refer-
ence. These require the result to be placed in the heap of the original agent, which
involves the creation of a clone of the value at the target heap. In the environment
of the thread running the session, the channel to handle the result (a) is in charge
of cloning and forwarding the result to the calling agent. The r reference hold-
ing the suspended thread is only known to the thread that must locally place the
result.
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[[(B,P,r) | T]]ϕ
def= [[(B,P,null)]]ϕ=ϕ+{RET:ch(r)} | [[T]]ϕ

[[(B,P,r@b) | T]]ϕ
def= [[(B,P,null)]]ϕ=ϕ+{RET:ch(r@sb)} | [[T]]ϕ

[[(B,P,null]]ϕ·RET:ch(r)@sb
def= (ν a) (

(ν b) (

amg ! addThread(b) |
b ? () = [[(B,P,null)]]ϕ=ϕ+{RET:a}

) |
a ? (x) = (ν b) (

amg ! return(b) |
b ? () = (ν a) (

ch(r)@sb ! getRemoteChannels(a) |
a ? (buddy amg) =

buddy ! () |
buddy ? () =

(ν b) (

x ! clone(buddy b) |
b ? (xx) =

[[(∅, return x,null)]]ϕ=ϕ+{RET:ch(r)})
)))

[[0]]ϕ
def= 0

Session uploading is the sole operation that modifies the number of threads in
an agent, since local invocations simply replace one thread by another. Hence, the
execution must be delimited by the updating of the local thread accounting, i.e., by
local agent manager interaction.

The third rule is a simple transformation that we need to operate in order to apply
the previous rule in the encoding of session uploading.

To allow for SOMAM threads to be constructed from DiTyCO processes, as is
required by method bodies, we define the following rule:

[[(∅,P,null)]]ϕ{x̃x/ch(r̃)} def= [[({x̃ : r̃},P,null)]]ϕ

7.3.2.7 Program Instructions

The next step* is to present the encoding for each of the SOMAM instructions.
Here we assume that all references (or associated channels in the environment
variable RET) defined to hold the result of the thread are local to the agent (site).
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7.3.2.7.1 Creation of a New Provider The encoding of the creation of a new
provider (b) to be placed in a reference self, requires (1) a new site for the provider
identified by a fresh site identifier sb, which must be located at the same host of
the site for the current agent; (2) a new channel (ch(self)@sb) where the heap
representation of the provider will be placed; (3) a process to perform the registry of
the new service implementation in the resolver; (4) replacing all the occurrences of
xx in the continuation of the current agent by the channel holding the new provider
(the agent that creates the new provider keeps a binding for it); and (5) a process
to launch the execution of the new agent. This process creates the new instance of
the provider’s class. For that it must also create clones of the values given to its
constructor. The code required by these attributes is automatically downloaded by
the instantiation of the definition (see rule [R-FETCH] of the DiTyCO calculus).

The encoding of the creation of a new provider b instance of class X with entry
C(X) = (x̃,M, X̃,S) in the repository and B(ṽ) =r̃ is

[[(B,x = new X(v1 . . . vn) P,null)]]ϕ·RET:ch(r)
def=

(ν sb) (ν ch(self)@sb) (

[[(B+ {x : self@b},P,null)]]ϕ·RET:ch(r) |
ch(S)@sR ! register(ch(self)@sb agentKey(b)) |
(ν a@sb) (

a@sb ! () |
a@sb ? () =

localChs(false,

def [[code(X,C,∅)]]ϕ+{KEY:agentKey(b) in (ν a1) . . . (ν an) (

ch(r1) ! clone(a@sb a1) |
a1 ? (y1) = (ch(r2) ! clone(a@sb a2) |
. . .

an−1 ? (yn−1) = (ch(rn) ! clone(a@sb an) |
an ? (yn) = (

XX(ch(self)@sb agentKey(b) y1 ... yn) |
(ν a) (a ? () = ch(self)@sb ! discard() | amg ! addObj(a))

) . . . )))

)))

We begin by creating site sb and channel ch(self)@sb. In their scope we place
the continuation of the current agent, the registry of the new provider in the resolver,
and, in the scope of a new channel a@sb, the provider’s initial state. A reduction in
a@sb causes the later process to migrate to sb and execute there.

The registry in the resolver map requires a register method call targeted at the
channel that is dedicated to that service. The arguments of the call are the channel
where the provider is answering (ch(self)@sb) and the provider’s key.

The process that defines the provider’s initial state uses macro localChs to create the
required built-in definitions and channels. The instantiation of definition XX receives
locally located clones of the values given to the constructor, along with the agent’s
key. All the code required by XX (given code(X,C,∅)) is uploaded, in contrast with
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the code required by the arguments, downloaded during the cloning operations. The
uploaded code terminates with the process to remove the agent from the local heap.

7.3.2.7.2 Service-Oriented Process Mobility The first step is to find a provider
of the required service. This is done by invoking method find in the object respon-
sible for the registry of the service in the network (ch(S)@sR). The encoding, for
B(x̃) =r̃, is thus given by

[[(B,x = S P in P′ error P′′,null)]]ϕ·RET:ch(r)
def=

(ν b) (

ch(S)@sR ! find(ϕ(KEY) b) |
b ? {
found(x) = (ν ch(r′)) (

[[r′ : (x, (B,P′,r))]]ϕ |
(ν a) (

x ! getRemoteChannels(a) |
a ? (buddy amg) =
buddy ! () |
buddy ? () = (ν b) (

x ! getKey(b) |
b ? (agentKey) = (ν a1) . . . (ν an) (

ch(r1) ! clone(buddy a1) |
a1 ? (xx1) = (ch(r2) ! clone(buddy a2) | . . . |

an−1 ? (xxn−1) = (ch(rn) ! clone(buddy an) |
an ? (xxn) = [[(∅,P,null)]]ϕ=ϕ+{KEY:agentKey,RET:ch(r′)}

) . . . )

))))

notFound() = [[(B,P′′,null)]]ϕϕ · RET : ch(r)

})

The outcome of the invocation of method find triggers two different local behav-
iors. If a provider is found, a reference to hold the suspended thread and handle the
result must be created, and the code of the session uploaded. This code is abstracted
on a set of free names that must be gathered. The call by value semantics approach
requires the creation of clones at the target site.∗ Note that, in order to relate to its
new location, the environment of the migrated process is updated with the key of the
target agent, obtained by resorting to the getKey method. Also note that the set of
bindings of the uploaded session is built from the generated clones.

∗ The procedure is the same as the one used in the creation of a new provider.
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If no provider is found, the error handling code is selected. Note that the amg
channel obtained from the agent hosting the service is required by the encoding of
(∅,P,null).

7.3.2.7.3 Method Invocation The encoding creates a heap reference to hold the
result (r′), suspends the current thread upon it, notifies the local manager that a new
thread is going to be launched, and finally invokes the method with arguments ch(r̃)

(for B(ṽ) =r̃) and with ch(r′) (the channel to where the result must be sent). Once
more for B(ṽ) =r̃ we have

[[(B,x = l(ṽ) P,null)]]ϕ·RET:ch(r)
def= (ν ch(r′)) (

[[{r′ : (x, (B,P,r))}]]ϕ |
ch(self) ! ll(ch(r̃) ch(r′))

)

7.3.2.7.4 Returning a Result The execution of the return instruction sends the
value to the channel that will handle its placing (or cloning in remote sessions). Note
that the rule is only applicable if no reference to hold the result is defined. This forces
the RET environment variable to be defined.

[[(B · {v : r}, return (v),null)]]ϕ
def= ϕ(RET) ! handleResult(ch(r))

7.4 Implementation

In this section, we discuss how the SOMAM can be implemented. A common
approach would be to build a dedicated virtual machine. However, the choice of
a TyCO-based calculus as the target of our encoding allows us to use the existing
run-time infrastructure for the TyCO language [6,16]. This infrastructure supports
the distribution and mobility constructs defined for DiTyCO in Ref. [16], and so,
for the sake of uniformity, we shall refer to it as DiTyCO. The syntax of the lan-
guage is slightly different from the one presented for the calculus, since it does not
support network-level operations, such as channel creation. These operations must
be performed within a site.

With this framework, we only need to implement a SOMAM to DiTyCO language
compiler, since we can use the already available DiTyCO compiler to produce the
final code. In this context, the encoding of the previous section can now be used as
the base for our compilation scheme.

7.4.1 Compiler

As illustrated in Figure 7.1, the compilation process is divided into two steps. The
first is the SOMAM to DiTyCO compiler that produces an intermediate file to be
supplied as input to the second stage, the DiTyCO language compiler. This compiler
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generates the final program, written in an intermediate language called Multithreaded
Intermediate Language (MIL) [22,30].

Only well-typed source programs can be successfully compiled into DiTyCO.
This implies a network connection to check if the types locally inferred for the
required and/or provided services match the ones already defined in the network,
as is explained in Section 7.2.1. This means that the first step of the compiler is also
responsible for inferring the types of the services used in the program, and checking
them against the types registered in the resolver. The resolver, as with all SOMAM
agents, is compiled into a DiTyCO site. Thus, the network interaction required to
perform the type-checking must be implemented in DiTyCO. To enable disconnected
compilation, the type-checking stage can be pushed to the beginning of the run-time
execution. This, however, requires a mechanism to store this extra information in the
MIL file, in order to be available at run-time.

The output generated by the first stage of the compiler is mostly the adaptation of
the encoding to the concrete syntax of the language. Exceptions are the cases that
require operations that are simply not available in the language, such as site and
remote channel creation. These operations are compiled into methods of a primitive
object that resorts to a run-time library of native code.∗ This procedure is common
in the DiTyCO framework, e.g., to include string operations. We resort to it a second
time, in order to allow for the resolver to access the typing-system at run-time. In the
original platform, the type-system is only used by the compiler.

7.4.2 Run-Time System

A SOMAM network is now mapped into several DiTyCO sites running SOMAM
agents plus a site running the resolver (Figure 7.2). The run-time system for each
of these is composed of the original DiTyCO run-time plus two libraries: the one to
handle the extra primitive object, and the one to access the type-system.

∗ The DiTyCO run-time is implemented in Java, and thus, the mentioned run-time libraries are composed
of sets of Java classes.
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7.5 Related Work

Software mobility has been a research topic for several years and many different
approaches to the matter have been proposed. In this section, we overview the work
that more closely relates to the SOMAM, beginning by identifying some aspects
that cut across different approaches.

Mobility can be classified as strong or weak, according to the transfer (or not)
of the computation’s execution state. Strong migration provides a more intuitive pro-
gramming model, since the migration of the execution state allows for the
transparent resumption of the computation at the exact same point where it was inter-
rupted. Weak migration relies solely on the migration of code and data, which, when
moving computations, requires the implementation of some reception code to trigger
the execution.

A common ground is the fact that all systems, until now, model mobility in terms
of network node abstractions. In other words, computation moves toward network
nodes (either physical or logical). In this context, the approach followed by the
SOMAM is unprecedented.

Many languages that cope with mobility have some formal framework that allows
for the proof of correctness properties. These languages are mostly different forms
or extensions of the π-calculus [13,18]. They define process algebras that, in most
cases, were initially aimed to model concurrent processes and later where extended
to cope with distribution and mobility.

The Distributed π-calculus [12] is an extension of the π-calculus to distributed
settings. Hosts are abstracted in a new syntactic category, named location, that defines
the boundaries for process execution. Mobility is weak and explicit. Movement is
triggered by the use of a primitive (go) with the indication of which code to migrate
and the target location, e.g., go l.P migrates process P to location l.

The LSD π-calculus [23] is also a distributed extension of the π-calculus. The
approach, however, is different. Remote channels are qualified with their site
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(location) of origin, and an input or output aimed at such a channel causes the value
or process to migrate to the given site. This means that the lexical scope of the chan-
nel transparently triggers the mobility, causing reduction to be always local to the
channel’s site of origin, e.g., a@s ? () = P causes P to migrate to s, the site host-
ing channel a. The DiTyCO language [29] extends these concepts to handle TyCO
objects and process definitions.

Mobile ambients [3] is a calculus for distributed computations where processes
run in the boundaries of nested localities, named ambients. Mobility is expressed as
entering (in) or exiting (out) an ambient, e.g., n[(in m.P) | Q] causes ambient n

running processes P and Q to be executed within the boundaries of ambient m. Note
that the whole ambient moves, indicating we are in the presence of strong mobility.
In the example, in does not only move P but also the remaining processes running
in the ambient (Q).

Jocaml [4] is a programming language that applies the concepts of the Join
calculus [7] to the Objective Caml language. Computations are structured in trees,
i.e., an agent and its tree of subagents. Moving an agent involves moving its whole
tree. The syntax is close to the one found in Distributed π .

The X-KLAIM [1] programming language is an implementation of the
KLAIM model [5] with ad hoc extensions to incorporate higher order constructs,
asynchronous reading of tuple-spaces and hierarchical structured networks. Mobil-
ity is strong and is expressed in terms of writing a process in a remote tuple-space.
This is done by resorting to a modified version of the Linda eval operation.

Nomadic Pict [32] grows from the Nomadic π-calculus [27], also an extension
of the π-calculus. It features two levels of language primitives. The lower level is
location-dependent, while the higher provides some location independence. Mobil-
ity is location-dependent and is expressed much in the same way as in Distributed π ,
using a migrate to primitive. The difference, however, is that migrate to causes
the whole site to move, and thus, mobility is strong.

MOB [21] is a high-level language that has been in the genesis of this work. It
allows for the programming of mobile agents that interact by providing and requiring
services. A formal semantics has been defined in Ref. [20], its main difference to the
SOMAM being the fact that, although resource bindings are expressed in terms of
services, mobility is still done toward hosts.

Not all languages or systems that support mobility have a formal background.
Most of the existing systems rely on the Java language and its run-time system. Sys-
tems, such as Aglets [15], Mole [26], and Voyager [9], define a set of base classes that
the programmer must extend, in order to define its mobile agents. Mobility is weak,
since the running thread’s run-time state cannot be accessed from the language, nor
can it be completely serialized, due to the use of native code. Thus, mobility is done
by sending a serialized object down a stream and indicating which is the method to
be executed on arrival. These details are usually hidden by the API classes. Some
higher-level abstractions, such as itinerary patterns, have also been proposed.

We conclude with the Acute [25] programming language, which is built on top
of Objective Caml. The approach followed is similar to the one used in Java, with
the difference that migration of multithreaded computations is possible. Thus, no
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migration primitive is featured. Moving computations is achieved by using the
thunkify operation that is able to atomically serialize multithreaded computations
and obtain a thunk, which can afterward be moved across the network.

7.6 Conclusions and Future Work

In this chapter, we described the SOMAM, an abstract machine that defines
client–server interaction by resorting to service-driven session uploading. Unlike
other models, the SOMAM completely abstracts the programmer from the network.
Existing models, such as process calculi or Java based, always resort to some kind of
node abstraction to incorporate mobility. This novel approach allows for the seam-
less combination of both services and mobility, since all network-related operations
are modeled in terms of services.

It is our opinion that this combination provides an intuitive framework for the
implementation of distributed applications. This is even more so when applied to
today’s highly dynamic and volatile networks. The use of services to model client–
server relationships provides the means for dynamic service discovery and binding.
No longer must the failure of a component have a disruptive action on the system.
On the other hand, mobility has the ability to eliminate the need for costly remote
sessions, which is a major feature in environments with frequent disconnection and
intermittent bandwidth.

To validate our approach, we proposed an encoding map from abstract machine
states into DiTyCO networks. This map provided us the framework upon which we
can prove a soundness result relative to the calculus. The encoding can also be used
as a base for a compilation scheme to DiTyCO programs. This will allow us to use
the available infrastructure for DiTyCO to build a compiler and run-time system for
SOMAM computations.

Future work will follow two major research topics: (1) articulation between the
SOMAM model and the common mobile agent features, such as concurrency and
resource access restrictions, and (2) porting of the model to common programming
languages, such as Java, yielding a real-world framework that provides mobility as a
tool for service interaction in service-oriented middleware architectures.
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8.1 Introduction

The Internet has grown substantially in recent years, and an increasing number of
applicationsarenowbeing developed toexploit thisdistributed infrastructure.Mobility
is an important paradigm for such applications, where mobile code is supplied on
demand and mobile components interact freely within a given network. However,
mobile applications are difficult to develop. Not only do they involve complex parallel
interactions between multiple components, but they must also satisfy strict security
requirements. This chapter describes how the problem of specifying and implementing
secure mobile applications can be addressed using a process calculus.∗

The Internet is used for a wide variety of distributed applications that can bene-
fit from mobile software. Specific examples include search engines, mining of data
repositories, scripting languages for web browser animations, peer-to-peer file shar-
ing systems, financial trading software, consumer auction sites, and travel reservation
systems. Unfortunately, these applications are often hindered by two phenomena
that cannot be abstracted away in a distributed setting: network latency and net-
work failure (see Ref. [29] for technical definitions and related discussion). Network
latency refers to the interval of time between the departure of a message from one
machine and its arrival on another machine. Two common factors of network latency
are network congestion and the use of a slow network interface. Network failure,
on the other hand, refers to a break in the connectivity between two machines on a
network. This can occur for a variety of reasons. In some cases, network congestion
can cause certain packets to be lost, resulting in a temporary disconnection between
two machines. In other cases, a machine can be brought down by a direct attack from
another machine and become isolated from the rest of the network. Alternatively, a
machine can be physically unplugged from the network for a period of time.

In spite of the large increase in network bandwidth over the last few years [14,28],†

network latency and failure are still very much an issue. This is due in part to the
large increase in the size of files being transmitted over a network, such as audio and
video content, particularly at peak times. Another reason is the increase in unsolicited
network traffic. For example, certain viruses and worms can have a devastating effect
on networks, albeit for a limited time period. Finally, with the growing popularity of
mobile devices such as laptops, handhelds, and Internet-enabled mobile phones, the
effects of network latency and failure are becoming increasingly apparent. This is
because mobile devices can have comparatively slower connection speeds than fixed
machines, and tend to connect and disconnect from networks more frequently.

∗ This chapter is an extended version of Ref. [33] and is based on the author’s PhD thesis [31].
† Recent Internet growth statistics are available from http://www.dtc.umn.edu/mints/.
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In order to minimize the effects of network latency and failure, distributed appli-
cations are relying increasingly on mobile software in the form of mobile code, and
mobile agents. By definition, mobile code refers to program code that can be sent
from one machine to another over a network. The code itself has no state, and can
only begin executing after reaching its destination. A mobile agent, on the other
hand, refers to an autonomous program that can stop executing, move through a net-
work to a new machine, and continue executing at its new location. In the general
case, a mobile agent can autonomously travel to an itinerary of multiple destinations,
preserving its state after each move.

Mobile software, in the form of mobile code and mobile agents, can help to
minimize the effects of network latency and failure in a number of distributed
applications. Some of the benefits of mobile agents are described in Ref. [12]. It
is somewhat ironic that many of the problems related to the use of mobile devices
can in part be solved by mobile software.

Mobile applications can be roughly grouped into three main categories: mobile
code, resource monitoring, and information retrieval. Applets, scripting languages,
and data mining are examples of mobile code, where a single piece of code is sent to a
remote machine. In the case of data mining, agents are dispatched to data warehouses,
such as those containing consumer information or news archives, to look for general
trends in the data. Online trading and electronic commerce are examples of resource
monitoring, and travel agencies, search engines, and peer-to-peer applications are
examples of information retrieval. A broader survey of the various categories of mobile
applications can be found in Ref. [41]. It is worth noting that a large proportion of
these applications involve mobile software agents traveling between hardware devices
over wide area networks (WANs) such as the Internet. Even applications that only
require mobile code can be expressed using the agent paradigm, giving programmers
the flexibility to extend these applications and make full use of agents as appropriate.
For example, in cases where a client uploads mobile code to a server, the client
license may expire while the client is disconnected. If mobile agents are used, the
agent responsible for uploading the code can move to a renewal site, negotiate the
renewal of the license and then return to the server to continue executing the code.
Perhaps one of the simplest categories of mobile applications is resource monitoring,
and one such application is used as a running example for this chapter. Information
retrieval applications are more complex, since they require sophisticated algorithms
for allowing agents to communicate with each other as they move between data
repositories. One such application is presented at the end of this chapter.

8.1.1 Process Calculi for Mobile Applications

Process calculi have recently been proposed as a promising formalism for spec-
ifying and implementing secure mobile applications. Calculi can be thought of as
simple programming languages, which provide a concise description of computation
that facilitates rigorous analysis. They have a precise syntax and computable opera-
tional semantics that are both formally defined, together with an execution state that
is implicit in the terms of the calculus. This contrasts with many alternative models
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of computation, including automata models, where the execution state needs to be
given explicitly as a separate component.

Calculi have been used successfully for many years to model various forms of
computation. An important example is the λ-calculus [13], which captures the essence
of functional computation in a small number of terms. This enables a concise descrip-
tion of functional computation that supports formal reasoning about the correctness
of algorithms. Many functional programming languages including Standard ML [27]
have been based on the λ-calculus, which provides a solid theoretical foundation.

More recently, the π-calculus [26] has been developed as a model for concurrent
computation. Many argue that the π-calculus achieves for concurrent computation
what the λ-calculus does for functional computation, capturing the essence of com-
putation in a small number of terms and facilitating formal reasoning.

With the advent of mobile programming, there has been considerable research on
calculi for mobile computation. In particular, the Nomadic π-calculus [37] demon-
strated the feasibility of using process calculi to specify and implement applications
involving location-independent communication between mobile agents. The Ambi-
ent calculus [10] was also introduced to model the hierarchical topology of modern
networks, and many variants of ambients were subsequently proposed. One variant
of ambients that seems well suited to modeling mobile applications is the Boxed
Ambient calculus. In general, Boxed Ambient calculi have been used to model and
reason about a variety of issues in mobile computing. The original paper on Boxed
Ambients [5] shows how the Ambient calculus can be complemented with finer-
grained and more effective mechanisms for ambient interaction. In Ref. [6] Boxed
Ambients are used to reason about resource access control, and in Ref. [16] a sound
type system for Boxed Ambients is defined, which provides static guarantees on
information flow. Recently, several new variants of Boxed Ambients have been
proposed, which seek to improve on the foundations of the original calculus. In par-
ticular, the Safe Boxed Ambient calculus [23] uses cocapabilities to express explicit
permissions for accessing ambients, and the Noninterfering Boxed Ambients (NBA)
calculus [7] seeks to limit communication and migration interferences in Boxed
Ambients. Boxed Ambient calculi can also benefit from many of the analysis tech-
niques of the Ambient calculus, most notably Ambient Logics [9]. Although research
on calculi for mobile applications is still in its early stages, already the potential
benefits of such calculi are beginning to be widely recognized. In spite of these theo-
retical advances, there has been little research on how Boxed Ambient calculi can be
correctly implemented in a distributed environment. Furthermore, Ambient calculi in
general have not yet been used to model real-world mobile applications. This chap-
ter demonstrates that it is feasible to develop a distributed programming language for
mobile applications, based on a variant of the Ambient calculus. Furthermore, it is
feasible to derive a provably correct algorithm for executing these applications, and
to refine this algorithm to executable program code.

The chapter is structured as follows. Section 8.2 presents a novel calculus for spec-
ifying mobile applications, known as the Channel Ambient (CA) calculus. The cal-
culus is inspired by previous work on calculi for mobility, including the π-calculus,
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the Nomadic π-calculus and the Ambient calculus. Section 8.3 presents an abstract
machine for the CA calculus, known as the Channel Ambient Machine (CA Machine).
The abstract machine is a formal specification of a runtime for executing calculus
processes, which bridges a gap between the specification and implementation of
mobile applications. Section 8.4 presents a runtime for executing processes of the
CA calculus, known as the CA Runtime. The runtime is implemented by defining
a direct mapping from the CA Machine to functional program code. The Channel
Ambient Language is also presented, together with an example mobile application,
in which a mobile agent monitors resources on a remote server. Finally, Section 8.5
presents an agent tracker application, which keeps track of the location of registered
client agents as they move between trusted sites in a network.

8.2 Channel Ambient Calculus

Process calculi were described in Section 8.1 as a promising formalism for spec-
ifying and implementing secure mobile applications. In particular, Boxed Ambient
calculi [7] were identified as a foundation for specifying applications that execute
on networks with a hierarchical structure. Boxed Ambient calculi benefit from a
range of analysis techniques originally developed for the Ambient calculus, includ-
ing type systems, equational theories, and Ambient Logics. They also enforce more
rigid security measures by preventing ambient boundaries from being dissolved. This
allows for new and richer security mechanisms to be developed, including various
type systems and methods for control flow analysis. Many variants of Boxed Ambi-
ents have been defined, together with analysis techniques that can be used across
multiple variants. Boxed Ambient calculi therefore seem a natural starting point
when looking for a calculus to specify and implement secure mobile applications.

Although numerous variants of Boxed Ambients have been proposed, it can be
argued that an essential feature of mobile applications is lacking from these variants,
namely the existence of channels as first class entities. At the lowest level, chan-
nels are the building blocks of some of the most widely used protocols in mobile
applications, including TCP/IP. Channels are also a fundamental programming
abstraction, since they correspond to the notion of methods or services provided by
an application component. In particular, channels allow a given component to pro-
vide multiple services, each of which is invoked using a separate service channel.
From a security perspective, channels are also fundamental, since they correspond
to the notion of keys that can be used to regulate communication and migration of
components in a mobile application. For example, a private channel can be used by
a single component to establish a private communication with another component or
to gain exclusive access to a location. Conversely, a public channel can be used to
provide a public communication service or to enable public access to a location.

This section presents a calculus for specifying mobile applications, known as the CA
calculus. The calculus was first described in an extended abstract [33], which formed
the basis of the author’s PhD thesis [31]. The calculus is inspired by previous work
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on calculi for mobility, including the π-calculus, the Nomadic π-calculus, and the
Ambient calculus. In many respects, the calculus can be considered a variant of Boxed
Ambients in which channels are defined as first class entities, allowing ambients to
communicate with each other and move in and out of each other over channels.

8.2.1 Syntax of Calculus Processes

The CA calculus uses the notion of an ambient, first presented in Ref. [10], to
model the components of a mobile application. An ambient is an abstract entity that
can be used to model a machine, a mobile agent, or a module. In this calculus, ambi-
ents are named, arranged in a hierarchy, and can interact by sending messages to
each other and moving in and out of each other over channels.

The syntax of the CA calculus is presented in Definition 8.1 in terms of processes
P,Q,R, actions α and values a, b, ..., z. It is assumed that a, b, c represent ambient
names; x, y, z represent channel names; n,m represent ambient or channel names; and
u, v represent arbitrary values. In an applied version of the calculus, these values can
include names, constants, tuples, etc. A corresponding graphical syntax is presented
in Definition 8.2. The processes P,Q,R of the calculus have the following meaning:

Null 0 does nothing and is used to represent the end of a process.

Parallel P | Q executes process P in parallel with process Q.

Restriction νnP executes process P with a private name n.

Ambient a P executes process P inside an ambient a. The ambient a represents a
component of a mobile application, such as a machine, a mobile agent, or a module.

Action α.P tries to perform the action α and then execute process P . The action can
involve either a communication or a migration.

Replication !α.P repeatedly tries to perform the action α and then execute pro-
cess P .

P,Q,R ::= 0 Null

� P | Q Parallel

� νnP Restriction

� a P Ambient

� α.P Action

� !α.P Replication

α ::= a ·x〈v〉 Sibling output

� x↑〈v〉 Parent output

� x(u) Internal input

� x↑(u) External input

� in a ·x Enter

� out x Leave

� in x Accept

� out x Release

DEFINITION 8.1 Syntax of CA
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Null Parallel Restriction

ActionAmbient

x

Replication

P Q PP Q R,, ::= 0

a

P a .P !a .P

DEFINITION 8.2 Graphical Syntax of CA

The graphical syntax is reminiscent of various informal representations for concur-
rent processes, in which each process or thread is represented as a vertical bar. The
representation is particularly reminiscent of Message Sequence Charts [19], where
each component is represented as a box above a process, labeled with the component
name, and parallel composition is represented as a collection of adjacent processes.
Unlike Message Sequence Charts, each vertical bar is also labeled with the current
state of the process. In addition, restriction is represented as a dotted ring around
a process, labeled with the restricted name. The actions α of the calculus have the
following meaning:

Sibling Output a ·x〈v〉 tries to send a value v on channel x to a sibling ambient a.

Parent Output x↑〈v〉 tries to send a value v on channel x to the parent ambient.

External Input x↑(u) tries to receive a value u on channel x from outside the
current ambient.

Internal Input x(u) tries to receive a value u on channel x from inside the current
ambient.

Enter in a ·x tries to enter a sibling ambient over channel x.

Leave out x tries to leave the parent ambient over channel x.

Accept in x tries to accept a sibling ambient over channel x.

Release out x tries to release a child ambient over channel x.

8.2.2 Reduction Rules for Executing Calculus Processes

The reduction rules of the CA calculus describe how a calculus process can be
executed. Each rule is of the form P −→ P ′, which states that the process P can
evolve to P ′ by performing an execution step. The reduction rules are presented in
Definition 8.3, where P{v/u} assigns the value v to the value u in process P , and
P ≡ Q means that process P is equal to process Q. A corresponding graphical
representation of the reduction rules is presented in Definition 8.4:
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a b·x〈v〉.P | P ′ | b x↑(u).Q | Q′ −→ a P | P ′ | b Q{v/u} | Q′ (8.1)

a x↑〈v〉.P | P ′ | x(u).Q −→ a P | P ′ | Q{v/u} (8.2)

a in b·x.P | P ′ | b in x.Q | Q′ −→ b Q | Q′ | a P | P ′ (8.3)

b a out x.P | P ′ | out x.Q | Q′ −→ b Q | Q′ | a P | P ′ (8.4)

P −→ P ′ ⇒ P | Q −→ P ′ | Q (8.5)

P −→ P ′ ⇒ νnP −→ νnP ′ (8.6)

P −→ P ′ ⇒ a P −→ a P ′ (8.7)

Q ≡ P −→ P ′ ≡ Q′ ⇒ Q −→ Q′ (8.8)

DEFINITION 8.3 Reduction in CA

DEFINITION 8.4 Graphical Reduction in CA
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(8.1) An ambient can send a value to a sibling over a channel. If an ambient a

contains a sibling output b ·x〈v〉.P , and there is a sibling ambient b with
an external input x↑(u).Q, then the value v can be sent to ambient b along
channel x, and assigned to the value u in process Q.

(8.2) An ambient can send a value to its parent over a channel. If an ambient a

contains a parent output x↑〈v〉.P , and there is an internal input x(u).Q in
parallel with a, then the value v can be sent along channel x, and assigned
to the value u in process Q.

(8.3) An ambient can enter a sibling over a channel. If an ambient a contains an
enter in b ·x.P , and there is a sibling ambient b with an accept in x.Q,
then a can enter b over channel x.

(8.4) An ambient can leave its parent over a channel. If an ambient a contains
a leave out x.P , and there is a parent ambient with a release out x.Q,
then a can leave its parent over channel x.

(8.5) A reduction can occur inside a parallel composition. If a process P can
reduce to P ′, then the reduction can also take place in parallel with a
process Q.

(8.6) A reduction can occur inside a restriction. If a process P can reduce to P ′
then the reduction can also take place if P has a restricted name n.

(8.7) A reduction can occur inside an ambient. If a process P can reduce to P ′
then the reduction can also take place if P is inside an ambient a.

(8.8) Equal processes can perform the same reduction. If a process P can reduce
to P ′, Q is equal to P and Q′ is equal to P ′, then Q can reduce to Q′.

The graphical reduction rules are reminiscent of Message Sequence Charts, where
time proceeds vertically downward, and communication between parallel compo-
nents is represented by a solid arrow from a thread inside the sender to a thread
inside the receiver. Unlike standard Message Sequence Charts, a given component
can also move in or out of another component. This is represented as a dotted arrow
from a thread inside the migrating component to a thread inside the destination com-
ponent. In addition, each vertical bar is labeled with the current state of the thread,
which can be modified as a result of an interaction.

8.2.3 Substitution of Free Values Inside Processes

Substitution in the CA calculus is used to replace one free value by another. The
expression Pσ denotes the application of a substitution σ to a process P , where σ

is a substitution that maps a given value to another (different) value, and vσ applies
the substitution σ to the value v. An example of a substitution is P{u′,v′/u,v}, which
replaces u with u′ and v with v′ in process P . If v is not in the domain of σ then
vσ = v. By convention, it is assumed that there is no overlap between the set of
bound names of a process and the set of substituted values given by the range of σ .
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The expression fn(P ) denotes the set of free values fn(P ) of a process P in the CA
calculus. The definition is standard, and relies on the definition of the set of bound
values bn(P ), where restriction νnP binds the name n in process P , and internal
input x(u).P and external input x↑(u).P bind the value u in process P . The set of
bound values bn(α) of an action α is defined as {u} for α = x(u) and α = x↑(u),
and ∅ otherwise. As usual, processes of the calculus are assumed to be equal up to
renaming of bound values.

8.2.4 Structural Congruence Rules for Equating
Calculus Processes

0 | P ≡ P (8.9)

P | Q ≡ Q | P (8.10)

P | (Q | R) ≡ (P | Q) | R (8.11)

fn(α) � bn(α)⇒ !α.P ≡ α.(P | !α.P ) (8.12)

νn 0 ≡ 0 (8.13)

νn νm P ≡ νm νnP (8.14)

n /∈ fn(Q)⇒ (νnP) | Q ≡ νn (P | Q) (8.15)

a �= n⇒ a νnP ≡ νn a P (8.16)

νa a 0 ≡ 0 (8.17)

DEFINITION 8.5 Structural congruence in CA

The structural congruence rules of the CA calculus describe what it means for
two processes to be equal. The rules are presented in Definition 8.5 and are mostly
standard, apart from the rule for replication (8.12). As usual, structural congruence
is the least congruence that satisfies the rules in Definition 8.5

8.2.5 Syntax Abbreviations for Frequently Used Processes

z /∈ fn(x, v, P )⇒ x〈v〉.P � νz (z x↑〈v〉.z↑〈〉 | z().P )

z /∈ fn(a, x, v, P )⇒ a/x〈v〉.P � νz (z a ·x〈v〉.z↑〈〉 | z().P )

DEFINITION 8.6 Syntax abbreviations in CA



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C008 Finals Page 245 2008-10-16 #13

Specifying and Implementing Secure Mobile Applications 245

A number of convenient abbreviations can be defined for the CA calculus, in order
to improve the readability of the calculus syntax. Standard syntactic conventions
are used, including writing α as an abbreviation for α.0 and assigning the lowest
precedence to the parallel composition operator. In addition, local output x〈v〉.P
and child output a/x〈v〉.P can be encoded using parent output and sibling output,
respectively, as described in Definition 8.6.

Note that the structural congruence rule νa a 0 ≡ 0 allows the empty ambient z to
be garbage-collectedafter the value v has been sent. The encodings of local output and
child output are straightforward enough to justify the use of syntactic abbreviations,
rather than extending the syntax and reduction rules of the calculus itself.

8.2.6 Using the Calculus Syntax to Model
TCP/IP Networks

The CA calculus can be used to model mobile applications that execute in a wide
range of networks. Depending on the choice of network, the syntax of the calculus
can be constrained to model the properties of the underlying network protocols. In
this chapter, mobile applications are assumed to execute on networks that support the
widely used TCP/IP version 4 protocol. Although TCP/IP networks are highly com-
plex, it is possible to make a number of abstractions in order to obtain a high-level
view of the main network properties. Based on this high-level view, the syntax of the
calculus can be constrained to distinguish between two types of ambients: sites s and
agents g. Sites represent hardware devices that are assumed to have a fixed network
address, while agents represent software programs that can move in and out of sites
and other agents. In practice, the name of a site corresponds to an IP address, while
the name of an agent corresponds to a simple identifier.

The following constraints can be placed on the syntax of the CA calculus, in order
to model the behavior of sites and agents:

Sites A process inside a site s is constrained so that it cannot contain a sibling
output to an agent. This reflects the assumption that agents do not have a network
address, and therefore cannot be reached directly by sites over a network. In addi-
tion, a process inside a site s is constrained so that it cannot contain an enter or a
leave. This reflects the assumption that sites have a fixed network address. Note that
this constraint does not prevent a site from physically moving around in the network.
It merely ensures that a given site remains in the same logical location with respect
to other sites.

Agents A process inside an agent g is constrained so that it cannot contain a site.
This reflects the assumption that hardware sites cannot be contained inside software
agents.

In a flat network topology, all sites are assumed to execute in parallel with each
other and a given site can potentially communicate with any other site in the net-
work. In a hierarchical topology, sites can be logically contained inside other sites to
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form local area networks (LANs). As a result, a given site is unable to communicate
directly with another site that is not in the same LAN.

For such hierarchical networks it is useful to distinguish between two types of
sites: ordinary sites and gateways. A gateway is a site that can logically contain
other sites to form a LAN, while an ordinary site cannot contain any other sites.
In practice, a gateway acts as a bridge between two networks: the local network it
contains and the global network in which it is contained. As a result, a given gateway
is usually assigned two network addresses, one for the local network and one for the
global network. By definition, the CA calculus allows only a gateway to have a single
name, which is used by other ambients to interact with the gateway. Based on this
definition, the name of a gateway corresponds to its global address. The local address
is not needed at the calculus level, since child ambients do not need to explicitly use
the name of their parent in order to interact with it. Therefore, the local address is
used merely as an implementation mechanism, to allow messages or agents from
child ambients to be correctly routed to the parent gateway.

An example of how sites can be used to model the topology of LANs and WANs
is illustrated in Figure 8.1. In this example, each site executes on a separate machine,
with a given IP address. The sites 192.168.0.2–192.168.0.4 are part of a LAN inside
a gateway with local address 192.168.0.1 and global address 82.35.60.43. The ambi-
ents inside the LAN will send messages or agents to a default parent, which will
automatically be routed to the local address of the gateway. The ambients outside the
LAN will send messages or agents to the global address of the gateway. Thus, the
local and global addresses allow the gateway to distinguish between local and global
interactions.

192.168.0.3 192.168.0.4

192.168.0.1
82.35.60.43

82.35.60.44

LAN

WAN

192.168.0.2

82.35.60.43 P1 | 192.168.0.2 P2 | 192.168.0.3 P3 | 192.168.0.4 P4 |82.35.60.44 P5

FIGURE 8.1: Hierarchical TCP/IP networks and their corresponding calculus
representation.
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8.2.7 Using Reduction to Model Network Execution

The CA calculus can be used to model the execution of mobile applications on
networks that support the TCP/IP. Note that the details of setting up of a TCP/IP ses-
sion are below the level of abstraction of the calculus, which only models individual
interactions. A host with address IP1 can be modeled as a site with name IP1, a port
number n can be modeled as a channel with name n and communication between
hosts can be modeled using the communication primitives of the calculus. For exam-
ple, a server with IP address 82.35.60.43 running an ftp service on port 21 and a
telnet service on port 23 can be modeled as a site with name 82.35.60.43 contain-
ing replicated external inputs on channels 21 and 23. A corresponding client with IP
address 82.35.60.44 that interacts with the server can be modeled as a site with name
82.35.60.44 containing a sibling output to the server on the corresponding channels:

82.35.60.43 !21↑(args).F tp | !23↑(args).T elnet | Server

| 82.35.60.44 82.35.60.43·21〈v〉.P | Client | Network

The migration of agents between hosts on the network can also be modeled using
the primitives of the calculus. For example, a server with IP address 82.35.60.43
that accepts an agent on port 3001 can be modeled as a site with name 82.35.60.43
containing an accept on channel 3001. In general, when two ambients interact over a
network the channel corresponds to a port number, and when two ambients interact
locally the channel corresponds to a simple identifier.

A private communication channel established between two hosts can be modeled
using channel restriction. For example, a private ssh channel that was established
between a client and a server using the SSH protocol can be modeled as

νssh (client server ·ssh〈n〉.P | Client | server ssh↑(m).Q | Server ) | Network

The use of restriction to limit the scope of the ssh channel between client and server
guarantees, at an abstract level, that other entities in the network cannot interfere with
communication on this channel. For a more detailed model of establishing private
channels over a network, encryption and decryption mechanisms can be added as an
extension to the calculus, in the style of Refs. [1,4].

Up to this point, TCP/IP networks have been modeled in the CA calculus by mapping
IP addresses to sites and port numbers to channels. Implicitly, this approach assumes
that each site corresponds to a separate device on the network, with its own IP address.
An alternative, more flexible approach is to map each site to a socket address, where
a socket address consists of an IP address and a port number. This allows multiple
sites to run on the same device, where each site uses a separate port on the device.
Arbitrary string names can then be used as channels and multiple channels can share
the same port, resulting in a significantly more flexible interaction model. This can
be implemented by adding a thin layer of multiplexing above the TCP/IP, in order to
allow a given site to interact on an arbitrary number of named channels.
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8.2.8 Resource Monitoring Application

This section describes how the CA calculus can be used to specify an example
mobile application, in which a mobile agent monitors a resource on a remote server.

Figure 8.2 presents a formal specification of the resource monitoring application,
expressed as a process of the CA calculus:

• The client tries to send its name and an acknowledgment channel ack to
the server on the register channel. After sending the registration request,
the client waits for a login channel x on the acknowledgment channel. After
receiving the login channel, the client creates a new monitor agent, which
tries to leave on the logout channel, enter the server on the login channel and
then execute the process P . In parallel, the client tries to release an agent on
the logout channel and then execute the process Q. The client can also execute
other processes in parallel, represented by the process C.

• The server continually listens on the register channel for a client name c and
an acknowledgment channel k. Each time a registration request is received, the
server creates a new login channel. The server tries to send the login channel
to the client on the acknowledgment channel, accept an agent on the login
channel and then execute the process R. The server can handle multiple
requests concurrently, represented by the process S.

• The network can contain arbitrary agents and machines, represented by the
process N . These agents and machines can potentially try to interfere with the
interactions between the client and the server.

Figure 8.3 uses the graphical CA calculus to formally describe an execution sce-
nario for the resource monitoring application. The corresponding textual execution
scenario is presented in Figure 8.4:

1. The client sends its name and an acknowledgment channel to the server on the
register channel.

2. The server creates a new login channel and sends it to the client on the acknowl-
edgment channel.

3. The client creates a new monitor agent, which leaves the client on the logout
channel.

client server · register 〈client, ack〉 .ack↑ (x).monitor out logout.in server ⋅x .P
|out logout.Q | C

| server !register↑ (c, k).vlogin c ⋅ k 〈login〉.in login.R | S | N

FIGURE 8.2: Resource monitoring specification.
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client server
server ·register 〈client, ack〉.C

monitor

monitorQ

out logout.Q S

N

ack↑ (x).monitor

ack↑ (x).monitor

out logout.in server · x.P

out logout.in server · x.P

R

client·ack 〈login〉 .in login.R
νlogin

out logout.in server · login�.P

in server · login�.P

monitor

P

in login�.R

νlogin�

!register↑ (c, k).νlogin c ·k 〈login〉.in login.R

1.

2.

3.

4.

FIGURE 8.3: Graphical calculus execution scenario, where login′ /∈ fn(P,R).

Server !register↑(c, k).νlogin c · k 〈login〉. in login.R

client server · register〈client, ack〉.ack↑ (x).monitor out logout.in server · x.P
|out logout.Q | C

| server Server | S | N
1. →

client ack↑ (x).monitor out logout.in server · x.P | out logout.Q | C

server νlogin client ·ack〈login〉.in login .R | Server | S | N
2. →

νlogin� (client monitor out logout.in server · login�.P | out logout.Q | C

| server in login�.R | Server | S ) | N
3. →

νlogin�(client Q | C | server in login�.R | Server | S

| monitor ) | Nin server · login�.P
4. →

νlogin� (client Q | C | server monitor P | R | Server | S ) | N

FIGURE 8.4: Calculus execution scenario, where login′ /∈ fn(P,Q,R, S,C).
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4. The monitor agent enters the server on the login channel and executes the
process P , which monitors the resource on the server. In parallel, the server
executes the process R, which forward information about the resource to the
monitor.

Note that the graphical representation offers greater flexibility in displaying the scope
of restricted names than the corresponding textual representation. In particular, the
scope of the ring for the login′ channel can be graphically adjusted to represent the
fact that login′ /∈ fn(Q, S,C).

This resource monitoring example illustrates how the CA calculus can be used to
specify various security mechanisms for mobile applications. On receiving a registra-
tion request, the server creates a fresh login channel and sends this to the client over
an acknowledgment channel. The login channel acts as a key, which the client can
use to send a monitor agent to the server. The server will only allow a single monitor
to enter using this key, thereby ensuring strict access control to the server. Similarly,
the monitor agent can only leave the client on the logout channel. This prevents other
agents that do not know the name of the logout channel from leaving the client with-
out permission. Furthermore, other processes inside the client that do not know the
name of the acknowledgment channel cannot interfere with communication from the
server, and therefore will be unable to acquire the login channel. More generally, a
wide range of analysis techniques that have been developed for related calculi can
also be applied to the CA calculus, in order to reason about the security properties of
applications. Some of these techniques are discussed in Ref. [31], including proving
safety to prevent runtime errors, using channel types to ensure reliable communica-
tion, and using syntactic constraints to prevent ambient impersonation.

8.3 Channel Ambient Machine

The CA calculus was designed as a high-level formalism for specifying mobile
applications. A given application can first be specified as a process of the calcu-
lus, and a number of security properties can then be verified for the specification.
Once an application has been formally specified in this way, the next stage is to
develop a corresponding implementation. One way to achieve this is to use a runtime
to execute calculus processes. This approach bridges a gap between specification
and implementation by allowing the specification to be executed directly. In addi-
tion, the approach ensures that any security properties of the calculus specification
are preserved during execution, provided the runtime is implemented correctly. Sup-
port for language interoperability can also be provided in the runtime, allowing
the mobile and distributed aspects of an application to be specified in the calcu-
lus, and the remaining local and functional aspects to be written in a chosen target
language. The interaction between these two aspects can be achieved using the com-
munication primitives of the calculus, allowing a clean separation of concerns in the
spirit of modern coordination languages such as provided in Ref. [3]. More impor-
tantly, the abstract machine provides an efficient way of executing a large number of
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parallel threads that constantly synchronize and move between machines. In order to
ensure that the runtime is implemented correctly, an abstract machine can be defined
as a formal specification of how the runtime should behave. The correctness of the
abstract machine can then be verified with respect to the underlying calculus. This
section presents an abstract machine for the CA calculus, known as the CA Machine
(CAM). A proof of correctness is given in Section 8.3.8.

8.3.1 Syntax of Machine Terms

V ::= νnV Restriction (8.18)

� A List (8.19)

A,B,C ::= [] Empty (8.20)

� α. .P ::C Action (8.21)

� a. A ::C Ambient (8.22)

z. ::= z Blocked (8.23)

� z Unblocked (8.24)

DEFINITION 8.7 Syntax of CA Machine, where (::) denotes list composition. For
convenience, !α. .P is written as syntactic sugar for an expanded replicated action
α. .(P | !α.P ).

The syntax of the CA Machine is defined using terms U,V , where each term
represents a corresponding calculus process. In general, a machine term is a list of

actions α. .P, . . . , α.
′.P ′ and ambients a. A , . . . , a.

′ A′ , with a number of top-level
restricted names n, . . . , n′. The actions and ambients in the list can be either blocked
or unblocked, and each ambient contains its own list. The notation α. .P denotes either
a blocked action α.P or an unblocked action α.P , while the notation a. A denotes

either a blocked ambient a A or an unblocked ambient a A . The full syntax of the
CA Machine is presented in Definition 8.7. Therefore, a machine term can be viewed
as a tree of actions and ambients with a number of top-level restricted names, where
the nodes of the tree are ambients, and the leaves are actions:

νn , . . . , νn′ α. .P :: . . . ::α.
′.P ′ ::a. A . . . ::a.

′ A′ :: []

The machine executes a given term by scheduling an unblocked action α.P some-
where in the tree. If there is a corresponding blocked coaction then the two actions
can interact and a reduction can occur. If there is no corresponding blocked coaction,
then the scheduled action is blocked. If all of the actions in a given ambient a A are

blocked then the ambient itself is blocked to a A . The machine continues schedul-
ing actions in this way until all the actions and ambients in the tree are blocked, and
no more reductions can occur.
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8.3.2 Using Construction to Encode a Process
to a Machine Term

In order for a process to be executed by the CA Machine, it must first be con-
verted to a corresponding machine term. This can be achieved by defining a suitable
encoding function. The encoding function (P ) encodes a given process P to a corre-
sponding machine term using a construction operator, as described in Definition 8.8.
The construction P : [] adds the process P to the empty list [].

(P ) � P : []

DEFINITION 8.8 Encoding CA to CA Machine

In general, construction is used to add a process to a machine term or to add an
ambient and a term to a machine term. The construction P :V adds the process P to
the term V , and the construction a. U : V adds the ambient a. and the term U

to the term V . Note that the symbol (:) is overloaded, and carries a different type
depending on the context in which it is used. In the first case, it takes a process
and a term as arguments, and in the second case, it takes an ambient name and
two terms as arguments. Also note the distinction between the function (:), which
expands processes and terms so they can be added to a list, and the syntactic
construct (::), which denotes an action or ambient at the head of a list. The full
definition of construction is given in Definition 8.9, where fn(V ) is the set of free
names in V .

A process is added to a term by extending the scope of any restricted names in the
term to the top level, and then adding the process to the list inside the scope of the
restricted names (8.25). A process is added to a list by discarding the null process
(8.26), adding each process in a parallel composition separately (8.27), expanding
replicated actions (8.29) and extending the scope of any restricted names in the pro-
cess to the top level (8.28). Any processes inside an ambient are first encoded to
corresponding terms, which can then be added to the list (8.30). It is worth empha-
sizing here that a parallel composition P1 | . . . | PN will ultimately be added to a
term A as a list of processes P1 : . . . : PN : A, in sequence. Individual processes will
then be selected for execution using a suitable scheduling algorithm.

An ambient and a term are added to a term by extending the scope of any restricted
names in both terms to the top level (8.33), and then placing the ambient at the head
of the list inside the scope of the restricted names (8.34).

8.3.3 Using Selection to Schedule a Machine Term

In order to execute a term of the CA Machine, the term must be matched with
the left-hand side of one of the execution rules. This can be achieved by defining
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n �∈ fn(P )⇒ P :(νn V ) � νn (P :V ) (8.25)

0 :A � A (8.26)

(P | Q) :A � P :Q :A (8.27)

n �∈ fn(P :A)⇒ (νm P) :A � νn (P{n/m} :A) (8.28)

fn(α) � bn(α)⇒ !α.P :A � α.(P | !α.P ) :A (8.29)

a P :A � a P : [] :A (8.30)

α.P :A � α.P ::A (8.31)

n �∈ fn(a, V )⇒ a. νnU :V � νn (a. U :V ) (8.32)

n �∈ fn(a,A)⇒ a. A :νnV � νn (a. A :V ) (8.33)

a. A :C � a. A ::C (8.34)

DEFINITION 8.9 Construction in CA Machine

a selection function, which rearranges a given term to match another term. The
selection function is a simplification of the structural congruence rules of the cal-
culus, which takes into account the additional constraints on the syntax of machine
terms.

The full definition of selection is given in Definition 8.10, where the append func-
tion A@A′ is used to concatenate the list A with the list A′, and A 
 A′ means
that the term A can be rearranged to match the term A′. A list can match itself, an
action or ambient inside a list can be brought to the front of the list (8.35)–(8.36),
and a list can be rearranged inside an ambient (8.37). Unlike structural congruence,
the selection function is neither symmetric nor transitive. This minimizes the amount
of rearranging that is needed to match a term with the left-hand side of one of the
execution rules, thereby increasing the efficiency of the machine.

A@α. .P ::A′ 
 α. .P ::A@A′ (8.35)

A@b. B ::A′ 
 b. B ::A@A′ (8.36)

A 
 A′ ⇒ a. A ::C 
 a. A′ ::C (8.37)

DEFINITION 8.10 Selection in CA Machine
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8.3.4 Using Unblocking to Prevent Deadlocks
during Execution

The CA Machine distinguishes between blocked and unblocked actions, in order
to efficiently schedule a sequence of actions to execute. In principle, the execution
rules of the machine are similar to those of the calculus, except that a given interac-
tion takes place between an action and a corresponding blocked coaction. As a result,
the machine needs to prevent both an action and a corresponding coaction from being
blocked simultaneously. If this happens, the blocked action and coaction may remain
deadlocked, each waiting indefinitely for the other to unblock. Such deadlocks could
arise when an ambient containing a blocked action moves to a new location con-
taining a corresponding blocked coaction. In order to ensure that deadlocks do not
occur during a migration, an unblocking function is used to unblock the contents of
an ambient when it moves to a new location. This allows the ambient to rebind to its
new environment, by giving any blocked actions in the ambient the chance to interact
with their new location.

�[]� � [] (8.38)

�α. .P ::C� � α.P ::�C� (8.39)

�a. A ::C� � a. A ::�C� (8.40)

DEFINITION 8.11 Unblocking in CA Machine

The unblocking function �A� unblocks all of the top-level actions in a given list
A. The full definition of unblocking is given in Definition 8.11. The function is used
to unblock the contents of a given ambient a A when the ambient moves to a new
location. Since the execution rules only allow adjacent ambients to interact, nested
ambients inside A cannot interact directly with the new environment. Therefore, only
the top-level actions in A need to be unblocked. For example, suppose the ambient
a contains a blocked parent output, and has just moved inside an ambient b, which
contains a corresponding blocked internal input. Unblocking the contents of a allows
it to check its new environment for potential interactions, such as communicating
with its new parent:

b x(m).Q ::a �x↑〈n〉.P ::A� ::B ::D

On the other hand, suppose ambient a contains a child c with a blocked parent out-
put. In this case the contents of c do not need to be unblocked, since its immediate
environment has not changed. In particular, there will be no blocked actions inside a

that were not already present before the migration took place:
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b x(m).Q ::a �c x↑〈n〉.P ::C ::A� ::B ::D

8.3.5 Using Reduction to Execute a Machine Term

The reduction rules of the CA Machine describe how a machine term can be exe-
cuted. By definition, the relation V −→ V ′ is true if the machine can reduce the term
V to the term V ′ in a single execution step. The reduction rules of the machine are
derived from the reduction rules of the calculus. In the calculus reduction rules, an
ambient can send a value to a sibling or to its parent over a channel, and can enter
a sibling or leave its parent over a channel. Each of these rules is mapped to four
corresponding reduction rules in the machine, to allow an action to interact with a
corresponding blocked coaction and vice versa, and to block an action or coaction
if no interaction can take place. As with the calculus, there is also a rule to allow
reduction inside a restriction and inside an ambient, and to allow matching terms to
perform the same reductions. However, unlike the calculus, there is no rule to allow
reduction inside a list composition, since each rule is defined over the entire length
of a list. Note that the entire list needs to be checked before an action can be blocked,
since the machine needs to ensure that there is no corresponding blocked coaction.
If the entire list is not checked, then a given action could be blocked even though
a suitable blocked coaction may be present in another part of the list. This would
result in a form of execution deadlock, in which both an action and a corresponding
coaction are blocked simultaneously.

The full definition of reduction is given in Definition 8.12, where A 
 A′ means
that the term A can be rearranged to match the term A′, and �A� unblocks any top-
level blocked actions in A, as defined previously.

8.3.6 Modeling Execution on TCP/IP Networks

The reduction rules of the CA Machine can be used to model the execution of
mobile applications on TCP/IP networks with broadcast. The main rules used are
explained below:

(8.41) An ambient a can send a value v to a site b on channel x using TCP/IP.
The blocked external input on channel x inside site b can be implemented
by binding a socket to a port x inside a machine with IP address b, and
waiting for a connection on port x. The sibling output to b can be imple-
mented by connecting a socket to IP address b on port x, and then sending
the value v over the network from a to b.

(8.45) A site a can send a value v to its parent over a channel x using TCP/IP. The
blocked external input on channel x inside the parent can be implemented
by binding a socket to a port x inside the parent machine. The output to
the parent can be implemented by connecting a socket to the IP address
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C
b. x↑(u).Q ::B ::C′ ⇒ a b·x〈v〉.P ::A ::C −→ a P :A :b Q{v/u} :B :C′ (8.41)

C �
b. x↑(u).Q ::B ::C′ ⇒ a b·x〈v〉.P ::A ::C −→ a b·x〈v〉.P ::A ::C (8.42)

C
a. b·x〈v〉.P ::A ::C′ ⇒ b x↑(u).Q ::B ::C −→ a P :A :b Q{v/u} :B :C′ (8.43)

C �
a. b·x〈v〉.P ::A ::C′ ⇒ b x↑(u).Q ::B ::C −→ b x↑(u).Q ::B ::C (8.44)

C 
 x(u).Q ::C′ ⇒ a x↑〈v〉.P ::A ::C −→ a P :A :Q{v/u} :C′ (8.45)

C �
 x(u).Q ::C′ ⇒ a x↑〈v〉.P ::A ::C −→ a x↑〈v〉.P ::A ::C (8.46)

C 
 a. x↑〈v〉.P ::A ::C′ ⇒ x(u).Q ::C −→ a P :A :Q{v/u} :C′ (8.47)

C �
 a. x↑〈v〉.P ::A ::C′ ⇒ x(u).Q ::C −→ x(u).Q ::C (8.48)

C 
 b. in x.Q ::B ::C′ ⇒ a in b·x.P ::A ::C −→ b Q :a P :�A� :B :C′ (8.49)

C �
 b. in x.Q ::B ::C′ ⇒ a in b·x.P ::A ::C −→ a in b·x.P ::A ::C (8.50)

C 
 a. in b·x.P ::A ::C′ ⇒ b in x.Q ::B ::C −→ b Q :a P :�A� :B :C′ (8.51)

C �
 a. in b·x.P ::A ::C′ ⇒ b in x.Q ::B ::C −→ b in x.Q ::B ::C (8.52)

B 
 out x.Q ::B ′ ⇒ b a out x.P ::A ::B ::C −→ b Q :B ′ :a P :�A� :C (8.53)

B �
 out x.Q ::B ′ ⇒ b a out x.P ::A ::B ::C −→ b a out x.P ::A ::B ::C (8.54)

B 
 a. out x.P ::A ::B ′ ⇒ b out x.Q ::B ::C −→ b Q :B ′ :a P :�A� :C (8.55)

B �
 a. out x.P ::A ::B ′ ⇒ b out x.Q ::B ::C −→ b out x.Q ::B ::C (8.56)

V −→ V ′ ⇒ νn V −→ νn V ′ (8.57)

B 
 A ∧ A −→ V ′ ⇒ B −→ V ′ (8.58)

A −→ V ′ ⇒ a A ::C −→ a V ′ :C (8.59)

A �
 α.P ::A′ ∧ A �
 b B ::A′ ⇒ a A ::C −→ a A ::C (8.60)

DEFINITION 8.12 Reduction in CA Machine
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of the parent on port x and sending the value v over the network from a

to its parent.

(8.49) An agent a can enter a site b on channel x using TCP/IP. The blocked
accept on channel x inside site b can be implemented by binding a socket
to a port x inside a machine with IP address b, and waiting for a connec-
tion on port x. The enter to b can be implemented by connecting a socket
to IP address b on port x, and then sending the agent a over the network
in serialized form to b. The agent a can resume execution on arrival.

(8.58) The machine can nondeterministically select a given ambient or action to
be executed. This rule reflects the inherent nondeterminism of distributed
networks, in which parallel reductions can occur in any order.

(8.59) The machine can execute the contents of a site independently of other sites.
This rule is fundamental for distribution, since it allows sites to be inde-
pendently executed on different physical machines, by different runtimes.
The different sites can then interact with each other using the protocols of
the underlying network.

Although the above reduction rules can be readily applied to arbitrary TCP/IP net-
works, the rules (8.43), (8.47), and (8.51) require additional support for network
broadcast. In particular, rule (8.43) allows an external input inside a given site b to
interact with a blocked sibling output inside a remote site a. By definition, the rule
requires site b to poll all the sites in the network until it finds a site a with a suitable
blocked sibling output. This is because an external input does not specify a particular
site with which to interact, and can therefore potentially interact with any of the sites
in a network. Such interactions can be readily implemented in a LAN by broadcast-
ing to all the sites in the network, but do not scale to WANs with potentially large
numbers of sites. More precisely, assume S is the number of sites in a WAN, N is the
number of external inputs in b, and R is the number of corresponding sibling outputs
to b over a given time period. In cases where S × N � R it is significantly more
efficient for the external inputs in site b to block and wait for corresponding sibling
outputs to b from remote sites, rather than polling all the sites in the network. This is
particularly apparent on the Internet, where S is of the order of millions and R is typ-
ically of the same order as N . One way to enforce this constraint is to prevent sibling
outputs to remote sites from blocking. This ensures that a given external input inside
a site will always block first, and wait for a corresponding sibling output. A similar
argument can be applied to the rule that allows a value to be received from a child
site (8.47) and the rule that allows an agent to be accepted from a remote site (8.51).

A number of constraints can be placed on the reduction rules of the CA Machine,
in order to model the execution of mobile applications on TCP/IP networks without
broadcast. The constraints avoid the use of network broadcast by ensuring that a sib-
ling output to a site, an enter to a site and a parent output to a site are never blocked.
Instead, these actions repeatedly try to interact with a corresponding blocked coac-
tion in a remote site until a synchronization can occur. In some cases, a synchro-
nization may never occur and the action will remain unblocked indefinitely. In these
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cases, the interval between synchronization attempts can be increased exponentially
over time in order to avoid causing a denial of service attack.

8.3.7 Resource Monitoring Application

This section describes how the CA Machine can be used to execute an example
application, in which a mobile agent monitors resources on a remote site.

Figure 8.5 shows how the calculus specification of Figure 8.2 can be encoded
to a corresponding machine term, using the encoding function (P ) = P : []. The
unguarded client and server ambients in the calculus process are encoded
to unblocked client and server ambients in the corresponding machine term.
All unguarded parallel compositions are encoded to list compositions. Since there
are no unguarded restrictions in the calculus process, the scope of restricted names
remains unchanged in the corresponding machine term. The replicated external input
on the register channel is expanded according to the corresponding construction
rule. For convenience, the replicated action is represented in its unexpanded form.

Once the calculus process has been encoded to a corresponding machine term, it
can then be executed by the machine. Figure 8.6 uses a graphical representation of
the CA Machine to describe an execution scenario for the encoded term. The repre-
sentation is based on the graphical syntax of the CA calculus presented in Section
8.2. In addition, the graphical syntax of the machine distinguishes between blocked
and unblocked actions and ambients, by placing a gray box under any actions or
ambients that are blocked. Each reduction step in the figure is numbered, and the
corresponding explanation for each number is given below:

1. The server blocks a replicated external input on the register channel, waiting
to receive a value on this channel.

2. The client blocks a release on the logout channel, waiting to release an agent
on this channel.

client server · register 〈client, ack〉 .ack↑ (x) . monitor out logout.in server · x.P
::out logout.Q::[]

:: server :: []!register↑ (c, k).νlogin c · k〈login〉 . in login.R :: []

→∗

νlogin� (client Q :[]

:: server monitor P : [] : R: !register↑ (c, k).νlogin c · k〈login〉.in login.R:: [] :[])

FIGURE 8.5: Application encoding and execution.



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C008 Finals Page 259 2008-10-16 #27

Specifying and Implementing Secure Mobile Applications 259

client server

server · register 〈client, ack〉.[]

Q

out logout.Q []!register↑ (c, k) νlogin c · k 〈login〉. in login.R

[]

ack↑ (x) .monitor out logout.in server · x.P

R

client · ack 〈login�〉. in login�.R

out logout.in server · login�.P

in server · login�.P

monitor

P

νlogin�

in login�.R
[]

monitor

[]

monitor

[]

1.
2.
3.

4.
5.

6.
7.

8.

ack↑ (x).monitor out logout.in server · x.P

FIGURE 8.6: Graphical machine scenario, where login′ �∈ fn(P,Q,R).

3. The client sends its name and an acknowledgment channel to the server on the
register channel.

4. The client blocks an external input on the acknowledgment channel, waiting to
receive a value on this channel.

5. After creating a globally unique login′ channel, the server sends this channel
to the client on the acknowledgment channel.

6. The server blocks an accept on the login channel, waiting to accept an agent
on this channel.

7. After the client creates a monitor agent, the agent leaves the client on the
logout channel, and the client executes the process Q.

8. The monitor agent enters the server on the login channel and then executes the
process P , which monitors the resource on the server. In parallel, the server
executes the process R, which forward information about the resource to the
monitor.

8.3.8 Correctness of the Channel Ambient Machine

This section proves the correctness of the CA Machine with respect to the CA
calculus. Additional proof details are given in Ref. [31].
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8.3.8.1 Proving Safety to Prevent Runtime Errors

Safety ensures that the machine always produces a valid term after each execution
step. This ensures that the machine does not produce any runtime errors when exe-
cuting a given term. Theorem 8.1 states that if the machine reduces a term V to V ′
then V ′ is a valid machine term.

THEOREM 8.1 (Reduction Safety)
∀V.V ∈ CAM ∧ V −→ V ′ ⇒ V ′ ∈ CAM

PROOF By induction on Definition 8.12 of reduction in CA Machine.

[νnV ] � νn [V ] (8.61)

[[]] � 0 (8.62)

[α. .P ::C] � α.P | [C] (8.63)

[a. A ::C] � a [A] | [C] (8.64)

DEFINITION 8.13 Decoding CA Machine to CA

8.3.8.2 Proving Soundness to Ensure Valid Execution Steps

Soundness ensures that each execution step in the machine corresponds to a valid
execution step in the calculus. This ensures that the machine always performs valid
execution steps when executing a given term. The correspondence between machine
execution and calculus execution is defined using a decoding function [V ], which
maps a given machine term V to a corresponding calculus process (see Definition
8.13). In general, the decoding function maps the null term to the null process, list
construction to parallel composition, blocked machine actions to calculus actions,
and blocked machine ambients to calculus ambients. Restricted names, unblocked
actions, and unblocked ambients are preserved by the mapping.

Once a decoding function from machine terms to calculus processes has been
defined in this way, it is possible to prove the soundness of the machine. Theorem
8.2 states that if the machine reduces a term V to V ′ then the calculus can reduce
the decoding of V to the decoding of V ′ in at most one step.

THEOREM 8.2 (Reduction Soundness)
∀V.V ∈ CAM ∧ V −→ V ′ ⇒ [V ] −→ [V ′] ∨ [V ] ≡ [V ′]
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PROOF By induction on Definition 8.12 of reduction in CA Machine. The
decoding function is applied to the left- and right-hand side of each reduction rule
and the result is shown to be a valid reduction in CA.

8.3.8.3 Proving Completeness to Ensure Accurate Execution

Completeness ensures that each execution step in the calculus can be matched
by a corresponding sequence of execution steps in the machine, up to reordering of
machine terms. This ensures that the machine can match all possible execution steps
of the calculus when executing the encoding of a given process. The reordering of
terms can be defined using a structural congruence relation V ≡ U , which allows a
given term V to be reordered to match a term U . In general, the structural congruence
relation allows segments of a list to be permuted, successive restricted names to be
permuted, and unused restricted names to be discarded. Theorem 8.3 states that if
the calculus can reduce a process P to P ′ then the machine can reduce the encoding
of P to the encoding of P ′ in two steps, up to structural congruence.

THEOREM 8.3 (Reduction Completeness)
∀P.P ∈ CA ∧ P −→ P ′ ⇒ (P ) −→−→≡ (P ′)

PROOF By induction on Definition 8.3 of reduction in CA.

8.3.8.4 Proving Liveness to Prevent Deadlocks

Liveness ensures that the machine always produces a deadlock-free term after each
execution step. This ensures that the machine does not deadlock when executing a
given term. Intuitively, a term is deadlocked if it is unable to match a reduction of the
corresponding calculus process. In practice, a term is deadlocked if it contains both
a blocked action and a corresponding blocked coaction. For example, the following
term contains an ambient a with a blocked sibling output to ambient b on channel x.
It also contains a sibling ambient b with a blocked external input on channel x:

a b·x〈n〉.P ::A ::b x↑(m).Q ::B ::C

Since the sibling output and external input are both blocked they cannot interact,
because there is no rule that allows an interaction between two blocked actions. In
contrast, the interaction is possible in the corresponding calculus process:

a b·x〈n〉.P | [A] | b x↑(m).Q | [B] | [C] −→ a P | [A] | b Q{n/m} | [B] | [C]

A term is also deadlocked if it contains an unblocked action or ambient inside a
blocked ambient. For example, the following term contains a blocked ambient a
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with an internal input on channel x. Ambient a also contains an ambient b with a
parent output on channel x:

a b x↑〈n〉.P ::B ::x(m).Q ::A ::C

Since ambient a is blocked, the parent output and external input cannot interact,
because there is no rule that allows an interaction inside a blocked ambient. In con-
trast, the interaction is possible in the corresponding calculus process:

a b x↑〈n〉.P | [B] | x(m).Q | [A] | [C] −→ a b P | [B] | Q{n/m} | [A] | [C]

Conversely, a term is deadlock-free if it is able to match all reductions of the
corresponding calculus process. In general, a term is deadlock-free if it does not
contain both a blocked action and a corresponding blocked coaction, and if it does
not contain an unblocked action or ambient inside a blocked ambient. The set of
deadlock-free terms is denoted by CAM

√
and is defined by placing constraints on

the set of machine terms CAM (see Definition 8.14).
Once the set of deadlock-free terms has been defined in this way, it is possible to

prove that the machine is deadlock-free. Lemma 8.1 ensures that reduction cannot
cause a term to deadlock. The lemma states that if the machine reduces a deadlock-
free term V to V ′ then V ′ is deadlock-free.

V ::= νnV Restriction (8.65)

� A List (8.66)

A,B,C ::= [] Empty (8.67)

� α. .P ::C Action, α. .P = x(m).P ⇒ C �
 a. x↑〈n〉.P ::A ::C′ (8.68)

� a. A ::C Ambient, a. = a ⇒ (A �
 α.P ::A′ ∧A �
 b B ::A′) (8.69)

A 
 out x.Q ::A′ ⇒ A′ �
 b. out x.P ::B ::A′′

A 
 b·x〈n〉.P ::A′ ⇒ C �
 b. x↑(m).Q ::B ::C′

A 
 x↑(m).P ::A′ ⇒ C �
 b. a ·x〈n〉.Q ::B ::C′

A 
 x↑〈n〉.P ::A′ ⇒ C �
 x(m).Q ::C′

A 
 in b·x.P ::A′ ⇒ C �
 b. in x.Q ::B ::C′

A 
 in x.P ::A′ ⇒ C �
 b. in a ·x.Q ::B ::C′

DEFINITION 8.14 Syntax of Deadlock-Free Terms CAM
√
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LEMMA 8.1 (Deadlock-Free Reduction)
∀V.V ∈ CAM

√ ∧ V −→ V ′ ⇒ V ′ ∈ CAM
√

PROOF By induction on Definition 8.12 of reduction in CAM.

The main property of deadlock-free terms is that they should be able match all
reductions of the corresponding calculus process. In order to prove this, it is first nec-
essary to prove certain properties about the relationship between reduction, decoding,
and encoding.

Lemma 8.2 ensures that machine terms with the same decoding can perform cor-
responding reductions. The lemma states that if terms U,V are deadlock-free and
have the same decoding, and if V can reduce to V ′ then U can reduce to a term that
has the same decoding as V ′.

LEMMA 8.2 (Decoding Reduction)
∀U,V.U, V ∈ CAM

√∧[U ]= [V ]∧V −→ V ′ ⇒ ∃U ′.U −→∗ U ′ ∧[U ′]= [V ′]

PROOF By induction on Definition 8.12 of reduction in CAM.

Lemma 8.3 ensures that a process is structurally congruent to the decoding of its
encoding.

LEMMA 8.3 (Decoding Encoding)
∀P.P ∈ CA⇒ [(P )] ≡ P

PROOF Follows by induction on the definition of construction in CAM.

Lemma 8.4 ensures that a term and the encoding of its decoding both have the
same decoding. Note that by Definition 8.13, if two terms have the same decoding
then they are equal up to blocking of actions and ambients.

LEMMA 8.4 (Encoding Decoding)
∀V.V ∈ CAM⇒ [([V ])] = [V ]

PROOF By induction on Definition 8.13 of decoding in CAM.

Once these properties have been proved for reduction, decoding, and encoding,
it is possible to prove the liveness of the machine. Theorem 8.4 ensures that the
machine can match all reductions of the calculus. The theorem states that if a given
term V is deadlock-free and the decoding of V can reduce to P ′ then V can reduce
to a term V ′ that decodes to P ′, up to structural congruence.
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THEOREM 8.4 (Liveness)
∀V.V ∈CAM

√ ∧ [V ] −→ P ′ ⇒ ∃V ′.V −→∗ V ′ ∧ [V ′] ≡ P ′

PROOF By Lemmas 8.2 through 8.4 and by Theorem 8.3.

8.3.9 Proving Termination to Prevent Livelocks

Termination ensures that a given machine term will always terminate, provided
the corresponding calculus process also terminates. This ensures that the machine
does not livelock when executing a given term. According to Theorem 8.5, if the
decoding of a given term V cannot reduce, then V will be unable to reduce after a
finite number of steps.

THEOREM 8.5 (Termination)
∀V ∈ CAM.[V ] �−→ ⇒ ∃V ′.V −→∗ V ′ ∧ V ′ �−→

PROOF The reduction rules of the machine can be divided into two types of
rules: blocking rules V −→b V ′ and interactive rules V −→i V ′. From the proof of
Theorem 8.2 it can be shown that

V −→i V ′ ⇒ [V ] −→ [V ′]
V −→b V ′ ⇒ [V ] ≡ [V ′]

Therefore, if [V ] �−→ then either V �−→ or V −→b V ′. Furthermore, if V −→b V ′
then [V ] ≡ [V ′] and [V ′] �−→. By definition, a given term can only perform a finite
number of consecutive blocking reductions, since each term can only contain a finite
number of actions or ambients to block. Therefore, by induction V will be unable to
reduce after a finite number of steps.

Note that the termination property does not hold in the case where actions to a remote
site are prevented from blocking. This is because a given action will continue polling
until a synchronization occurs, which may be indefinitely.

8.4 Channel Ambient Runtime

This section presents a runtime for executing processes of the CA calculus, known
as the Channel Ambient Runtime. The runtime is implemented by defining a mapping
from the CA Machine to functional program code, using the OCaml language [21].
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8.4.1 Local Runtime Implementation

The CA Machine can be used to implement a local runtime, which executes a
given calculus process on a single physical device.

The architecture of the local runtime is described in Figure 8.7. The main compo-
nents of the runtime are an encoder and an interpreter, where a given process of the
CA calculus is executed by the local runtime as follows. First, the process is encoded
to a corresponding runtime term by the encoder. The resulting term is then executed
by the interpreter in steps, according to a reduction relation. At each step, the inter-
preter transforms the initial term into an updated term. Execution continues until no
more reductions are possible.

The implementation of the local runtime is almost a direct mapping from the
CA Machine to functional program code. Full details of the mapping are given in
Ref. [31].

8.4.2 Distributed Runtime Implementation

The CA Machine can also be used to implement a distributed runtime, which
executes a given calculus process over multiple devices in a hierarchical TCP/IP
network. A runtime term containing multiple sites is executed by mapping each site
in the term to a separate distributed runtime. For example, the following term is
executed using three separate runtimes, one for each of the sites s0, s1, s2:

νz̃ s0 S0 ::s1 S1 ::s2 S2 :: [] :: []

The top-level restricted values are assumed to span all of the distributed runtimes and
do not need to be implemented explicitly, since they form part of an implicit set of
global values in the network.

The terms inside separate distributed runtimes can interact with each other using
standard network protocols. This is achieved by configuring each distributed runtime
to act as a server on the address of the site it is executing. The tree structure of the
network is preserved by adding a link from each site to its parent. These links are
implemented by placing each site inside a proxy of its parent, using the local address
of the parent. If no parent is specified, then a default root parent is used. For example,

Encoder
Process Term Term�

Local runtime

Interpreter

FIGURE 8.7: Architecture of the local runtime.
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the above term is implemented by executing each of the following three terms on a
separate distributed runtime:

root
m0
s0 S0 :: [] :: [], m0 s1 S1 :: [] :: [], m0 s2 S2 :: [] :: []

The site s0 is placed inside a proxy of the default root parent, and each of the
sites s1 and s2 is placed inside a separate proxy m0 of the site s0. The name m0
of the proxy corresponds to the local address of s0, which is used for receiving
messages and agents from sites that are logically contained in s0. Although each
proxy site is initially empty, during the course of execution it can be used to tem-
porarily store and execute agents that are in transit between sites. Thus, in addition
to providing a link to the parent site, a proxy can also be used to decentralize the
execution of the contents of the parent. For example, the following runtime term
represents a site s with contents S, inside a proxy site m with child agents
g1, . . . , gN :

m s S ::g1 G1 :: . . . ::gN GN :: [] :: []

Although the child agents g1, . . . , gN have already left s, they can still temporarily
remain on the runtime inside the proxy m while in transit to their next destination.
If one of the agents needs to perform a local interaction inside the parent then it will
be moved to the parent on demand. Otherwise, it will remain inside the proxy until
it moves to its next destination.

The architecture of the distributed runtime is described in Figure 8.8. The main
components of the runtime are an encoder, an interpreter, a daemon and shared data,
and channel buffers. A given process of the CA calculus is executed by the distributed
runtime as follows:

EncoderProcess Term Term�

Distributed runtime

Interpreter

Daemon
Channel Data

Channel, dataChannel, data

Distributed
runtime

Distributed
runtime

FIGURE 8.8: Architecture of the distributed runtime.
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1. First, the process is encoded to a corresponding runtime term by the encoder.

The process is assumed to be of the form m s P , where s is the main site to be

executed by the runtime, P is contents of the site, and m is a proxy of the parent

site. The process is encoded to a runtime term of the form m s P : [] :: [] :: [].

2. The resulting term is then executed by the interpreter in steps, according to a
reduction relation. At each step, the interpreter transforms the initial term into
an updated term.

3. Since the interpreter is single-threaded, a separate daemon is needed in order
to receive data from distributed runtimes. The data can be either a message
received by the daemon or a mobile agent accepted by the daemon over a
given channel. Any data received by the daemon is added to the data buffer.
After each execution step, the interpreter checks this buffer for incoming data,
which is added to the site s.

4. During execution, the interpreter can instruct the daemon to receive data on a
given channel. The type of data that can be received is determined by the type
of the channel, where different channel types are used to distinguish between
incoming messages and agents. The interpreter can also send data to distributed
runtimes directly over a given channel.

5. Execution continues until no more reductions are possible, after which the
interpreter goes into a blocked state, waiting for an interrupt from the data
buffer to signal the arrival of new data. As soon as any data arrives it is added
to the site s, allowing the interpreter to resume executing.

The reduction rules of the CA Machine are implemented in a distributed setting by
making a distinction between sites and agents, as described in Section 8.2, and by
taking into account the constraints described in Section 8.3. Although the changes
required to go from the local reduction rules to the distributed reduction rules are
relatively minor, the corresponding changes in the implementation are more substan-
tial. In particular, the CA Machine defines a single reduction rule for performing a
sibling output, parent output, or enter to an ambient, but the distributed implemen-
tation needs to distinguish between performing these actions to a remote site or to
a local agent. Similarly, a single reduction rule is defined for blocking an external
input or accept inside an ambient, but the distributed implementation needs to distin-
guish between blocking these actions inside a remote site or inside a local agent. As
a result, additional functions are required to enable distributed runtimes to interact
over a network. Full details are provided in Ref. [31].

8.4.3 Enhanced Runtime Implementation

The distributed runtime has been enhanced in a number of ways in order to improve
the efficiency of process execution, while conserving network bandwidth:
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• The runtime terms are implemented using a map data structure instead of a
list, in order to improve the efficiency of lookups when searching for a blocked
coaction.

• A deterministic selection algorithm is used in order to improve the efficiency
of runtime execution, while ensuring a suitable notion of fairness.

• Network masks are used to conserve bandwidth, by preventing spurious
attempts to interact with inaccessible network addresses.

Full details of the optimizations are described in Ref. [31].
Anindicationofruntimeperformancecanbeobtainedbycharacterizingtheefficiency

of the enhanced runtime execution algorithm. Essentially, each site in a distributed
application is executed by a separate runtime, which can be stopped and started
independently. This allows a large number of parallel runtimes to be used in a given
application with low initialization overhead. Each individual runtime executes in a
loop, as described in Section 8.4.2, where the state A of the runtime consists of a queue
of active actions, a queue of blocked actions and a queue of ambients, recursively:

α1.P1 :: . . . ::αi .Pi , αj .Pj :: . . . ::αk.Pk , a1. A1 :: . . . ::aN. AN

Each blocked or active action corresponds to a separate, self-contained thread,
allowing a large number of threads to be executed in parallel with low overhead.
The runtime scheduling algorithm simply picks the first action in the active queue,
which takes constant time, and then checks whether there is a corresponding blocked
coaction. The check will depend on the type of coaction that is required. If the coac-
tion is in a separate runtime, the action is either blocked immediately or sent over
the network to the runtime. If the coaction is in the same runtime, it will either be
inside the same ambient, the parent, a child, or a sibling. For a coaction inside the
same ambient or inside the parent, the lookup time is O(N), where N is the num-
ber of blocked coactions inside the ambient. In practice, the machine state is further
refined by grouping blocked coactions of the same type (e.g., all the in a ·x actions
to a given ambient a on a given channel x) into a map data structure, so that the
lookup time is O(log N), where N is the number of different types of blocked coac-
tions inside the ambient. For coactions inside a sibling or child ambient, the lookup
time is O(NA × log N), where NA is the number of sibling or child ambients. This
gives us an upper bound on the cost of computing a given interaction. If no coaction
is found then the chosen action is blocked. If no actions are left in the active queue
then an action inside the first active ambient in the ambient queue is chosen, recur-
sively. In the worst case, the time to schedule an action will be O(NT), where NT
is the total number of active ambients in the runtime. If no active actions are found
anywhere inside an ambient or its children then the ambient is blocked, allowing the
ambient to be skipped in future scheduling. If all the actions or ambients in a runtime
are blocked, then the entire runtime goes into a blocked state, waiting for messages
from the network. This combination of lookup and scheduling will determine the
cost of executing a given program, and will vary depending on the number of ambi-
ents and actions in the program. As an example, the full agent tracker application in
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Section 8.5 took 0.136 s when all the sites were executed as local agents on the same
runtime. This includes the disk I/O time for writing the initial and final states of the
runtime to separate HTML files. When each site is executed on a separate runtime,
the execution time is dominated by the properties of the underlying network.

8.4.4 Channel Ambient Language

The CA calculus has been used as the basis for a programming language for
mobile applications, known as the Channel Ambient Language (CA Language). The
language extends the calculus with various programming constructs such as data
structures, process definitions and system calls, and the execution rules of the
language are based largely on the reduction rules of the CA Machine. Although
the language itself is merely a prototype, it gives a useful indication of how next-
generation programming languages for mobile applications can be based on a formal
model. The language and runtime system are available from Ref. [30].

8.4.4.1 Execution

The CA Runtime can be used to execute a file source.ca by typing the command
cam.exe source.ca in a console. The file source.ca contains the code for a single
site with a given network address. Before the runtime executes the program, it checks
to see whether the program code is well typed. The type system for the CA Language
is defined in Ref. [31] and ensures that only values of the correct type can be sent
and received over channels. When the runtime executes a given program, its internal
state is modified with each execution step, according to the reduction rules of the CA
Machine.

The execution state of the runtime is regularly streamed to the file state.html,
which can be viewed in a web browser and periodically refreshed to display the
latest state information. For reference, the initial state of the runtime is stored in the
file start.html.

The state of the runtime looks very much like a source file, and contains any pro-
gram code that is currently being executed by the runtime. Each currently executing

thread is displayed next to a thread icon , where icons of blocked threads are

underlined . Each currently executing ambient is enclosed in a box with an open

folder icon next to the ambient’s name, where icons of blocked ambients are

underlined . The state of the ambient can be hidden by clicking on this icon, which

collapses the contents of the ambient and displays a closed folder icon next to the
ambient’s name. If the entire contents of the runtime are blocked, then execution is
suspended until the runtime receives an interrupt from the network, announcing the
arrival of new messages or ambients to be executed.

8.4.4.2 System Calls

A given runtime executes a single site, where the top-level process inside the
site is specified by the user, but new agents can enter and leave the site dynamically.
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The security model only allows the top-level process inside the site to perform a
system call, by doing a parent output on one of the predefined System channels. These
include channels for printing on a console, reading and writing to files, executing
external programs, and forwarding messages to remote sites. If a parent output on a
System channel is performed inside a nested agent, then it is treated as an ordinary
parent output. These parent outputs can be forwarded to the parent site through the use
of private forwarding channels. Where necessary, a separate forwarding channel can
be defined for each agent or group of agents, allowing fine-grained access permissions
to be implemented for each system call. If no forwarding channels are implemented,
then none of the agents inside a site will be able to perform a system call.

The runtime also allows files to be stored in an ambient in binary form and sent
over channels like ordinary values. This can be used to program a wide range of
applications. For example, it can be used to program an ambient that moves to a
remote site, retrieves a Java class file, and then moves to a new site to execute the
retrieved file. A similar approach can be used to coordinate the execution of multi-
ple prolog queries on different sites, or coordinate the distribution and retrieval of
multiple HTML forms.

8.4.5 Resource Monitoring Application

The CA Language can be used to program the resource monitoring example of
Section 8.2. The code for the client and server is given in Figure 8.9. The syntax
of the code is similar to the syntax of the calculus, with minor variations such as
using a semicolon instead of a dot for action prefixes. The code also contains type

192.168.0.3:3000
[ let server = 192.168.0.2:3001 in
let client = 192.168.0.3:3000 in
let register =

register:<site,<<migrate>>> in
let logout = logout:<migrate> in
let Monitor() = print<monitor> in
let Continue() = print<continue> in
( new ack:<<migrate>>

server.register<client,ack>;
ackˆ(x);
monitor
[ out logout;

in server.x;
Monitor<>

]
| -out logout;

Continue<>
) ]

192.168.0.2:3001
[ let Report() = print<report> in
let register =
register:<site,<<migrate>>> in
!registerˆ(c,k);

new login:<migrate>
c.k<login>;
-in login;
Report<> ]

FIGURE 8.9: Program code for the resource monitoring application.
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annotations of the form n : T , where n is a variable name and T is a type expression,
and value declarations of the form let n = V in P , where V is a value expression.
Site values are of the form IP : i, where IP is an IP address and i is a port number.
Channel values are of the form n : 〈T 〉, where n is a name and T is the type of values
carried by the channel. The additional type information helps to preserve type safety
when remote machines interact over global channels, since two channels are only
equal if both their names and types coincide.

The server runs on port 3001 of IP address 192.168.0.2, while the client runs on
port 3000 of IP address 192.168.0.3. In this example the Report , Monitor , and
Continue processes are defined as simple outputs. In general they can be defined as
arbitrarily complex processes.

The two programs are executed on separate client and server sites by separate run-
times. Initially, each runtime parses the program code and substitutes any value, type,
or process definitions. Top-level parallel compositions are expanded accordingly and
the client creates a new acknowledgment channel, where ack1 is an abbreviation for
a private channel name. All occurrences of the name ack are substituted with the
ack1 inside the client. The initial internal state of the client and server runtimes are
shown in Figure 8.10. These states correspond to HTML output that is automatically
generated by the runtimes after each execution step. The final state of the client and
server runtimes are shown in Figure 8.10. The monitor agent has entered the server
on the login channel and executes a process to monitor the resource on the server. In
parallel, the server executes a process to forward information about the resource to
the monitor. Further examples can be downloaded from Ref. [30], along with debug-
ging information about the initial and final states of the runtime.

FIGURE 8.10: Initial (top) and final (bottom) states for the server and client
defined in Figure 8.9.
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8.5 Agent Tracker Application

The CA Language can be used to develop an agent tracker application, which
keeps track of the location of registered client agents as they move between trusted
sites in a network. The application is inspired by previous work on location-
independence, studied in the context of the Nomadic π-calculus [41] and the
Nomadic Pict programming language [42]. Algorithms for reliably tracking the
location of agents are fundamental in many distributed applications. One example
is in the area of information retrieval, where multiple agents visit specialized data
repositories to perform computation-intensive searches, periodically communicating
with each other to update their search criteria based on high-level goals. A simple
example of an information retrieval application is the organization of a conference
using mobile agents. Each agent is given a dedicated task, such as flight and train
reservations, hotel reservations, sightseeing tours, restaurant bookings, etc. The vari-
ous agents then move between dedicated sites in order to achieve their specific goals,
periodically communicating with each other to resolve conflicts in scheduling or
availability. In general, algorithms for tracking the location of migrating agents are
a key feature of mobile agent platforms, and are part of the Mobile Agent System
Interoperability Facility standard for mobile agent systems [35]. Many agent plat-
forms rely on tracking algorithms to forward messages between migrating agents,
including, for example, the JoCaml system. In this respect, the CA Language can
be used to develop secure, extensible platforms for mobile agents, using tracker
algorithms similar to the one presented.

This section describes a decentralized version of the agent tracker algorithm given
in Ref. [40]. The algorithm uses multiple home servers to track the location of mobile
clients, and relies on a locking mechanism to prevent race conditions. The locking
mechanism ensures that messages are not forwarded to a client while it is migrating
between sites, and that the client does not migrate while messages are in transit.

The agent tracker application is specified using the Server , T racker , Site, and
Client processes defined in Figure 8.11. The corresponding program code for these
definitions is also presented. The Site process describes the services provided by
each trusted site in the network. An agent at a trusted site can receive a message m

on channel x from a remote agent via the child channel. Likewise, it can forward
a message m on channel x to a remote agent a at a site s via the fwd channel.
Visiting agents can enter and leave a trusted site via the login and logout channels,
respectively. An agent at a trusted site can check whether a given site s is known
to be trusted by sending an output on channel s. The Server process describes the
behavior of a home server that keeps track of the location of multiple clients in the
network. A client agent can register with a server site via the register channel,
which creates a new tracker agent to keep track of the location of the client. The
T racker and Client processes describe the services provided by the tracker and
client agents, respectively.

Figure 8.12 describes a scenario in which a client registers with its home site. The
scenario uses a simplified version of the graphical representation for the CA calculus
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Server(si ) �
!register(client, ack).νtracker νsend νmove νdeliver νlock

(tracker T racker〈client, send, move, deliver, lock〉
| client/ack〈tracker, send, move, deliver, lock〉
| tracker/lock〈si 〉)

T racker(client, send, move, deliver, lock) �
( !send↑(x,m).lock↑(s).f wd↑〈s, client, deliver, (s, x, m)〉
| !move↑(s′).s′↑〈〉.lock↑(s)f wd↑〈s, client, lock, s′〉)

Site() �
( !child↑(a, x, m).a/x〈m〉
| !f wd(s, a, x, m).s ·child〈a, x, m〉
| !in login | !out logout

| !s0() | ... | !sN ())

Client (home, tracker, deliver, lock) �
(!lock↑(s).out logout.in s ·login.fwd↑〈home, tracker, lock, s〉.moved〈s〉
| !deliver↑(s, x, m).f wd↑〈home, tracker, lock, s〉.x〈m〉)

let Server(home:site)=
!register(client,ack); new tracker:agent new move:<site>

new deliver:<site,<’a>,’a> new lock:<site>
( tracker[ Tracker<client,move,deliver,lock> ]
| client/ack<tracker,move,deliver,lock>
| tracker/lock<home> )

let Tracker(client:agent,move:<site>,deliver:<site,<’a>,’a>,lock:<site>)=
( !sendˆ(x,m); lockˆ(s); forwardˆ<s,client,deliver,(s,x,m)>
| !moveˆ(s1); s1ˆ<>; lockˆ(s); forwardˆ<s,client,lock,s1>)

let Site()=
( !childˆ(a,x,m); a/x<m>
| !forward(s,a,x,m); s.child<a,x,m>
| !-in login | !-out logout)

let Client(home:site,tracker:agent,deliver:<site,<’a>,’a>,lock:<site>)=
( !lockˆ(s);out logout;in s.login;forwardˆ<home,tracker,lock,s>;moved<s>
| !deliverˆ(s,x,m); forwardˆ<home,tracker,lock,s>; x<m>)

FIGURE 8.11: Agent tracker specification (top) and implementation (bottom)
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s0

c S0

νtcνscνmcνdcνlc

Tracker〈c, sc , mc ,dc ,lc〉

register↑ 〈c, ack〉
C

νack

tc /lc〈s0〉

N

tc

P

c ⋅ ack〈tc , sc , mc , dc , lc 〉
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FIGURE 8.12: Tracker registration.

presented in Section 8.2, in which the vertical lines represent parallel processes, the
boxes represent ambients, the horizontal arrows represent interaction and the flow of
time proceeds from top to bottom. The client c sends a message to its home site s0 on
the register channel, consisting of its name and an acknowledgment channel ack.
The site creates a new agent name tc and new send, move, deliver, and lock channels
sc,mc, dc, lc, respectively. It then sends these names to the client on channel ack,
and in parallel creates a new tracker agent tc for keeping track of the location of the
client. The tracker is initialized with the T racker process and the current location
of the client is stored as an output to the tracker on the lock channel lc. When the
client receives the acknowledgment it spawns a new Client process in parallel with
process P .

Figure 8.13 describes a scenario in which a tracker agent sends a message to its
client. A message can be sent to the client by sending a request to its corresponding
tracker agent on the home site s0. The request is sent to the tracker agent tc on the
send channel sc, asking the tracker to send a message n to its client on channel x.
The tracker then inputs the current location si of its client via the lock channel lc,

s0

s0 tc

Tc

si

sic

C tc/sc〈x n〉

tc/lc〈si〉

tc/lc〈si〉

si⋅ child 〈c, dc,(si, x, n)〉

s0⋅ child 〈tc, lc, si〉

c/dc 〈si, x, n〉

fwd↑ 〈s0, tc, lc, si〉

fwd↑ 〈si, c, dc, (si, x, n)〉

tc/lc 〈si〉
x〈n〉

Nsi

FIGURE 8.13: Tracker delivery.
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thereby acquiring the lock and preventing the client from moving. The tracker then
forwards the request to the deliver channel dc of the client. When the client receives
the request, it forwards its current location to the tracker on the lock channel, thereby
releasing the lock, and locally sends the message n on channel x.

When the client wishes to move to a site sj , it forwards the name sj to the tracker
agent on the move channel mc. The tracker agent first checks whether this site is
trusted by trying to send an output on channel sj . If the output succeeds, the tracker
inputs the current location of its client on the lock channel, thereby acquiring the
lock and preventing subsequent messages from being forwarded to the client. It then
forwards the name sj to the client on the lock channel, giving it permission to move to
site sj . When the client receives permission to move, it leaves on the logout channel
and enters site sj on the login channel. It then forwards its new location to the tracker
agent on the lock channel, thereby releasing the lock.

The above definitions can be used to specify a distributed instance of the tracker
application, in which multiple client agents communicate with each other as they
move between trusted sites in a network. The following specification describes three
client agents a, b, c which start out on a home site s0.

s0 Server〈s0〉 | Site〈〉 | a A | b B | c C | s1 Site〈〉 | s2 Site〈〉 | s3 Site〈〉

The processes A,B,C are used to describe how the clients register with the home
site s0, locally exchange tracker names and then embark on their respective journeys
through the network. The clients are able to communicate with each other as they
move between the trusted sites s0, ..., s4 by sending messages to their respective
tracker agents on the home site s0. The trackers then forward the messages to the
appropriate client. This example was programmed in the CA Language by executing
the following four sites on four different runtimes:

192.168.0.2:3010
[ Site<> | Server<192.168.0.2:3010>
| alice[Alice<>] | bob[Bob<>] | chris[Chris<>]
]
192.168.0.3:3011[ Site<> ]
192.168.0.4:3012[ Site<> ]
192.168.0.5:3013[ Site<> ]

The full code for the application is available online at Ref. [30]. During execution,
each runtime periodically produced an HTML output of its execution state. The state
of site s1 at the beginning and end of execution is shown in Figure 8.14. Initially, the
site executes code to provide a number of basic services, but does not contain any
agents. By the end of the program execution, the site has been visited by both the
bob and chris agents, and the bob agent is still present on the site. Multiple runs of
the application show that all of the messages are reliably delivered to the respective
agents as they move around between sites.
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FIGURE 8.14: Initial and final Runtime states for site s1 at address 192.168.0.3:
3011.

8.6 Related Work

The CA calculus is inspired by previous work on calculi for mobility, including
the Ambient calculus, the Nomadic π-calculus, and variants of the Boxed Ambient
calculus. The main differences with Boxed Ambients are that ambients in CA can
interact using named channels and that sibling ambients can communicate directly.
Sibling communication over channels is inspired by the Nomadic π-calculus and
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channel communication is also used in the Seal calculus [11], although sibling
seals cannot communicate directly. The use of channels for mobility is inspired
by the mechanism of passwords, first introduced in Ref. [24] and subsequently
adopted in Ref. [7]. The main advantage of CA over the Nomadic π-calculus is
its ability to regulate access to an ambient by means of named channels, and its
ability to model computation within nested locations, both of which are lacking
in Nomadic π . In the Safe Ambient calculus [22], coactions are used to allow an
ambient to enter, leave, or open another ambient. However, there is no way of
controlling which ambients are allowed to perform the corresponding actions. In
Ref. [41], the authors of Nomadic π argue that some form of local synchronous
communication is fundamental for programming mobile applications. In contrast,
Boxed Ambient calculi typically require all communication between sibling agents
to take place via the parent. However, there is nothing to prevent one or both of these
agents from migrating while the message is still in transit, leaving the undelivered
message stuck inside the parent.

The CA Machine is inspired by the Pict abstract machine [38], which is used as
a basis for implementing the asynchronous π-calculus. Like the Pict machine, CAM
uses a list syntax to represent the parallel composition of processes. In addition,
CAM extends the semantics of the Pict machine to provide support for nested ambi-
ents and ambient migration. Pict uses channel queues in order to store blocked inputs
and outputs that are waiting to synchronize. In CAM these channel queues are gen-
eralized to a notion of blocked processes, in order to allow both communication and
migration primitives to synchronize. A notion of unblocking is also defined, which
allows mobile ambients in CAM to re-bind to new environments. In addition, CAM
requires an explicit notion of restriction in order to manage the scope of names across
ambient boundaries. The Pict machine does not require such a notion of restriction,
since all names in Pict are local to a single machine. By definition, the Pict abstract
machine is deterministic, and, although it is sound with respect to the π-calculus, it is
not complete. In contrast, CAM is nondeterministic, and is both sound and complete
with respect to the CA calculus.

A number of abstract machines have also been defined for variants of the Ambi-
ent calculus. In Ref. [8], an informal abstract machine for Ambients is presented,
which has not been proved sound or complete. In Ref. [18], a distributed abstract
machine for ambients is described, based on a formal mapping from the Ambient
calculus to the Distributed Join calculus. However, it is not clear how such a transla-
tion can be applied to the CA calculus, which uses more high-level communication
primitives. In addition, the translation is tied to a particular implementation language
(JoCaml), whereas the CA Machine uses more a low-level approach that can be
implemented in any language with support for function definitions. Furthermore,
the abstract machine in Ref. [18] separates the logical structure of ambients from
the physical structure of the network, whereas the CA Machine uses ambients to
directly model the hierarchical topology of the network. This approach assumes that
the network topology is part of the application specification, which leads to a simpli-
fied implementation. In Ref. [36], a distributed abstract machine for Safe Ambients is
presented, which uses logical forwarders to represent mobility. Physical mobility can
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only occur when an ambient is opened. However, such an approach is not applicable
to CA, where the open primitive is nonexistent.

The Nomadic Pict runtime [42] is an extension of the Pict runtime with support
for the migration of mobile agents between runtimes over a network. Unlike the
CA Runtime, the Nomadic Pict runtime is not based on a formal abstract machine,
although such a machine could in principle be defined using the approach described
in Section 8.3. Another feature of the Nomadic Pict runtime is that all the agents in
a given application are typically launched from a single runtime, and then migrated
to other runtimes in the network. This is because the constructs for agent creation
require each agent to be created with a unique identity that is only known within a
limited scope.

The JoCaml runtime [15] is implemented based on a high-level abstract machine
for the Join calculus [17] and a compilation of the calculus to a suitable target lan-
guage [20]. In JoCaml, migrating agents communicate by sending messages to each
other irrespective of their location, which requires complete network transparency.
Therefore, in order to fully implement the semantics of the Join calculus, sophis-
ticated distributed algorithms are required, such as the information retrieval infras-
tructure described in this chapter. In general, the JoCaml runtime relies on a small
set of powerful primitives that provide complete network transparency, whereas the
CA Runtime relies on a small set of low-level primitives that can be directly imple-
mented above standard network protocols, together with an easy way of encoding
more expressive primitives on top.

In Ref. [41], Nomadic Pict is used to program an infrastructure for reliably for-
warding messages to mobile agents, and a centralized version of this algorithm is
proved correct in Ref. [40]. This chapter shows how similar applications can be pro-
grammed using the Ambient paradigm. One of the advantages of Ambients is that
they can directly model computation within nested locations, which is not possible
in Nomadic Pict. In addition, the CA Language provides constructs for regulating
access to a location by means of named channels, whereas Nomadic Pict assumes
that all locations are freely accessible.

8.7 Conclusion

The agent tracker application for information retrieval relies on distributed algo-
rithms previously presented in Ref. [41], which also describes a variety of algorithms
for fault tolerance, load-balancing, large-scale parallel computation, and event-driven
mobility. In future, some or all of these algorithms could be specified in the CA cal-
culus and used to implement a range of mobile applications in the CA Language.

From a security perspective, perhaps the most interesting area for future work lies
in the use of Ambient Logics for reasoning about the security properties of mobile
applications. Such logics are a powerful tool that can express a much broader range
of properties than process equivalences [9]. In general, there has been a significant
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amount of research on security mechanisms for Ambient calculi. Although only a
fraction of this research has been applied to the CA calculus, much more could be
applied in future. For the time being, this chapter focuses on ensuring that, if a given
security property holds for the calculus specification of an application, then it will
also hold for its implementation.

From an implementation perspective, a number of improvements can be made
to both the CA Runtime and the CA Language. Thanks to the completeness of the
CA Machine, a number of optimizations can be introduced for the scheduling of
processes, while still preserving the correctness of the runtime. The CA Language is
merely a prototype, and a number of extensions to the language can be envisaged.
The Pict language demonstrated how high-level encodings of functions, procedures,
and data structures could be readily embedded in a π-calculus language. Since the
CA calculus is an extension of the π-calculus, a full embedding of a functional lan-
guage can be incorporated into the CA Language in a similar way.

From a specification perspective, a number of extensions to the calculus can also
be envisaged, including a notion of time and nondeterministic choice. A promising
approach to modeling time in the π-calculus is presented in Ref. [2], which can also
be readily applied to Ambient calculi. A possible extension for modeling nondeter-
ministic choice is described in the Bio Ambient calculus [34]. The combination of
these two extensions could be readily used to program timeouts and other exception
mechanisms. For example, ack↑(k).P + τn.Q could be used to model a choice (+)
between receiving an acknowledgment k on channel ack and then executing P , or
waiting for time n and then executing Q. In this example, if time n elapses before the
acknowledgment is received, the process Q is executed. Such an extension would be
relatively straightforward—for comparison, a notion of stochastic choice with time-
out has already been implemented in Ref. [32]. So far, the CA calculus has been
used to specify mobile applications for networks that support the TCP/IP. In princi-
ple, the calculus could also be used to specify applications on a range of networks
types. For example, wireless networks with mobile devices can be readily modeled
using the synchronization primitives of the calculus. Indeed, mobile wireless net-
works were some of the first network types to be targeted by process calculi. For
example, [25] uses the π-calculus to describe a simple protocol for switching mobile
phones between base stations.

This chapter investigates to what extent a variant of the Ambient calculus can
be used for specifying and implementing secure mobile applications. In particular,
the chapter investigates whether ambients can be used as the basis for a distributed,
mobile programming language. Over the years there has been substantial theoretical
research on the Ambient calculus and its many variants, but there has been compar-
atively little research on the implementation of ambients. In this regard, a number
of lessons can be learned from the Nomadic π-calculus, for which the underlying
theory [39] and implementation [41] were developed in concert, in order to produce
the beginnings of a programming language and runtime system for developing real
mobile applications [42]. Ambient calculi have matured substantially over the years,
and it is perhaps time to seriously address how the theory of ambients can be turned
into practice, in order to reap the benefits of the last decade of theoretical research.
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This follows on from one of the early papers on ambients [10], which states “On
this foundation, we can envision new programming methodologies, programming
libraries and programming languages for global computation.”
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9.1 A Brief History

We must try to get a better understanding of the processes of computing
and their description in programming languages. In computing we have
what I believe to be a new field of mathematics. (Christopher Strachey,
1965)

In the early days of Computer Science, Christopher Strachey held the belief that
programming should be treated as a mathematical activity, in order to be given a
sound theoretical basis. The above quote is taken from Ref. [34], containing some
of his previously unpublished lecture notes in an edition dedicated to his memory.
Perhaps an even greater dedication is that much work since his pioneering days
has been dedicated to realizing that goal; and today it is still a fundamental aim of
computer science research to understand, describe, and solve the problems of
programming using sound mathematical techniques.

In the decades following Strachey’s work, methodologies have become much
more sophisticated, whilst maintaining the original goal of systematic and orderly
development of computer systems. However, systems are also becoming vastly more
complex, and the distinction between hardware and software increasingly blurred.
The tasks which computer systems are asked to undertake are becoming increasingly
fundamental to our everyday lives. Indeed, it may be argued that the demands placed
on these systems are rapidly outstripping our ability to reason about them. With
this in mind, it is clear that it is becoming ever more important to strive to achieve
Strachey’s early insight.

One of the practical challenges in designing and understanding modern systems
centers around the increasingly concurrent nature of systems. Concurrency is com-
monplace, ranging from coprocessors in desktop personal computers, to massively
parallel systems, which, even only a few years ago seemed infeasible. Customiz-
able, reconfigurable hardware is becoming more commonplace, and with it comes
the potential for even more concurrency.

Reasoning about concurrent systems is inherently more difficult than reasoning
about sequential ones—in part due to the increased number of states a concurrent
system can be in, but also due to the increased behaviors enjoyed by concurrent
systems. These can be classified in the following ways:

• Nondeterminism: A system is nondeterministic if behaviors may be different
given exactly the same sets of inputs in different experiments. Nondeterminism
can often arise through, for instance, race conditions. Depending on the cir-
cumstances, nondeterminism may be a desirable property or it may not: either
way it should be detectable.

• Deadlock: A system is deadlocked if no components can make any further
progress. This is often caused by a chain of dependency between processes
waiting for communications, and one, or more of the components refusing to
engage in a communication.
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• Livelock: A system is livelocked, or divergent, if it is partaking in a (potentially)
infinite sequence of internal events over which the environment has no control.
Externally, the view of a livelocked system is similar to that of a deadlocked
one; although operationally, and semantically, the two are very different.

9.1.1 Recent Developments: Linking Theories

The challenge to computer science is to provide a methodology and notation that
can be used to describe all of the properties of a system together, in a clear, and concise
manner, while allowing as much of the life cycle of a system to be contained within
the same notation.

The development of a Unifying Theory of Programming [14] has fueled interest in
integrating different languages and notations to achieve this. The aim is generally to
offer notations that allow the designer to reason about more aspects of systems and
specifications, in the ways described above. The desire to combine reactive behavior
of systems with functional properties has led to several combinations of state-based
formalisms and process algebras being proposed. In this chapter, we are concerned
with one such integration, Circus.

9.1.2 Contribution

Previous works exist documenting the case study presented in this chapter, an
Internet packet filter, and how it can be implemented on an FPGA [19,20], and attempts
to verify the implementation in Ref. [39] The major contributions of this chapter can
be summarized by the following points:

1. An introduction to Circus with examples

2. A demonstration of the calculation of concurrency from a sequential specifica-
tion using laws of Circus

3. The presentation of a top-down design strategy from requirements and a
verification strategy for a development using Z/Eves and FDR

4. The presentation of design patterns for refining Circus processes into
Handel-C models, incorporating a model of synchronous clock timing

5. Evidence that the laws of Circus allow the exploration of valid refinements,
guided by engineering intuition where requirements may not have been explicit
in the specification

The chapter is structured as follows: Section 9.2 presents an introduction to Circus.
This introduction assumes the reader has some previous knowledge of CSP and Z,
although readers without this experience will benefit from studying the examples.
Section 9.3 shows how laws of Circus can be used to calculate a concurrent imple-
mentation from a sequential specification. Sections 9.4 through 9.10 present the case
study that forms the majority of this chapter. The purpose of this case study is to
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motivate this calculational approach, by starting with an abstract specification that
may be reasoned about, and end up with a highly concurrent implementation tai-
lored to the hardware upon which it is to be deployed. Background to the case study
is given in Section 9.4 and the abstract specification in Section 9.5. The specifica-
tion is refined into different components in Section 9.6, and into the implementa-
tion architecture in Sections 9.7 through 9.9; and the final implementation given in
Section 9.10. We summarize the conclusions and achievements of this work in
Section 9.11.

9.2 About Circus

Circus is the most modern approach to combining notations, integrating CSP, Z, the
Guarded Command Language and the Z Refinement Calculus, with a central notion of
refinement. The semantics of the language have been defined [38]; while refinement,
consisting of simulation rules for processes, and a development calculus, is presented
in Ref. [37]. The approach is the most modern because the semantic model of the
combination is built on Hoare and He’s Unifying Theory [14].

The Z notation [4,30,31] is a well-established formal specification language used
to model the behavior of systems in terms of state. It offers rich facilities to describe
state-based properties of a system, its data structures, and operations upon it. Z has
been applied in many case studies, for instance [9,33]; a wide range of tools are
available such as the type-checker Fuzz [32], and the theorem provers Balzac [8],
Z/Eves [27], and ProofPower [15]; and several courses and textbooks are available
[7,25,40].

Central to the Z notation is the notion of abstract data types. An abstract data
type comprises a space of states, and an indexed collection of operations. Any use
of the type begins with an initialization, proceeds with some sequence of operations,
and ends with a finalization. Furthermore, data refinement and simulation rules allow
development of abstract data types in a system, from abstract, nondeterministic spec-
ifications into deterministic implementations; however, it has no concept of operation
evaluation order, no potential for the system to refuse to engage in an operation—or
indeed to nondeterministically select one operation over another, nor of concurrency.

These concepts are all offered by the theory of Communicating Sequential Pro-
cesses (CSP) [12,13,26]. CSP is presented by Hoare [13], although it was originally
presented in earlier works [12]. It is further built on by Roscoe in [26]. It is a mathemat-
ical formalism for reasoning about interacting, concurrent, communicating entities
in a system. Each entity in the system is represented by a process, which engages
in atomic actions, called events. An event is an observable action in the life of a
process, and acts as a communication, or synchronization between cooperating pro-
cesses. An alphabet is a set of events. The role of alphabets in the semantic domain
differs between Refs. [13] and [26]. In the former, processes have alphabets, while
in the latter, it is the process combinators that are alphabetized. Circus is concerned
with the alphabetized operator version of Ref. [26].
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Complex descriptions of behavior can be built up as networks of processes, using the
operators of CSP. It is a process algebra: descriptions of processes can be manipulated
in accordance with sets of algebraic laws; the correctness of these laws being justified
within the semantic models associated with CSP.

Failures-Divergences Refinement (FDR) [17] and Probe [18] are the most popular
tools for investigating networks of CSP processes, and offer model-checking and
simulation support, respectively.

A Circus program is a sequence of paragraphs: Z paragraphs, channel definitions,
channel set definitions, and process definitions. The basic form of process definition
describes the process state and operations on that state—as in a Z specification.
Operations are called actions and can be specified using schemas, CSP events, and
guarded commands. Every process has a single unnamed action, starting with •, in
its definition—this is the main action of the process.

A channel definition declares the channels to which processes can refer: it gives
the name of each channel and the type of values it can communicate. The channels
over which a process communicates constitute the external interface of that process.
A process definition gives a specification of the process. The simplest form of process
specification consists of a set of process paragraphs, and the main process action,
delimited by a begin and end.

Example 9.1 A Circus buffer of length 1

channel in, out : N

channel init, reset

process Buffer =̂
begin

USt =̂ [ p : N ]
Init =̂ [USt′ | p′ = 0 ]
Input =̂ [�USt, i? : N | p′ = i? ]
Reset =̂ [�USt | p′ = 0 ]
Run =̂ μ X • (in?i→ Input; out!p→ X) � (reset→ Reset; X)

• init→ Init; Run
end

Example 9.1, similar to that in Ref. [5], declares four channels. Two of these, in and
out, communicate natural numbers; the other two, init and reset, are for synchroniza-
tion. This Buffer process synchronizes with the environment on startup via event init,
and performs process Init to initialize p of the user state (USt) to 0. After this, The
Run process either inputs a value, which is stored in local state by process Input, after
which it insists on outputting a value, or it resets the buffer. The event in?i introduces
the variable i, which has scope over the remainder of the action, and corresponds to
the i? in Input. In the output action, out!p, p is in scope as it is contained in the user
state; this value is communicated and the system recurses. To reset the system, the
world synchronizes with the reset event.
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9.2.1 Program Development: Refinement

One of the major aims of Circus is to establish a calculational approach to
implementing specifications. Fundamental to this idea is the notion of refinement.
Refinement is common to many formal methods, although different methods adopt
different approaches, for instance [1,36] differ in the treatment of guards and precon-
ditions. Much work has also been done in showing how specifications can be refined
to executable code [2,3,6,21,22].

In the Unifying Theory, refinement is expressed as implication: an implementation
P satisfies a specification S if [P ⇒ S], where the brackets denote universal quan-
tification over the alphabets of P and S, which must be equivalent. Reference [28]
presents the meaning of refinement in Circus—process refinement is given in terms
of action refinement, as in Definitions 9.1 and 9.2.

DEFINITION 9.1 Action refinement
Suppose thatAandBareactionsonthesamestatespace.ActionAisrefinedbyaction

B if, and only if, every observation of Bis permitted by A as well: A �A B =̂ [B⇒ A].
DEFINITION 9.2 Process refinement

Assume P.st, P.init, P.act, Q.st, Q.init, and Q.act are the states, initializations,
and actions, of processes P and Q, respectively. P �P Q is defined to mean that
process P is refined by process Q if, and only if,

(∃P.st, P.st′ • P.init ∧ P.act) �A (∃Q.st, Q.st′ • Q.init ∧ Q.act)

Data refinement techniques require a formalization of the link between abstract
and concrete states—relations describing this link are usually referred to as forwards
and backwards simulation [10,11,40].∗ A forwards simulation (Figure 9.1) is usually
used to prove the correctness of a development step when the implementation side

Q.fin

R R�

P.init

P.st P.act P.st�

P.fin

Q.init

Q.st

Q.act

Q.st�

FIGURE 9.1: Forwards (or downwards) simulation.

∗ References [10,11] actually use the term downwards simulation for forwards simulation, and upwards
simulation for backwards simulation.
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resolves some nondeterminism in the specification; while a backwards simulation is
used to prove the correctness of the step when the implementation postpones some
nondeterminism present in the specification. Rules for forwards simulation in Circus
have been proposed in Ref. [28], and these are recounted in Definition 9.3. Process
refinement in Circus corresponds to the failures-divergences refinement ordering
in CSP.

DEFINITION 9.3 Forwards simulation of Circus processes
A forwards simulation between actions A and B of processes P and Q is a relation

R of type Q.st ——≺ � P.st, satisfying

[∀Q.st • Q.init⇒ (∃P.st • P.init ∧ R)] [initialization]

[∀P.st; Q.st; Q.st′ • R ∧ B⇒ (∃P.st′ • R′ ∧ A)] [correctness]

A forwards simulation between P and Q is a forwards simulation between their main
actions.

9.3 Calculating Concurrency Using Circus

A major goal of Circus is to make development of concurrent programs as sys-
tematic as that of sequential ones. In this section, the focus is on laws that may be
applied to a specification in order to calculate a concurrent refinement. The section
opens by presenting the main law for introducing concurrency into a specification:
process splitting. This is followed by a law known as process indexing, used for
replicating, indexing, and interleaving collections of like components. Finally, a new
law and associated operator generalised chaining that relaxes some of the restrictions
in process splitting is presented.

9.3.1 Process Splitting

The first law in this section, process splitting, applies to processes whose state
components can be partitioned in such a way that each partition has its own set of
process paragraphs. The result of applying this law to a process of the correct form is
two new processes, each containing their own paragraphs; and together they exhibit
behaviors that are a refinement of the original.

DEFINITION 9.4 Process forms applicable to process splitting

process P =̂
begin

State =̂ Q.st ∧ R.st
Q.pps ↑ R.st
R.pps ↑ Q.st
• F(Q.act, R.act)

end
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Let pd stand for the process declaration in Definition 9.4, where Q.pps and R.pps
stand for the paragraphs of processes Q and R; and F for an arbitrary context
(function on processes). The operator G ↑ S takes a set of paragraphs G and schema
expressions S, and joins the paragraphs of G with �S. For the expression to be
well-formed, the paragraphs in G must not change state in S. This is the general form
of processes to which process splitting laws apply.

The state of P is defined as the conjunction of schemas Q.st and R.st. The actions
of P are Q.pps ↑ R.st and R.pps ↑ Q.st. They must handle the partitions of the state
separately. In Q.pps ↑ R.st each schema expression in Q.pps is conjoined with �R.st.
Similar comments apply to R.pps ↑ Q.st.

LAW 9.1 Process splitting

pd = (processP =̂ F(Q.act, R.act))

provided Q.pps and R.pps are disjoint with respect to R.st and Q.st.

Two sets of process paragraphs pps and pps′ are said to be disjoint with respect to
states s and s′ if and only if pps = pps′ ↑ s′ and pps′ ↑ s, and no action in pps refers
to components of s′ or to paragraph names in pps′; further, no action in pps′ refers to
components of s or to paragraph names in pps. Informally, this may be summarized
by saying that pps should not depend upon anything in s′, and pps′ should not depend
upon anything in s.

Example 9.2 is a process to which this law is applicable. The process represents a
very simple operating system that allows users to log in, and for files to be written
to. Initialization of user state has been omitted, as the technique for dealing with
initialization is the same as for the other actions.

Example 9.2 A very simple operating system

process OperatingSystem
begin
USt =̂ [ file : N �——� File; users : P Person ]
WriteFile =̂ [ �USt; i? : 1..maxfiles; k? : Key; d? : Data |

file i?′ = file i⊕ {k? �→ d?} ∧ users′ = users ]
AddUser =̂ [�USt; p? : Person |

p? /∈ users ∧ users′ = users ∪ {p?} ∧ file′ = file ]
Run =̂ μ X • (write?i?k?d→ WriteFile � add?p→ AddUser); X

• Run
end

First, the state of the process may be considered. Inspection shows that WriteFile
accesses one part of the state, while AddUser accesses the other; both operations
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guarantee to leave the complementary state unchanged. The user state can therefore
be rewritten as in Example 9.3. Using the schema calculus, the correctness of splitting
the user state can be shown by conjoining each operation with an unaltered version of
the partner state and proving that it is equal to the original: for instance, WriteFile =
WriteFile1 ∧ �USt2. A proof obligation such as this may typically be automated
using Z/Eves.

Example 9.3 Separating operating system state

USt1 =̂ [ file : N �——� File ]
USt2 =̂ [users : P Person ]
WriteFile1 =̂ [ �USt1; i? : 1..maxfiles; k? : Key; d? : Data |

file i?′ = file i ⊕ {k? �→ d?} ]
AddUser1 =̂ [�USt2; p? : Person | p? /∈ users ∧ users′ = users ∪ {p?} ]

The second task is to separate the actions of the process, such that there are two new
actions, each of which accesses only one part of the process state. This is shown in
Example 9.4.

Example 9.4 Separating operating system actions

Run1 =̂ μ X • write?i?k?d→ WriteFile1; X
Run2 =̂ μ X • add?p→ AddUser1; X

The splitting of the actions may be shown to be correct by checking the correctness
of the implementation using FDR: for instance, Run � (Run1 ||| Run2). The obli-
gation that the paragraphs are truly disjoint can be met by showing that each action
leaves the opposing state unchanged (Q.pps ↑ R.st): for instance Run1 =̂ μ X •
write?i?k?d → WriteFile1 ∧ �USt2; X . There is no direct tool support for this
obligation; however, it typically follows trivially if the previous two are met.
Applying the law now gives rise to two new processes, given in Example 9.5.

Example 9.5 The split operating system processes

processUsers =̂
begin
Ust1 =̂ [ ... ]
Run1 =̂ ...

• Run1
end

processFileSystem =̂
begin
Ust2 =̂ [ ... ]
Run2 =̂ ...

• Run2
end

OperatingSystem �P (FileSystem ||| Users)
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9.3.2 Process Indexing

Specifications in Z are often structured using promotion [40]—where global state is
defined in terms of local state. In this section, a refinement law of Circus called process
indexing is presented. This law relies on promotion to produce an indexed array of
concurrent processes from a sequential specification. An important requirement for
applying this law is that the promotion must be free, and that the states of the indexed
processes must be disjoint.

Process indexing laws refine a specification structured using free promotion to an
indexed family of processes, each one representing an element of the local type. In
Definition 9.5, L stands for a local process, G for the global process, and Promote
for the promotion schema. A local element is identified in the global state as f (i).
Promotion of a schema operation is as in Z, while promoting Skip, Stop, and Chaos
leaves them unchanged.

The promotion of a communication c.e requires the addition of the identifier of
the value in the collection. Therefore, for every channel c there is a corresponding
promoted channel pc that communicates a pair formed by an identifier and its value.

DEFINITION 9.5 Promoting state, actions, and communications

promote(SExp) =̂ ∃�L.st • SExp ∧ Promote

promote(A) =̂ AforA ∈ {Skip, Stop, Chaos}
promote(c.e→ A) =̂ pc.promote(e)→ promote(A)

Promotion distributes through the action operators. For a guarded action, the guard
must be promoted; for parallelism and hiding, channels are replaced with corre-
sponding promoted channels. Let pd stand for the process declaration in Definition
9.6. Indexing laws apply to processes of this form.

DEFINITION 9.6 Processes applicable to indexing

process P =̂
begin
State =̂ [ f : Range �——� L.st | pred ]
L.actionk ↑ State
L.act =̂ μ X • F(L.actionk); X
Promote =̂ [ �L.st; �State, i? : Range |

i? ∈ dom f ∧ θL.st = f (i?) ∧
θState′ = θState⊕ {i? �→ θL.st′} ]

actionk = promote(L.actionk)

• μ X • F(actionk); X
end



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C009 Finals Page 297 2008-10-22 #13

Calculating Concurrency Using Circus 297

The global state component is a function from Range to a local state L.st. Actions
L.action over the local state do not affect the global state. The main local action
is defined recursively, as is the main global action. Both have the same structure,
but the former uses the actions on the local states, and the latter the corresponding
promoted actions. Considering the indexed process:

process IL =̂ i : Range� L[L.c i := pc]
the process i : Range � L acts on indexed channels ci, where L acts on a channel
c. Like the promoted channels pc used in P, they communicate pairs of values—the
index and the original value. In the process above, each c i was renamed pc. In this
way, IL may be used in the refinement of P.

LAW 9.2 Process indexing

pd = (process P =̂||| i : Range� IL[i])
provided L.pps and pps are disjoint with respect to L.state and state.

In the new definition of P, local state is available through indexed processes IL.
Interleaving ensures there is no interference among the individual elements.

The file system example in the previous section may be used to demonstrate an
application of process indexing. A file is a relation between a set of keys and some
data, and actions controlling these—given by the process File of Example 9.6. For
simplicity the only operation allowed is writing to the file.

Example 9.6 A file

processFile =̂
begin
File =̂ [ contents : Key �——� Data ]
Init =̂ [ contents′ = ∅ ]
Write =̂ [ �File; k? : Key; d? : Data |

k? ∈ dom contents ∧ contents′ = contents⊕ {k? �→ d?} ]
Run =̂ μ X • wrt?k?d→ Write; X
• Init; Run
end

The global view of a collection of files is given by the schema GlobalFS; and the
relationship between a File and a GlobalFS by Promote.
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Example 9.7 The global view and promotion schema

GlobalFS =̂ [ filesystem : N �——� File | dom filesystem = 1..maxfiles ]

Promote
�File
�GlobalFS
i? : 1..maxfiles

i? ∈ dom filesystem
θFile = filesystem i?
filesystem′ = filesystem ⊕ {i? �→ θFile′}

Now, the WriteFile operation of Example 9.2 can be defined using promotion. If the
promotion of the channel wrt is considered to be the channel write, then the result of
promoting the action Run of Example 9.6 is the action Run′.

Example 9.8 The promoted operation and action

FileWrite =̂ ∃DeltaFile • Write ∧ Promote
Run′ = μ X • write?i ?k?d→ FileWrite; X

The final step is to implement each file as an independent Circus process as the result
of applying process indexing to FileSystem.

Example 9.9 Indexing individual files

process IndexedFile =̂ (i : 1..maxfiles� File)[wrt ← write]
process FileSystem =̂ ||| i : 1..maxfiles� IndexedFile

9.3.3 Generalised Chaining

The previous laws relied on processes not containing references to nonlocal data.
However, sometimes this restriction is a hindrance: for instance, pipelines pass values
between neighboring processes. In this section, this restriction is relaxed and a new
operator is defined, applicable to processes meeting requirements for process indexing
with the exception that neighboring state may be shared in the unchained processes.
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DEFINITION 9.7 Generalised chaining

[c1 ——≺ � c2, S]n • P =̂
var v : N1 • v := n; μ X • v = 1 & P

�
v > 1 & v := v − 1; (P[mv := c1]

|[{|mv|} ∪ S]|
X[mv := c2]) \ {|mv|}

Definition 9.7 presents the generalised chaining operator. This operator relates an
indexed set of processes, where each process may engage in communications with
adjacent processes. Additionally, synchronizations with the environment may also
occur. Given that the major tool for removing shared state is to introduce new events
communicating state, it can be seen that this is the role played by synchronizations
with adjacent processes. A process declared in terms of this operator can be seen as
analogous to one declared using indexed processes such as FileSystem of Example
9.9, with the operator also handling the task of communicating and synchronizing
neighboring state.

P is the process to be replicated and chained; n copies are requested. Each copy of P
will synchronize with the environment on all events in the (possibly empty) set S. The
channel c1 is indexed and renamed mn in process n, as is c2 in process n+1; processes
n and n+1 are concurrently composed, synchronizing on mn, which is internal to the
system. External observations are c1 in the leftmost (lowest indexed) process in the
chain, and c2 in the rightmost (highest indexed) process in the chain. This operator
is called generalised chaining, as it permits a set of external synchronizations S,
in addition to the chained communications, to be specified. In the case where no
synchronizations with the environment are required, S = ∅.

In Figure 9.2, the process Q =̂ [ {|c1|} ——≺ � {|c2|}, {|S|} ] 3 • P consists of three copies
of P, with internal communications along the channels c1 and c2 renamed and indexed
to mi. The channels in {|S|} are not renamed, but are placed in the synchronization set
for all processes. The result is the process Q, which has the channels c1, c2, and {|S|},
and behaves as a 3-place buffer.

Q

{| S |}

c2m1 m2

P P P
c1 c2c1

{| S |} {| S |}{| S |}

c1 c1c2 c2

FIGURE 9.2: Process Q =̂ [ {|c1|} ——≺ � {|c2|}, {|S|} ] 3 • P.
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9.3.4 Calculated Introduction of Generalised Chaining

Generalised chaining is most applicable when the abstract process has a structure
corresponding to a Z promotion, but where a promoted operation may rely on some
nonlocal value. Processes suitable for indexing are also suitable for generalised chain-
ing. However, by insisting on free promotion, factoring the processes out works as
before—because the dependency on the global view is removed by introducing the
new chained events.

Global state is a function from Range to local state. Local actions do not affect
global state, and the global action is defined in terms of the promoted local action.
For each channel c used by a local action, the global action uses a corresponding
promoted channel pc.

LAW 9.3 Process chaining

pd = (process P =̂ [c1 ——≺ � c2, S]n • L)

provided L.pps and pps are disjoint with respect to L.state and state.

9.4 Using Circus: A Case Study

In the remainder of this chapter, a case study where a security device is specified,
designed, and implemented using Circus is investigated. The interesting aspect of
this case study is that the device is to be implemented in hardware, and some of
the design requirements are dependent on the hardware on which it is deployed. The
development of the device is guided by the laws of Circus, and proof obligations for
development steps center around proving the correctness of the resulting refinement
on each major development phase. The case study in question is an Internet packet
filter [19,20], a device which sits on a network, monitoring traffic passing through
it, and watching for illegal traffic on the network. Typically, these devices can be
employed to monitor, route, or prevent traffic on different parts of networks: in all of
these cases, but particularly in the case of prevention, confidence in the correctness
of the implementation is necessary if network security is to be assured.

The remainder of this section presents the problem domain, and relevant back-
ground material. This is followed by a formalization of requirements and an abstract
specification in Section 9.5. In Sections 9.6 through 9.9, different components of the
implementation are developed and verified. Section 9.10 presents the implementation
as a final Handel-C model.

9.4.1 Packet Filters

An Internet packet filter is an application that monitors network traffic, and
performs actions based on criteria concerning the traffic it observes. In this case
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study, the packet filter monitors traffic on a local section of Ethernet, flagging obser-
vations of predetermined source/destination address pairs. An important property of
a monitoring device such as this one is it must not interfere with traffic of no concern
to it: essentially, its presence should be effectively unobservable unless it is required
to take action. This manifests itself in a number of ways:

• It should not block legitimate traffic.

• It should either flag, or prevent, illegal traffic before it leaves the filter.

• It should not constrain network bandwidth or throughput.

• It should not introduce unnecessary, inconsistent, or unexpected delays.

The packet filter assumes traffic is transmitted using the Internet protocol (IP) version
4 [16,24]. In IP v4, a packet consists of a header and a payload. The header contains
accounting information about the packet, whilst the payload contains the information
itself.

Traffic is assumed to be transmitted as a byte-stream. The application should
passively observe this byte-stream, identify when sections of the byte-stream corre-
sponds to a packet header, and investigate the addresses contained within that header.
This is a nontrivial task: the stream is passing at a rapid rate, and the vast majority
of the stream will be payload data. The device must be able to identity a packet
header, including performing necessary checksum calculations, extract source, and
destination address from the header, compare it to a dictionary of known addresses,
and return the result of this comparison before the full header has passed through
the stream; and this must be done with the minimum amount of interference to the
stream.

9.4.2 Identifying Packets

Packet headers are identified in the stream by performing a checksum calcu-
lation, which should be equal to 0 in ones complement, checking the IP version
number, which should be equal to 4, checking the least significant bit, which should
always be 0, and checking the protocol number, which in this case should be 6,
representing TCP/IP. When IP packets are identified, they are examined to identify
whether or not the packet requires action. In this case study, the filter simply
observes and acknowledges source/destination address pairs predetermined to be
of interest.

9.4.3 Content Addressable Memories

A Content Addressable Memory (CAM), also known as an associative memory,
is a device in which search operations are performed based on content rather than
on address. Retrieval of data in a CAM is done by comparing a search term with the
contents of the memory locations. If the contents of a location match the supplied
data, a match is signaled. Typically, searching in a CAM can be performed in
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FIGURE 9.3: Word parallel, bit serial CAM.

a time independent of the number of locations in the memory, which is where
it differs from, for instance, a hash table. Various CAM architectures have been
proposed [23,29,35]. A CAM needs storage for data, circuitry to compare the
search term with the terms in memory, and a mechanism to deliver the results of
comparisons. It also needs a mechanism to add and delete the data in memory if
the dictionary is not fixed.

Conventional CAMs require circuitry to perform a word parallel bit parallel search
on words in memory. While this offers the fastest lookups because of the fully
parallel nature of the search, it has very high hardware costs.

Reference [20] shows how the packet filter application benefits from content-based
lookups, as fast, constant time lookups are required over an arbitrary data set in the
form of a pipeline data stream. The design of CAM adopted is called a Rotated ROM
CAM [19,20], shown in Figure 9.3. Each dictionary word stored has an associated
comparator, and this comparator iterates along the word, comparing the relative posi-
tions in the dictionary with the search term word. Its simplicity makes it an ideal
CAM architecture to implement on an FPGA because the reconfigurable nature of
the FPGA means that the ROM can be designed to be as wide as the number of words
in the CAM dictionary and as deep as the width of the words in the dictionary.

This design is chosen as it exploits the architecture of the FPGA, allowing a
trade-off between hardware costs and the speed of lookups. The trade-off is in the
way that the words in memory are not searched in a fully parallel manner, thus
reducing the amount of hardware required to search the dictionary, bringing with it
an increase in the time it takes to search the dictionary.

9.4.4 Implementation Architecture

The application consists of a number of discrete systems: the packet detector, the
search engine, and a process to output results. The packet detector is responsible
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for monitoring input data, and signaling when a subset of this data constitutes an
IP packet. When a packet is detected, the search engine decides if it is a packet of
interest by comparing source and destination addresses with those stored in
the CAM.

9.4.5 Approach to Verification

In this chapter, many laws of Circus are used. Each law typically has a proof
obligation associated with it. Discharging all these proof obligations by hand in a
large development is infeasible. The technique adopted in this case study is much
more pragmatic, and is intended to work more as a realistic industrial development.
Laws of Circus are repeatedly applied in order to manipulate the actions into the
required form. Instead of proving the application of each law, the proof is to show
that the final result is a valid refinement of the starting point. This proof obligation is
met by model-checking. The CSPM used in verification for each stage may be easily
reconstructed.

Some laws require manipulation of user state, encapsulated by Z schemas. Where
there are proof obligations associated with schema and abstract data type manipula-
tion, these are discharged using Z/Eves. The source input for Z/Eves is not included,
as these proofs are relatively routine.

The complete development, including all steps and the tool applied to proof obli-
gations at each step, is given graphically in Figures 9.4, 9.5, and 9.9. Figure 9.4
represents the decomposition of the abstract specification into the three major com-
ponents. Figure 9.5 represents the decomposition into a chained pipeline and a CAM
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with sequentialized lookups. Figure 9.9 represents the refinement of this model into
a clocked Handel-C implementation.

9.5 An Abstract Specification

In this section, an abstract sequential specification of the packet filter is given. The
packet filter reads in a set of bytes from the network, looking to spot addresses. At
this stage of development it is not necessary to know the details about representation
of data types, so they are specified as given sets.

DEFINITION 9.8 Given sets and axiomatic definitions

[Byte, Addr, BitPair]
RESULT ::= yes | no

dictsize : N

pipesize : N

addr : (N �——� Byte) �——� (Addr × Addr)
chk : (N �——� Byte) ——� B

dictsize ≥ 1
pipesize = 20

Addresses of interest are to be stored in a dictionary, while the bytes currently being
examined will be stored in a pipeline. At this stage of development it is not yet known
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how many addresses will be stored in the dictionary when it is finally deployed, so
this constant is left loose. An IP header is 20 bytes long: this constant is the length of
the pipeline.∗

The partial function addr takes a sequence of bytes and returns a pair of addresses,
while the function chk takes a sequence of bytes and returns a boolean result. The
former will later be used to extract addresses from a packet, and the latter to identify
a packet.

The local state of the abstract system, given in Definition 9.9, has two compo-
nents: a pipeline and a dictionary. As the pipeline will be built in hardware, the state
invariant does not allow its size to ever change. The size of the dictionary is also
constant. Unusually, an initialization operation has not been specified for these. In
the case of the pipeline, this is because initially the values are meaningless: when
hardware is powered up, registers have an arbitrary value. In the case of the dictio-
nary, this is because the specification is purposefully being left loose with regards
to the addresses of interest. When the final implementation is deployed, these would
be given.†

DEFINITION 9.9 The abstract packet filter

process Filter =̂
begin
USt =̂ [ pipe : N �——� Byte; dict : N �——� (Addr × Addr) |

dom pipe = 1..pipesize ∧ dom dict = 1..dictsize ]

UpdateAll
�USt
b? : Byte

pipe′ =
{x : 1..pipesize− 1; y : Byte |

x �→ y ∈ pipe ∧ x + 1 ∈ dom pipe • x + 1 �→ y} ∪ {1 �→ b?}
dict′ = dict

∗ The development could have started with a more abstract description of the problem, with a data refine-
ment between it and the concrete. However, in this chapter the concern is developing the concrete data
model into a concurrent implementation.

† Where and when these were given would depend upon the target implementation environment. For
instance, for a purpose built hardware CAM, they could be included in the state invariant; whilst for a
software implementation such as a hash table, it may be done by adding a new operation to initialize the
dictionary variable.
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Run =̂ var c : N; h : (Addr × Addr); μ X •
(in?b→ SKIP ||| out!last(pipe)→ SKIP);
¬ chk(pipe) & UpdateAll; X
�
chk(pipe) &

h := addr(pipe); c := 1; μ Y • UpdateAll;
c < #pipe− 1 & (in?b→ SKIP

||| out!last(x)→ SKIP);
c := c+ 1; Y

�
c = #pipe− 1 & (in?b→ SKIP

||| out!last(x)→ SKIP
||| match!(h ∈ dict))→ SKIP); X

• Run
end

An operation to update the local state exists. This operation takes the state of the
pipeline, and a new byte as input. It adds the new byte to the head of the pipeline, and
drops the last byte in the pipeline. The dictionary remains unchanged. There are no
outputs.

The main action of the process reads an input into the local variable b and
outputs the last element in the pipeline. Then the predicate chk returns true or
false indicating whether or not it believes the pipeline to correspond to a packet
header. If not, the new data is stored and shifted. If it does then the address pair in
the pipeline is recorded in the local variable h before the shift. Another pipesize–2
shift cycles are permitted before a result is output on the channel match indicating
whether or not the addresses were known to the dictionary. The condition on
pipesize ensures that the result is known to the environment before the data has
fully left the pipeline.

9.6 Refining into a Pipeline and a Checksum

Ultimately, the abstract specification must be split into three components: a
pipeline, a CAM, and a checksum calculation. This decomposition is shown in
Figure 9.4, including the channels that will be inserted and the strategy for proof
of refinement.

Inspecting Definition 9.9 suggests a development strategy. The main action may be
split into two: one that acts on the dictionary, and the other that acts on the pipeline;
the requirement is that the dictionary state and the pipeline state must also be split.
To split the action Run, it must be manipulated into a suitable form.

The implementation is to contain a pipeline of cells, storing data from the
network. As these are to be implemented as concurrent registers, user state in each
cell must be disjoint from the next—the requirement for Process splitting (Law 9.1).
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Counterintuitively, therefore, the first development step is to separate the checksum
calculation from the rest of the application.

This is nonobvious as a first step, but is vitally important. The checksum, when
implemented, will require to inspect the value of a number of pipeline cells, and given
that the states must be disjoint it cannot be implemented as a global predicate over
these cells. The specification must be manipulated such that the checksum inspects a
local copy of the pipeline.

The goal of this development phase is to split the component of the action that
maintains the pipeline from the component that calculates the checksum and performs
the lookup. This is done by replicating the behavior in two actions, and then removing
from each the behaviors that are not required in each. In doing so, there are several
synchronous properties of the specification that care must be taken to preserve. First,
in and out occur pairwise. Second, when a match occurs, it must interleave the correct
pair of in and out events. Third, the address to be looked up must be stored and made
available on the correct in–out cycle. To achieve this, two new events are introduced.
The event block is used to delimit in–out cycles after each UpdateAll operation. On
each iteration a second new event pass is introduced that communicates the values
held in the pipeline to those who may desire read access. In this, and following
definitions the actions that pass local state across are factored out in Definition 9.10
for presentation.

DEFINITION 9.10 Passing pipeline state

Pass =̂ in?b→ SKIP
||| out!last(pipe)→ SKIP
||| (||| i : dom pipe • pass.i!pipe(i)→ SKIP)

Pass′ =̂ in?b→ SKIP
||| out!last(pipe)→ SKIP
||| (||| i : dom pipe • pass.i?copy(i)→ SKIP)

Match =̂ Pass ||| match!(h ∈ dict)→ SKIP

Match′ =̂ Pass′ ||| match!(h ∈ dict)→ SKIP

The checksum behavior must also be factored out. This step relies on the property
that when P is deterministic, P = P || P. Run is deterministic, so may be placed in
parallel with a second copy of itself. However, although the two actions synchronize
on their events—preserving the deterministic property—the operation schemas and
state variable assignments do not. If this were disregarded the action would, for
instance, execute UpdateAll twice every time it was intended to execute once. The
second copy of this action therefore has its own copies of local variables c and h; and
does not write to global state. In fact, this development step goes one stage further: it
introduces a new variable copy to the new action that has the same type as the pipeline,
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and each pass cycle updates the local copy. This step further relies on laws for local
variable introduction, and for introducing a direction in the pass communication. The
replicated action is given in Definition 9.11.

DEFINITION 9.11 Introducing internal events and a concurrent action

RunA =̂ var c : N; h : (Addr × Addr); μ X •
Pass;
¬ chk(pipe) & UpdateAll; block→ X
�

chk(pipe) & h := addr(pipe); c := 1; μ Y •
UpdateAll; block→ SKIP;

c < #pipe− 1 &
Pass;

c := c+ 1; block→ Y
�
c = #pipe− 1 &

Match;
UpdateAll;

block→ X

RunB =̂ var copy : N �——� Byte | dom copy = 1..pipesize;
c : N; h : (Addr × Addr); μ X •
Pass′;
¬ chk(pipe) & block→ X
�

chk(pipe) & h := addr(copy); c := 1; μ Y •
block→ SKIP;

c < #pipe− 1 &
Pass′;

c := c+ 1;
block→ Y

�
c = #pipe− 1 &

Match; block→ X

Run =̂ (RunA |[ {|in, out, match, pass, block|} ]| RunB)

Next we separate concerns between the actions, relying on properties of synchro-
nization and distributed cotermination. RunA is to form the pipeline; therefore, RunB
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should not engage in in or out. Given that block was introduced to delimit the in–out
sequences, in and out can safely be dropped from RunB and the synchronization. The
same argument holds for match: the pipeline should not be aware of matches; there-
fore, it can be dropped from RunA. This allows a further simplification: the variable
h no longer plays a role in RunA, so its scope may be restricted to RunB. Moreover,
the role played by c was to implement a loop causing a number of shifts before a
match—this is no longer necessary in RunA. The two actions are given in Definitions
9.12 and 9.13, where RunA1 inputs, outputs, and passes data to RunB1, which records
the data and indicates lookup results as appropriate.

DEFINITION 9.12 Removing replicated behaviors in the pipeline

RunA1 =̂ μ X • Pass; UpdateAll; block→ X

DEFINITION 9.13 Removing replicated behaviors

RunB1 =̂ var copy : N �——� Byte | dom copy = 1..pipesize;
c : N; h : (Addr × Addr); μ X •

(||| i : dom copy • pass.i?copy(i)→ SKIP);
¬ chk(copy) & block→ X
�

chk(copy) &
c := 1; h := addr(copy); μ Y •

block→ SKIP;
c < # dom copy− 1 &

(||| i : dom copy • pass.i?copy(i)→ SKIP);
c := c + 1; block→ Y

�
c = # dom copy− 1 &

(||| i : dom copy • pass.i?x→ SKIP
||| match!(h ∈ dict)→ SKIP );

block→ X

RunA1 and RunB1 are disjoint with respect to user state. There is no associated proof
obligation—but if this were false, further development would fail. However, there is
an obligation to show the new actions have been correctly derived. Theorem 9.1 states
that their parallel combination is a refinement of the specification.
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THEOREM 9.1 The action refinement is correct

Run �A (RunA1 |[ {|pass, block|} ]| RunB1) \ {|pass, block|}

This is proved using the equivalent refinement assertion in FDR: assert Run �FD
(RunA1 |[ {|pass, block|} ]| RunB1) \ {|pass, block|}.

9.6.1 Partitioning the Global User State

Although the actions have now been split, they both still reference the single global
user state: RunA1 accesses the pipeline state, while RunB1 accesses the dictionary. In
order to show that this process meets the form applicable to process splitting, these
states and operations must be disjoint. In this section, the disjoint states are calculated
and verified using Z/Eves. By relying on the properties of schema conjunction, the
original user state can be split in two, and Update acts on the pipeline, leaving the
dictionary unchanged.

DEFINITION 9.14 Partitioned user state and Update

PipeSt =̂ [ pipe : N �——� Byte | dom pipe = 1..pipesize ]
DictSt =̂ [ dict : N �——� (Addr × Addr) | dom dict = 1..dictsize ]

UpdateAll′
�PipeSt
b? : Byte

pipe′ = {x : 1..# dom pipe; y : Byte |
x �→ y ∈ pipe ∧ x + 1 ∈ dom pipe • x + 1 �→ y}

∪{1 �→ b?} ]

THEOREM 9.2 Partitioned states and update are correct

Ust ⇔ (PipeSt ∧ DictSt)
UpdateAll⇔ (UpdateAll′ ∧ �DictSt)

9.6.2 First Application of Process Splitting

The actions and state are now of the correct form for Process Splitting to be
applied. The abstract pipeline is a very simple process, containing an abstract data
type holding all pipeline data. On each iteration, it reads in a new value, outputs the
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oldest value, informs the environment of the current state of the pipeline, and then
shifts all the data. The abstract checksum and lookup process contains the dictionary.
The main action of this process performs the checksum calculation on the local copy
of the state that is passed to it on each pipeline shift, and outputs the result of the
lookup accordingly.

DEFINITION 9.15 The abstract pipeline and CAM/checksum processes

process PipelineA1 =̂
begin
PipeSt =̂
[pipe : N �——� Byte |

dom pipe = 1..pipesize]
UpdateAll′ =̂ Definition 9.14
RunA1 =̂ Definition 9.12
• RunA1
end

process CamChecksumB1 =̂
begin
DictSt =̂
[dict : N �——� (Addr × Addr)]

RunB1 =̂ Definition 9.13
• RunB1
end

The complete packet filter is the pipeline in parallel with the checksum synchronising
on the channel used to pass pipeline state across. Both also synchronize on the channel
block, thus maintaining the synchronous nature of the behavior between the two
components.

DEFINITION 9.16 The split packet filter

Filter′ =̂ (CamChecksumB1 |[ {|pass, block|} ]| PipelineA1) \ {|pass, block|}

9.7 Implementing the Pipeline as Concurrent Cells

The next development stage, shown in Figure 9.5, is to implement the pipeline as
an array of concurrent cells, using the generalised chaining operator of Definition
9.7. Reference [28] shows how a Z-style promotion distributes through a Circus
process. By factoring out a promotion from the abstract pipeline, a single cell is
exposed. However, UpdateAll′ describes a shift of the entire pipeline: therefore we
must rewrite this in terms of a single element. The schema Update defines an update
on a single pipeline element, identified by the input variable i.

DEFINITION 9.17 A single update

Update =̂ [ �PipeSt; b? : Byte; i? : N | pipe′ = pipe⊕ {i? �→ b?} ]
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For this operation to implement a complete pipeline shift, it must act upon all elements
of the pipeline. This may be achieved by replicating and interleaving pipeline copies
of the operation. It is necessary to store the initial state of the pipeline in a local
variable to ensure that each interleaved Update acts on the correct initial value of its
predecessor element.

DEFINITION 9.18 Interleaved updates

IUpdate =̂
var copy : N �——� Byte | copy = pipe •
||| i : 1..pipesize • (i �= 1 ∧ b = copy (i − 1); Update)

Now local state may be described as a promotion. A local element is simply a Byte,
while the global state of the system is a function from natural numbers (the index
of each element in the pipeline) to the elements. The update operation changes an
individual element to the value of the input variable. The global view in terms of local
elements is given by the schema Promote.

DEFINITION 9.19 Local and global views, and the promotion schema

PipeCell =̂ [ elem : Byte ]
GlobalPipe =̂ [ pipe : N �——� PipeCell ]
UpdateCell =̂ [�PipeCell; b? : Byte | elem′ = b? ]

Promote
�GlobalPipe
�PipeCell
i? : N

i? ∈ dom pipe
θPipeCell = pipe(i?)
pipe′ = pipe⊕ {i? �→ θPipeCell′}

For this promotion to be factored out, it must be free: that there is no global constraint
that cannot be expressed locally. If this were not the case, then each local element of
state would need to be aware of other local elements of state: something that is not
permitted if processes are to be concurrent. Theorem 9.3 captures this with a typical
free promotion proof obligation.
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THEOREM 9.3 The promotion is free:

∃PipeCell′ • ∃GlobalPipe′ • Promote⇒
∀PipeCell′ • ∃GlobalPipe′ • Promote

9.7.1 A Local Process Implementing a Cell

A single pipeline cell is a process that encapsulates the local data, with an unpro-
moted input and output action.

process Cell =̂
begin
PipeCell =̂ [ elem : Byte ]
UpdateCell =̂ [�PipeCell; b? : Byte | elem′ = b? ]
RunC =̂ μ X •

(in?b→ SKIP ||| out!elem→ SKIP ||| pass.i!elem→ SKIP);
UpdateCell; block→ X

• RunC

end

It seems possible to compose a number of cells to form a pipeline using process
indexing, Law 9.2. However, this is insufficient as it requires no interference between
local processes. This is precisely not the case here, where each process needs the local
value of its numeric predecessor in the pipeline—the role played by the local variable
copy in IUpdate (Definition 9.18). Furthermore, only the first input in and the last
output out are externally visible.

9.7.2 Composing Local Processes

This is exactly the scenario achieved by generalised chaining. The promotion of
each cell is the function from local to global state, and states and local operations are
disjoint as the promotion is free. Promoting in, last out, tick, and tock gives the global
action with all the internal communications hidden. The index of each process i is
taken from the promotion schema.

The operator composes pipesize copies of Cell concurrently. A parameter given
to the operator is a pair of events that are to chain—to synchronize—numerically
adjacent processes, uniquely renamed for adjacent processes accordingly. This syn-
chronization communicates the initial value of a cell to its neighbor. Internal events
are hidden. The ripple effect of nearest neighbor communication ensures inputs and
outputs are ordered correctly. This construction is demonstrated for a pipeline of
three cells in Figure 9.6. Theorem 9.4 states that this implementation is correct
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with respect to the specification, and this is proved using FDR with the assertion
assert PipelineA1 �FD Pipeline.

DEFINITION 9.20 The pipeline implementation

Pipeline =̂ [in ——≺ � out, {|block|}]pipesize • Cell

THEOREM 9.4 The pipeline cell implementation is correct

PipelineA1 �P Pipeline

9.7.3 Modeling the Local Processes as Handel-C Variables

The description of a single cell is very close to Handel-C. The remaining task is
to include the model of the clock. Assignments take place on a rising clock edge,
modeled using an event tick. All assignments in all processes must happen before a
clock cycle completes, modeled using an event tock. In adapting the description of a
cell to behave as a Handel-C process this clock model must be included. It is trivial
in this case: each process performs a single assignment after its communications;
therefore, each iteration in RunC1 is a single clock cycle. The event block ensured the
synchronous behavior of pipeline cells on each iteration: this function is now achieved
by the clock, so block may be dropped.∗ This description is now only a syntactic step
away from the implementation of each cell as a simple variable.

∗ Alternatively, this step could be regarded as renaming block to tock and including the tick event to
globally synchronize and separate communications from state updates.
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DEFINITION 9.21 A Handel-C model of cell implementation

process ClockedCell =̂
begin
PipeCell =̂ [ elem : Byte ]
UpdateCell =̂ [�PipeCell; b? : Byte | elem′ = b? ]
RunC1 =̂

μ X • (in?b→ SKIP ||| out!elem→ SKIP ||| pass.i!elem→ SKIP);
tick→ UpdateCell;

tock→ X
• RunC1
end

Adapting the chained processes is trivial: all instances share the same clock, achieved
by placing the events in the global (shared) synchronization set.

DEFINITION 9.22 The clocked Handel-C pipeline implementation

ClockedPipeline =̂ [in ——≺ � out, {|tick, tock|}] pipesize • ClockedCell

In the above definition, the clock may be hidden if no further processes are to be
introduced, or if they use a separate clock; however, it is left visible in this imple-
mentation as the CAM will share the same global clock. Theorem 9.5 states that
the clocked implementation is correct and can be proved with the FDR assertion
assert Pipeline \ {|block|} �FD ClockedPipeline \ {|tick, tock|}.

THEOREM 9.5 The implementation of the clocked pipeline is correct

Pipeline \ {|block|} �P ClockedPipeline \ {|tick, tock|}

9.8 Separating the Checksum and the CAM

The checksum is a standard calculation used in IP packet identification. If the
checksum calculation returns the same result as that contained within the header, and
several other sanity checks also hold, then the state of the pipeline represents an IP
packet header. The next development stage is to separate this out from the process
that performs the inspection on the addresses.

The first steps in separating the checksum and the CAM follow a similar pattern as
before. A match is prefixed with ready and followed with done. A new second action
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agrees to this ready-match-done cycle. As before, match may now be dropped from
the original. This is shown in Definition 9.23; some parts of the definition not relevant
to this design step have been elided (...).

DEFINITION 9.23 Adding the partner action

RunB2 =̂ var h : (Addr × Addr)... •
μ X • ...; c < # dom pipe− 2 & ...; X

�
c = # dom pipe− 2 &

(...

||| ready→
match!(h ∈ dict)→

done→ SKIP ); X
|[{|ready, match, done|}]|
μ Y • ready→ match!(h ∈ dict)→ done→ Y

If RunB2 is to be split, it must not share the global variable h. The main tool for
removing such dependencies is the introduction of a new event to communicate state:
get is introduced for this purpose. Now restricting the scope of h (and of copy and c
to the first action) is trivial, and RunB2 may be rewritten as two separate actions RunD

and RunE .

DEFINITION 9.24 The checksum and CAM actions

RunD =̂ var copy : N �——� Byte | dom copy = 1..pipesize; c : N; μ X •
(||| i : dom copy • pass.i?copy(i)→ SKIP);
¬ chk(copy) & block→ Check
�
chk(copy) &

c := 1; get!addr(copy)→ SKIP • μ Y • block→ SKIP;

c < dom copy− 1 &
(||| i : dom copy • pass.i?copy(i)→ SKIP);

block→ c = c+ 1; Y
�
c = # dom copy− 1 &

ready→
(||| i : dom copy • pass.i?copy(i)→ SKIP);

done→ block→ X

RunE =̂ μ X • get?term→ ready→ match!(term ∈ dict)→ done→ X
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9.8.1 Splitting the Checksum and CAM

The two actions are now of a form that allows the process to be split. The correctness
of this development step can be verified by proving the refinement relation that holds
between the main action of the abstract CAM and checksum process of Definition
9.15 and the newly split actions (Definitions 9.25 and 9.26) with the FDR assertion
assert RunB1 �FD (RunD |[ get, ready, done ]| RunE) \ {|get, ready, done|}.

THEOREM 9.6 The split actions are a refinement

RunB1 �A (RunD |[ get, ready, done ]| RunE) \ {|get, ready, done|}

DEFINITION 9.25 The abstract CAM process

process CamE =̂
begin
DictSt =̂ [dict : N �——� (Addr × Addr) | dom dict = 1..dictsize]
RunE =̂ Definition 9.24
• Run
end

In the checksum, variables local to the action may be encapsulated as the user state
of the process.

DEFINITION 9.26 The checksum implementation

process Checker =̂
begin
USt =̂ [copy : N �——� Byte; c : N | dom copy = 1..pipesize]
RunD =̂ Definition 9.24
• RunD

end

The process monitoring the checksum calculation is now ready for implementation,
and may have the program clock introduced. The interleaved pass events are actually
emulating read access to the pipeline process, so they must appear before a tick—
there is no value to be latched in. Other assignments, such as to the local variable c,
must be latched between the tick and the tock. The clock now additionally performs
the role of making sure that each pass cycle is synchronous with respect to pipeline
shifts (as the clock is shared with the pipeline), so block may be dropped.

Another less obvious role of the clock comes from the fact that the events ready and
done occur exactly # dom copy–2 clock cycles after a get is issued
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(counting starts at 1). These events were introduced to ensure that the CAM would
output results at the correct time. As the CAM is to be implemented on the same
FPGA, with the same global clock, the assumption that the match output will hap-
pen # dom copy–2 clock cycles after it receives a get can be made. As long as the
development of the CAM respects this assumption, ready and done no longer play a
significant role in the behavior of the checksum and the CAM, and may be dropped.
This step has not been made as a result of a direct application of any of laws and is
discussed further in Section 9.9.

DEFINITION 9.27 The clocked checksum action

RunD1 =̂ μ X •
(||| i : dom copy • pass.i?copy(i)→ SKIP);
¬ chk(copy) &

tick→ tock→ Check
�
chk(copy) &

get!addr(copy)→ tick→ c := 1; tock→ SKIP • μ Y •
c < # dom copy− 1 &

(||| i : dom copy • pass.i?copy(i)→ SKIP);
tick→ c = c+ 1; tock→ Y

�
c = # dom copy− 1 &

(||| i : dom copy • pass.i?copy(i)→ SKIP);
tick→ tock→ X

DEFINITION 9.28 Handel-C model of the checksum

process ClockedChecker =̂
begin
USt =̂ [copy : N �——� Byte; c : N | dom copy = 1..pipesize]
RunD1 =̂ Definition 9.27
• RunD1
end

Theorem 9.7 states that the clocked implementation is correct and may be proved with
the FDR assertion assert Checker \ {|ready, done, block|} �FD ClockedChecker \
{|tick, tock|}.

THEOREM 9.7 The clocked checksum is correct

Checker \ {|ready, done, block|} �P ClockedChecker \ {|tick, tock|}
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9.9 Implementing the Content Addressable Memory

The size of an IP packet header, combined with the clock cycle requirements of the
components, is a useful piece of information in designing the CAM. It allows splitting
combinatorial logic over multiple clock cycles and a more serial implementation of
a CAM, which may reuse comparand registers and reduce area requirements.

The Rotated ROM design of Refs. [19,20] consists of ROMs of depth 16 bits, and
width 2 bits, giving 32-bit words, each one of which corresponds to an IP address. The
search circuitry compares 2 bits at a time, meaning that 16 comparisons are required
to compare the search term with a word in the dictionary. The circuitry assigns a
value to a flag indicating whether a word matches the search term or not. Figure 9.7
shows the area costs of this design on a sample FPGA in terms of configurable logic
blocks. In Figure 9.8, the clock speeds attainable for increasing CAM sizes are shown
under two conditions: when the FPGA synthesis tools place and route the circuit
using no special constraints (lower line), versus when the tools are told to optimize
the speed (upper line). These experimental results confirm that a Rotated ROM CAM
will permit the FPGA to be clocked at a sufficiently fast speed to allow the rest of the
application to monitor a network in real time.

9.9.1 Making the Dictionary Tight

Initially, the definition of the dictionary state was left loose. This section begins
by making it tight—given in the replacement definition of DictSt. The state in the
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schema Dict is the source/destination addresses given as 2×16 BitPair representa-
tions. As the dictionary is being implemented in hardware, the values are invariant
(statically determined)—there is no need for an initialization operation, as they never
change.

DEFINITION 9.29 The state of the dictionary

DictSt
dict : N �——� seq BitPair

dom dict = 1..4
dict 1 = 〈(1, 0), (1, 0), (0, 0), (1, 1), (0, 0), (0, 0), (0, 0), (0, 1),

(0, 0), (0, 1), (1, 0), (1, 1), (1, 1), (0, 0), (0, 0), (0, 0)〉
...etc...

User state is now a dictionary consisting of four concrete addresses, implemented
as four BitPair sequences of length 16. In implementing the lookup, it is tempting
to specify this by defining simple equality tests over dictionary elements; however,
the design goal is directed by area and speed concerns—optimally, a single, iterative
comparator for each word in the dictionary.

In the Rotated ROM CAM, local variables maintain lookup results and index itera-
tions. The definition of the main CAM action below reflects this. The local array result
stores the boolean result of comparing each dictionary entry with the search term. The
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match line outputs a result indicating if comparisons returned true—implemented as
the disjunction over the elements in the result array. Rather than a simple comparison
over each word, it is implemented as an iteration over comparing each BitPair with the
relevant corresponding place in the search term, meaning there are 16 comparisons
performed for each word, with the nth comparison for each word being performed in
parallel. When a comparison fails, this is recorded. Implementation of a 2-bit com-
parator is cheap: this way area and combinatorial costs have been drastically reduced.
Events ready and done ensure that the implementation still meets the constraints that
the lookup should be complete before the word has left the pipeline.

DEFINITION 9.30 Sequencing the comparators

RunE1 =̂ var result : dom dict ——� B; μ X •
get?term→ c := 0;

ran result := true; μ Y •
c = 16 &

ready→ match!(true ∈ ran result)→ done→ X
�
0 ≤ c < 16 &

(∀ i : dom result •
result(i) = result(i) ∧ dict.i(c) = head(term));

term := tail(term); c := c+ 1; Y

The universal quantifier in Definition 9.30 may be expanded—resulting in the con-
junction of assignments indexed by i shown in Definition 9.31. As these assignments
are disjoint with respect to state, they may be implemented in an arbitrary order.

DEFINITION 9.31 Concurrent words

RunE2 =̂ var result : dom dict ——� B; μ X •
get?term→ c := 0;

ran result := true; μ Y •
c = 16 &

ready→ match!(true ∈ ran result)→ done→ X
�

c ≥ 0 ∧ c < 16 &
(||| i : dom result •

result(i) = result(i) ∧ dict.i(c) = head(term));
term := tail(term); c := c+ 1; Y
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DEFINITION 9.32 The CAM implementation

process Cam =̂
begin
DictSt =̂ Definition 9.29
RunE2 =̂ Definition 9.31
• RunE2
end

Unlike the other components in this case study, concurrency is not introduced using
process splitting—it has been introduced with concurrent assignments to user state.
To attempt process splitting is not useful: although each entry in the dictionary and
the comparisons are disjoint, the result array is not. To split these processes—and
therefore the result array—and collate results using further communications would
mean that either the clock cycle constraint is not met, or that the implementation is
less serial.

As the implementation is to be in Handel-C on the same FPGA as the other com-
ponents, the global clock may now be introduced, in Definition 9.33.

DEFINITION 9.33 The clocked CAM action

RunE3 =̂ result : dom dict ——� B; μ X •
tick→ tock→ X
�
get?term→ tick→ c := 0;

ran result := true; tock→ SKIP; μ Y •
c = 16 &

match!(true ∈ ran result)→ tick→ tock→ X
�
c ≥ 0 ∧ c < 16 &

(|| i : dom result •
|[{|tick, tock|} ]| result(i) = result(i)

∧ dict.i(c) = head(term));
tick→ term := tail(term);

c := c + 1;
tock→ Y

The first clock cycle reads in and assigns the value of the search term. The last clock
cycle for any given lookup is occupied by outputting the result. In between, there
are 16 clock cycles available for the lookup—this is the assumption that was made
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in the final development step for the clocked checksum process in Definition 9.28
that allowed the events ready and done to be dropped. The lookup itself actually
consists of a sequence of assignments to the result array, where each element in the
array is assigned concurrently. As an assignment in Handel-C is latched in during a
clock cycle, each assignment in the sequence is a single clock cycle. As there are 16
assignments, one for each BitPair in an address, there are 16 clock cycles.

It is important that the clock does not block when the process is waiting for input—
a communication on get will not happen on every clock cycle. If the extra choice
containing tick and tock were not included, this would be a modeling error that is
not apparent in the implementation—in reality, a Handel-C process cannot block the
clock from ticking. This modeling error would prevent accurate verification of the
implementation.

DEFINITION 9.34 The clocked CAM

process ClockedCam =̂
begin
DictSt =̂ Definition 9.29
RunE3 =̂ Definition 9.33
• RunE3
end

THEOREM 9.8 The CAM implementation is valid

Cam \ {|ready, done|} �P ClockedCam \ {|tick, tock|}

Verification of the clocked implementation proves to be interesting. If the CSPM

assertion corresponding to Theorem 9.8 is checked, it is found to fail. In this assertion,
as with all the other checks of clocked processes, the clock must be hidden to ensure
the alphabets of the processes match. The reason for the failure is that a divergence
exists in ClockedCam. This divergence corresponds to the state where it is waiting
for an input: it may perform an infinite series of clock ticks, and a get never occurs.

Verification therefore needs more care: it must ignore this divergence. A simplistic
way of achieving this would be to disallow this possibility and recheck; however,
this may not always be possible for more general examples. Instead, the technique is
to show that the divergence did not result from the real activities of the process: it
is shown to be divergence free when all events other than tick and tock are hidden.
The divergence, therefore, must have come from the clock. If the process can then
be shown to be a failures refinement then the implementation is correct. The FDR
assertions given in Definition 9.35 achieve this.
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DEFINITION 9.35 The equivalent CSPM assertions

assert ClockedCam \ {|get, match|} : divergence free
Cam \ {|ready, done|} �FD ClockedCam \ {|tick, tock|}

9.10 Final Implementation

The final implementation is the parallel combination of each of the processes devel-
oped above, as shown in Figure 9.9 and given in Definition 9.36.

DEFINITION 9.36 The final clocked implementation

process ClockedFilter =̂
( ( ClockedPipeline |[ {|tick, tock, pass|} ]| ClockedChecker ) \ {|pass|}
|[{|get, done, tick, tock|}]|
ClockedCam ) \ {|get, done, tick, tock|}

THEOREM 9.9 The Handel-C implementation is correct

Filter �P ClockedFilter \ {|tick, tock|}

PROOF From the monotonicity of refinement.

From the development strategy of Figures 9.4, 9.5, 9.9, and monotonicity of refine-
ment, confidence in the correctness of the implementation is assured. In any case,
an industrial development will be too large to model-check, and monotonicity of
refinement will be relied upon.
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FIGURE 9.9: Development/proof strategy for final clocked system.
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9.10.1 Final Twist

In Definition 9.37, the action BadRunD is presented because it highlights an inter-
esting error that may be made in the assumptions.

DEFINITION 9.37 A bad checksum process

BadRunD =̂ μ X • (||| i : dom copy • pass.i?x→ SKIP);
¬ chk(copy) & tick→ tock→ X
�
chk(copy) & get!addr(copy)→ tick→ tock→ X

In the correct checksum process, when the calculation returns true the pipeline is not
tested again until that packet has left. The above definition evaluates the checksum
on each iteration. When it returns true, it passes the address to the CAM. If the CAM
is in the middle of a lookup it refuses the communication—therefore, the system may
deadlock. This version is not a valid refinement: a counter-example evidencing the
deadlock can be found. The error was present in early versions of the application. In
hardware, leaving a test condition such as this one permanently running often appears
to be a natural, and inconsequential, assumption. The code was extensively tested,
both in simulation and on real networks and the deadlock was not discovered.

The assumption is the checksum will not produce a false positive: if it does, it
may result in apparent headers overlapping. In reality, the chance of it doing so is
extremely remote, and this is why testing did not highlight the issue.

Not only does this highlight the value of the formal development in Circus, but
provides an interesting starting point for requirements checking and investigating the
real security offered by the device. While real networks may not present the possibility
for false positives, formal development has shown that the device does not function if
they did actually happen—and this may form the starting point for a malicious attack
on the device.

9.11 Summary

The case study began with a high level abstract specification of a network packet
filter. Through a series of design steps—each one of which was guided by domain
knowledge—an implementation corresponding to a Handel-C program was calcu-
lated. The correctness of each design step was verified using Z / Eves and FDR. Cal-
culating concurrency in the specification proved to be relatively straightforward; how-
ever, some manipulations relied heavily on post hoc verification. The structure, and
rigor, of the development is the most advanced recorded in the literature for Handel-C
and Circus.

The intention was to capture the level of rigor and applicability of domain expertize
that may be adhered to in an industrial development, and show that this level of rigor is
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both feasible and sufficient for large projects. This was achieved: in fact, an erroneous
assumption in the original design was uncovered that testing alone had not exposed.

Due to its simplicity, the implementation has a natural mapping onto Handel-C;
although, as a formal semantics for Handel-C has not yet been approved, this final
step is not as formal as that of Ref. [6] or Ref. [21]. Due to the nature of refinement
in Circus, some of the traditional problems in Handel-C were naturally avoided: for
instance, it should not normally be possible to derive a program where two processes
attempt to assign to a variable concurrently. This leads to an interesting artifact in the
model: although the Handel-C code may share access to variables—in particular, read
access—the Circus model may not. An idiom involving regular updates of local state
was appealed to in order to emulate this read access. However, in the final code, there
is no need to copy the state of the pipeline in the checksum process—it is Circus that
requires this. This is clearly an important consideration for hardware area constraints,
and is a problem in need of further attention.

Decisions about the design of the device, and where and how concurrency was
introduced and exploited, was governed by domain knowledge and empirical evidence
rather than solely by laws of Circus. The necessity of supporting application of domain
knowledge is important. Significant gains in the end product were made by targeting
design steps at features of Handel-C and the FPGA. A different correct implementation
could have been developed without this knowledge; but it may not have met the speed
and area requirements which only become apparent after hardware has been built and
tested. Experiences, gained from empirical experiments, guided these judgments.

The achievements of this chapter are severalfold. First, it introduced Circus.
Second, it introduced operators, and laws for the introduction of those operators,
that are relevant to many a typical hardware development. Third, it evidenced that
an algebraic, refinement-based approach to systems development in Circus is both
feasible for industrially sized case studies, and beneficial in terms of verification,
and uncovering errors and assumptions. Perhaps the most significant achievement of
the case study is that the requirements of the device have been met by drawing on
expert domain knowledge; and that the correctness of applying this domain knowledge
has been verified at every stage by drawing on formal techniques. This is a signifi-
cant demonstration in the applicability of formal techniques to a typical engineering
process and shows the relevance of formal techniques.
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10.1 Introduction

Scheduling theory has a rich and long history. In addition, process algebras have
been studied as a formal theory of system design and verification since the early
1980s. However, these two separate worlds have not been connected until recent
years and the connection is not yet complete. In other words, using the models
and algorithms of scheduling theory in a process algebraic design is still involved
with many theoretical and practical complications. In this chapter, building upon
previous attempts in this direction, we propose a process algebra, called PARS for
Process Algebra with Resources and Schedulers, for the design of scheduled real-
time systems. Previous attempts to incorporate scheduling algorithms in process
algebra either did not have an explicit notion of schedulers [5,15,16] (thus, coding
the scheduling policy in the process specification) or scheduling is treated for
restricted cases that only support single-processor scheduling [6,12].

Our approach to modeling scheduled systems is depicted in Figure 10.1. In this
approach, process specification (including aspects such as causal relations of actions,
their timing and resource requirements) is separated from the specification of
schedulers. Then one can apply schedulers to processes to obtain scheduled systems

331
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P0
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Process specification
(resource req., ordering,

concurrency, communication, etc.)

Scheduling

Scheduled processes

FIGURE 10.1: Schematic view of the PARS approach.

and further compose scheduled systems together. A distinguishing feature of our
process algebra is the possibility of specifying schedulers as process terms (simi-
lar to resource-consuming processes). Another advantage of the proposed approach
is the separation between process specification and scheduler specification that pro-
vides a separation of concerns, allows for specifying generic scheduling strategies
and makes it possible to apply schedulers to systems at different levels of abstrac-
tion. Common to most process algebraic frameworks for resources, the proposed
framework provides the possibility of extending standard schedulability analysis to
the formal verification process.

10.1.1 Related Work

Several theories of process algebra with resources have been proposed recently. Our
approach is mainly based on dense-time Algebra of Communicating Shared Resources
(ACSR) of Ref. [5]. ACSR [15,16] is a process algebra enriched with possibilities
to specify priorities and resources. Several extensions to ACSR have been proposed
over time for which Ref. [16] provides a summary. The main shortcoming of this
process algebra is the absence of an explicit scheduling concept. In this approach, the
scheduling strategy is coded by means of priorities inside the process specification
domain. Due to the absence of a resource provision model, some other restrictions are
also imposed on resource demands of processes. For example, two parallel processes
are not allowed to call for the same resource or they deadlock.

Our work has also been inspired by Ref. [6]. In Ref. [6], a process algebraic approach
to resource modeling is presented and the application of scheduling to process terms is
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investigated. This approach has an advantage over that of ACSR in that scheduling is
separated from the process specification domain. However, first, there is no structure
or guideline to define schedulers in this language (as Ref. [16] puts it, the approach
looks like defining a new language semantics for each scheduling strategy) and second,
the scheduling is restricted to a single resource (single CPU) concept.

Scheduling algebra of Ref. [14] defines a process algebra that has processes with
interval timing. In order to have an efficient scheduling, actions are supposed to be
scheduled without delay or only after another action terminates (so-called anchor
points). The semantics of the process algebra takes care of defining and extending
anchorpointsoverprocessstructure.Sinceschedulingalgebraabstractsfromresources,
the notion of scheduling is also very abstract and comes short of specifying examples
of scheduling strategies such as those that we specify in the remainder of this chapter.

RTSL of Ref. [12] defines a discrete-time process algebra for scheduling analy-
sis of single-processor systems. The basic process language allows for specifying
tasks as sequential processes, and a system language takes care of composition of
tasks (using parallel composition) and selecting the higher priority active tasks. Fur-
thermore, the approach studies the issue of exception handling in case of missed
deadlines. Similar to Ref. [6], there is no need for an explicit notion of resources in
RTSL, since the only shared resource is the single CPU. The restriction of tasks, in
this approach, to sequential processes makes the language less expressive than ours
(for example, in the process language a periodic task whose execution time is larger
than its period cannot be specified). Also, coding the scheduling policy in terms of
a priority function may make specification of scheduling more cumbersome (similar
to Ref. [6]).

Asynchrony in timed parallel composition (interleaving of relative timed-
transitions) has received little interest in timed process algebras. Semantics of par-
allel composition in ATP [20] and different versions of timed-ACP [2], timed-CCS
[8,10] and timed-CSP [11] all enforce synchronization of timed- transitions such that
both parallel components evolve in time. The cIPA of Ref. [1] is among few timed
process algebras that contain a notion of timed asynchrony. In this process algebra
nonsynchronizing actions are forced to make asynchronous (interleaving) time tran-
sitions and synchronizing actions are specified to perform synchronous (concurrent)
time transition. We do not see this distinction as necessary, since nonsynchroniz-
ing actions may find enough resources to execute in true concurrency and synchro-
nizing actions may be forced to make interleaving time transitions due to the use
of shared resources (e.g., scheduling two synchronizing actions on a single CPU).
In other words, making the resource model explicit and separating it from process
specification allows us to delay such kinds of design decisions and reflect them in
the scheduling strategy and scheduled systems semantics.

A related (but different) issue in this regard is laziness and eagerness of actions (see
Ref. [9] for a detailed account of the issue) that can lead to semantics similar to what we
call an abstract parallel composition, which implements timed asynchrony. In general,
in presenceofonly lazy actions, thedifferencebetweenasynchronousand synchronous
time (called abstract and strict, respectively in this chapter) parallel compositions
vanishes and the two types of composition behave the same. However in our case,
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actions are not absolutely lazy and do not fit in the general framework proposed in
Ref. [9]. They can only idle if another process in their abstract parallel context can
perform an action. We abstract from this implicit idling by allowing time transitions to
be done in an asynchronous (interleaving) as well as synchronous (concurrent)manner.
This abstraction comes in handy when taking resource contention into account (where
actions may be prevented from executing concurrently due to resource contention).
Strict, i.e., synchronous time, parallel composition is differentiated from abstract, i.e.,
asynchronous time, parallel composition in this context by separating the resource
concerns of its two arguments and forcing parallelism between them.

This chapter can be considered as a continuation of our previous work regard-
ing separation of concerns in the design of embedded systems [17,18]. There, we
propose separation of functionality, timing, and coordination aspects, which are rep-
resented here in the process specification language. In the PARS approach, we add
the aspect of scheduling to the above set by assuming a (composed) model of timed
functionality and coordination underneath our theory.

The main ideas of the PARS approach (a separation of processes and schedulers) are
used in the CARAT tool for analyzing performance and resource use of component-
based embedded systems [4]. Given a set of component models, the CARAT tool
builds a system model that closely resembles a PARS model. Subsequently, different
analysis techniques can be applied to that system model. In order to reduce the analysis
time of system models, mostly scenario-based analyses have been performed to get
indications of best-case and worst-case behaviors of a system [3].

This chapter is a revised and extended version of the extended abstract that
appeared as Ref. [19]. The semantics of the process algebraic formalism presented
in this chapter are improved substantially compared to those in Ref. [19], by intro-
ducing worst-case execution time (WCET) and deadline predicates. Consequently, a
congruence result for strong bisimilarity is obtained here, which was impossible to
obtain in Ref. [19]. We also give a number of sound axioms with respect to strong
bisimilarity for our process algebraic formalism and give more elaborate examples.

10.1.2 Structure of the Chapter

The chapter is organized as follows. We define the syntax and semantics of PARS
in three parts. In Section 10.2, we build a process algebra with asynchronous rela-
tive dense time (i.e., with the possibility of interleaving timing transition) for process
specifications that have a notion of resource consumption. As explained before, we
consider time asynchrony relevant and helpful in this context, since it models possi-
ble delays due to resource contentions (such as implementation of multiple parallel
compositions on a single or a few CPUs). Then, in Section 10.3, a similar process
algebraic theory is developed for schedulers as resource providers. Subsequently, in
Section 10.4, application of a scheduler to a process and composition of scheduled
systems is defined. To illustrate the usage of our method, we give some examples
from the literature in each section. Finally, Section 10.5 concludes the results and
presents future research directions.
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10.2 Process Specification in PARS

A specification in PARS consists of three parts: a process specification that repre-
sents the usual process algebraic design of the system together with resource require-
ments of its basic actions, a scheduler specification that specifies availability of
resources and policies for providing different resources, and a system specification
that applies schedulers to processes and composes scheduled systems.

In our framework, resources are represented by a set R. The amount of resources
required by a basic action is modeled by a function ρ : R → IR≥0. The resource
requirement is assumed to be constant at any point of time during the action execu-
tion. However, extending this to a function of time, i.e., action duration, is a straight-
forward extension of our theory. The resources provided by schedulers are modeled
using a function ρ : R → IR≤0. Active tasks that require or provide resources are
represented by multisets of such tasks in the semantics. We assume that scheduling
strategies can address process identifiers, the execution time of processes, and their
deadlines as typical and most common parameters for scheduling. Nevertheless, the
extension of our theory with other parameters is orthogonal to our theory.

As a notational convention, we refer to the set of all multisets as IM (we assume
that the type of elements in the multiset is clear from the context). To represent
a multiset extensionally (using its elements) we use the notation [a, b, c, . . .]. The
empty multiset is denoted by ∅ and + and − are overloaded to represent addition
and subtraction of multisets, respectively.

The syntax of process specification in PARS is presented in Figure 10.2. It resem-
bles a relative dense-time process algebra (such as relative dense-time ACP of Ref.
[2]) with empty process (ε(0)) and deadlock (δ). The main difference with such
a theory is the attachment of resource requirements to basic actions (most process
algebras abstract from resource requirements by assuming abundant availability of
shared resources).

Basic action ε(t) represents a nonaction or idling lasting for t time which does not
require any resource. Other basic actions (a, ρ)(t) are pairs of actions from the set A

together with the respective resource requirement function ρ and the timing t during
which the required resources should be available for the action.

P ::= δ | p(t) | P ; P | P || P | P ||| P | P + P |

σt (P ) | μX.P(X) | �
x∈T P (x) | ∂Act(P ) | id : P

p ∈ (A× ρ) ∪ {ε}, t ∈ IR≥0, X is a recursive variable,
Act ⊆ A, x ∈ Vt , T ⊆ IR≥0, id ∈ IN

FIGURE 10.2: Syntax of PARS, part 1: process specification.
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Example 10.1 Portable tasks
Suppose that the task a can be run on different platforms, either a RISC processor

on which it will take 2 units of time and 100 units of memory (during those 2 time
units) or on a CISC processor for which it will require 4 units of time and 70 units of
memory (over the 4 time units). This gives rise to using the basic actions

(a, {RISC 	→ 1, Mem 	→ 100})(2)

and

(a, {CISC 	→ 1, Mem 	→ 70})(4).

Terms P ; P , P || P , P ||| P , P + P represent sequential composition, abstract
parallel composition, strict parallel composition, and nondeterministic choice, respec-
tively. Abstract parallel composition refers to cases where the ordering (and possible
preemption) of actions has to be decided by a scheduling strategy. In practice, it is
used when two processes have no causal dependency and thus can run in parallel
but they do not necessarily have to. Particularly, when not enough resources are pro-
vided, two components that are composed using the abstract parallel composition
may be scheduled sequentially. Strict parallel composition is similar to standard par-
allel composition in timed process algebra in that it forces concurrent execution of
the two operands. Resource-consuming processes composed by this operator should
be provided with enough resources to run concurrently or they will all deadlock.
Both strict and abstract parallel composition allow for synchronization of actions
using the synchronization function γ , i.e., when γ (a, b) is defined, actions a and b

may synchronize resulting in γ (a, b).

Example 10.2 Portable tasks
The following is a description of the two possibilities of executing task a from the

previous example:

P
.= (a, {RISC 	→ 1, Mem 	→ 100})(2)+ (a, {CISC 	→ 1, Mem 	→ 70})(4)

Example 10.3 (Abstract and strict parallel composition)
Consider the following two tasks a and b which can be run independently from

each other:
P

.= (a, {CPU 	→ 1})(2) || (b, {CPU 	→ 1})(3)

If there is only one CPU available, then the two tasks must be scheduled sequentially
and thus take 5 time units to run. If two CPU’s are available, then process P may
complete in 3 time units.
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Consider now the following task, which comprises two concurrent subtasks a and
b that respectively need a CPU and a coprocessor to run. The task cannot commence
(or continue) if both resources are not provided to the task.

P
.= (a, {CPU 	→ 1})(2) ||| (b, {COPROC 	→ 1})(1)

Deadline operator σt (P ) specifies that process P should terminate within t units
of time or it will deadlock. Recursion is specified explicitly using the expression
μX.P(X) where free variable X may occur in process P and is bound by μX. The
term

�
x∈T P (x) specifies continuous choice of timing variable x over set T . Similar

to recursion, variable x is bound in term P by operator
�
x∈T . To prevent process P

from performing particular actions in set Act (in particular, to force communication
among two parallel parties), encapsulation term ∂Act(P ) is used. Process terms are
decorated with identifiers (natural numbers, following the idea of Ref. [6]) using the
id : P construct. Identifiers serve to group processes for scheduling purposes. Note
that an atomic action is neither required to have an identifier, nor need its identifier
be unique. In other words, there is a (possibly empty) set of identifiers attached to
each process term and thus related to its comprising actions.

Precedence of binding among binary composition operators is ordered as ;, |||, ||,
+ where ; binds the strongest and + the weakest. Unary operators are followed by
a pair of parentheses or they bind to the largest possible term. In this chapter, we
are only concerned with closed terms (processes that do not have free recursion or
timing variables).

To show how the process specification language is to be used, we specify a few
patterns common in scheduling literature [7].

Example 10.4 Periodic tasks
First, we specify a periodic task, consisting of an action a with resource require-

ments ρ, execution time t , and period t ′:

P1
.= μX.(a, ρ)(t) ||| ε(t ′) ; X

Note that strict parallel composition is used here to denote that the arrival of a new
task happens concurrently with the execution of an already arrived task. The ε(t ′)
operator in combination with strict parallel composition enforces the duration of the
period to exactly t ′. The use of parallel composition allows an execution time t greater
than the period t ′.

Suppose that the exact execution time of a is not known, but that the execution
time is within an interval I , then this is specified as follows:

P2
.= μX.

(�
x∈I (a, ρ)(x)

)
||| ε(t ′) ; X

The same technique can be applied to give the scheduling of a new task a variable
arrival phase within an interval. Throughout the rest of the chapter, for intervals I ,
we use the syntactic shorthand p(I) instead of

�
x∈I p(x).
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Note that in the above examples, the newly arrived task is set in strict parallel com-
position with the old tasks, which means that simultaneously enabled tasks should be
executed concurrently. If this is not desirable, one can use a synchronization scheme,
such as the one used in the following process P , to signal the arrival of the task and
further put the arrived tasks in abstract parallel composition. This yields a system in
which the task arrivals are strictly periodic while tasks execution is subject to resource
availability:c

P
.= ∂{sSignal,rSignal}X ||| Y

X
.= (ε(t ′) ; (sSignal,∅)(0)) ; X

Y
.= (rSignal,∅)(0) ; ((a, ρ)(t) || Y )

γ (rSignal, sSignal)
.= γ (sSignal, rSignal)

.= signal

Example 10.5 Aperiodic tasks
Specification of aperiodic tasks follows a pattern similar to the specification of

periodic tasks, with the difference that their period of arrival is not known:

S
.= μX.(b, ρ′)(t) ||| ε([0,∞)) ; X

If the process specification of the system consists of periodic user level tasks and
aperiodic system level tasks (e.g., system interrupts) that are to be scheduled with
different policies, the specification goes as follows:

SysP roc
.= System : (S) || User : (P1)

where System and User are distinct identifiers for these two types of tasks, and where
P1 is as specified in Example 10.4. To prevent the system from deadlocking when
the resources are not available, we can compose the system with an idling process as
follows:

Idle
.= μX.ε([0,∞)) ; X

SysProcId
.= Idle || SysProc

The semantics of process specification is given in Figures 10.3 through 10.6 in
the style of Structural Operational Semantics of [22]. In this semantics, states are
process terms from the syntax (together with an auxiliary operator defined next).
Corresponding to the possible events of spending time on actions and committing
them, there are two types of transitions in the semantics. First, time passage (by

spending time on resources or idling)
M,t→ (t ∈ IR>0), where M is the multiset

that represents actions participating in the transition and the amount of resources
required by each. Elements of M are of the form (ids, ρ), where ids is a set of iden-
tifiers related to the action having resource requirements ρ. Each ĩd ∈ ids is of the
form (id, t1, t

′
1) where id is the syntactic identifiers of the process and t1 and t ′1 are,
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(I0)
ε(0)
√ (I1)

t ′ ≤ t

ε(t)
[(∅,0)],t ′→ ε(t − t ′)

(A0)
t ′ ≤ t

(a, ρ)(t)
[(∅,ρ)],t ′→ (a, ρ)(t − t ′)

(A1)
(a, ρ)(0)

a→ ε(0)

(S0)
P

χ→P ′

P ; Q χ→P ′ ; Q
(S1)

P
√

Q
χ→Q′

P ; Q χ→Q′
(S2)

P
√

Q
√

P ; Q√

(C0)
P

χ→P ′

P +Q
χ→P ′

Q+ P
χ→P ′

(C1)
P
√

P +Q
√

Q+ P
√

(D0)
P

M,t→ P ′ t ≤ t0

σt0(P )
M,t→ σt0−t (P

′)
(D1)

P
a→P ′

σt0(P )
a→ σt0(P

′)
(D2)

P
√

σt0(P )
√

(E0)
P

a→P ′ a /∈ Act

∂Act(P )
a→ ∂Act(P

′)
(E1)

P
M,t→ P ′

∂Act(P )
M,t→ ∂Act(P

′)
(E2)

P
√

∂Act(P )
√

(R0)
P(μX.P (X))

χ→P ′

μX.P(X)
χ→P ′

(R1)
P(μX.P (X))

√
μX.P(X)

√

(CC0)
yt ∈ T P(yt )

χ→P ′�
x∈T P (x)

χ→P ′
(CC1)

yt ∈ T P(yt )
√

�
x∈T P (x)

√

(Id0)
P †t1 �t ′1(P ) P

M,t→ P ′

id : P
M⊕(id,t1,t

′
1),t→ id : P ′

(Id1)
P

a→P ′

id : P
a→ id : P ′

(Id2)
P
√

id : P
√

a ∈ A, t, t ′ ∈ IR>0, t0 ∈ IR≥0, t1, t
′
1 ∈ IR≥0 ∪ {∞}, χ ∈ (IM× IR>0) ∪ A

FIGURE 10.3: Semantics of PARS, part 1(a): process specification, sequential
subset.

respectively, the last deadline and the worst-case execution of the corresponding pro-
cess as specified later in Figures 10.5 and 10.6. The second type of transitions are
action transitions

a→ (a ∈ A) that happen when an action has spent enough time on
its required resources such that the remaining time for the action is zero (e.g., rule
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(P0)
P

M,t→ P ′

P || Q M,t→ P ′ || t � Q

Q || P M,t→ t � Q || P ′
(P1)

P
a→P ′

P || Q a→P ′ || Q
Q || P a→Q || P ′

(P2)
P

M,t→ P ′ Q
M ′,t→ Q′

P || Q M+M ′,t→ P ′ || Q′
(P3)

P
a→P ′ Q

b→Q′ γ (a, b) = c

P || Q c→P ′ || Q′

(SP0)
P

M,t→ P ′ Q
M ′,t→ Q′

P ||| Q M+M ′,t→ P ′ ||| Q′
(SP1)

P
a→P ′

P ||| Q a→P ′ ||| Q
Q ||| P a→Q ||| P ′

(SP2)
P

a→P ′ Q
b→Q′ γ (a, b) = c

P ||| Q c→P ′ ||| Q′

(DS0)
P

a→P ′ P †t0 t ≤ t0

t � P
a→P ′

(DS1)
P

M,t ′→ P ′ P †t0 t ′ ≤ t0 − t

t � P
M,t ′→ t � P ′

(DS2)
P
√

t � P
√

(P4)
P
√

Q
√

P || Q√ (SP3)
P
√

Q
√

P ||| Q√

a ∈ A, t, t ′ ∈ IR>0, t0 ∈ IR≥0, χ ∈ (IM× IR>0) ∪ A

FIGURE 10.4: Semantics of PARS, part 1(b): process specification, parallel
operators.

(A1) in Figure 10.3). We decided not to combine resource requirements of different
actions and keep them separate in a multiset since they may be provided (according

to their respective process identifiers) by different scheduling policies. We use
χ→ as

an acronym for either of the two transitions. Without making it explicit in the seman-
tics, we assume maximal progress of actions in that the system can only progress in
time whenever no action transition is possible. This assumption can be made explicit
by an extra condition, namely absence of action transition, in the premises of all
timed-transitions. However, we do not reflect this idea in the formal semantics for
sake of readability. Predicate P

√
refers to possibility of successful termination of P .

The semantics of process specification is the smallest transition relation (union of the
time and action transition relations) satisfying the rules of Figures 10.3 through 10.6.
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δ†∞ ε(t)†∞ (a, ρ)(t)†∞

¬P
√

P†t

P ; Q†t

P
√

P †t Q†t ′

P ; Q†max(t,t ′)

P †t Q†t ′

P +Q†max(t,t ′)

P†t

σt ′(P )†min(t,t ′)

P†t

t ′ � P†t−t ′

P †t Q†t ′

P || Q†min(t,t ′)

P †t Q†t ′

P ||| Q†min(t,t ′)

P (μX.P (X))†t

μX.P (X)†t

�
x∈T P (x)†Sup{ty |P(y)†ty∧y∈T }

P†t

∂Act(P )†t

P†t

id : P†t

FIGURE 10.5: Semantics of PARS, part 1(c): process specification, deadlines
(t, t ′ ∈ IR≥0 ∪ {∞}).

�0(δ) �t (ε(t)) �t ((a, ρ)(t))

�t (P ) �t ′(Q) (P ; Q)†t ′′

�min(t ′′,t+t ′)(P ; Q)

�t (P ) �t ′(Q) (P +Q)†t ′′

�min(t ′′,max(t,t ′))(P +Q)

�t (P ) σt ′(P )†t ′′

�min(t ′′,t )(σt ′(P ))

�t (P ) t ′ � P†t ′′

�min(t ′′,t )(t ′ � P)

�t (P ) �t ′(Q) (P || Q)†t ′′

�min(t ′′,t+t ′)(P || Q)

�t (P ) �t ′(Q) (P ||| Q)†t ′′

�min(t ′′,t+t ′)(P ||| Q)

�t (P (μX.P (X))) (μX.P (X))†t ′

�min(t ′,t )(μX.P (X))

{�ty (P (y)) | y ∈ T } (
�
x∈T P (x))†t ′

�min(t ′,Supy∈T (ty))(
�
x∈T P (x))

�t (P )

�t (∂Act(P ))

�t (P )

�t (id : P)

FIGURE 10.6: Semantics of PARS, part 1(d): process specification, WCETs
(t, t ′, ty ∈ IR≥0 ∪ {∞}).

In Figure 10.3, rules (I0) and (I1) specify termination and a time transition, respec-
tively. In rule (I1), 0 is an acronym for the function mapping all resources to zero.
Rules (A0) and (A1) specify how an atomic action can spend its time on resources
and after that commit its action, respectively. Rules (S0)–(S2) present the semantics
of sequential composition. Rules (C0)-(C1) provide a semantics for nondetermin-
istic choice. Our choice operator does not have the property of time-determinism
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(i.e., passage of time cannot determine choices). The reason is that in PARS, spend-
ing time on resources can reveal the decision taken for the nondeterministic choice.
Semantics of the deadline operator is defined by (D0)–(D2). Note that there is no rule
for the case σ0(P ) where process P can only do a time step. Absence of a seman-
tic rule for such a case means that this process deadlocks (i.e., missing a deadline
will result in a deadlock). Semantics of the encapsulation operator is defined in rules
(E0)–(E2). These rules state that the encapsulation operator prevents process P from
performing actions in Act. This can be quite useful in forcing parallel processes to
synchronize on certain actions [2]. Rules (R0)–(R1) and (CC0)–(CC1) specify the
semantics of recursion and continuous choice, respectively. A recursive process can
perform a transition, if the unfolded processes can do so. Note that in the continu-
ous choice, the choice is made as soon as the bound term makes a transition. Rules
(Id0)–(Id2) specify the semantics of id by adding ĩd to the multiset in the transi-
tion, where ĩd is the tuple (id, t1, t

′
1) consisting of the syntactic id , deadline, and

WCET of the process (see Figures 10.5 and 10.6 for the definitions of deadline
and WCET, respectively). The operator⊕ : IM×Type(ĩd)→ IM, used in the seman-
tic rule (Id0), intuitively merges the new identifier ĩd with the existing identifiers
(associated to a particular resource requirement information) and is formally defined
as follows:

∅ ⊕ ĩd
.= ∅

([(ids, ρ)]+M)⊕ ĩd
.= [(ids ∪ {ĩd}, ρ)]+ (M ⊕ ĩd)

In Figure 10.4, abstract parallel composition is specified by rules (P0)–(P4) and
strict parallel composition is defined by rules (SP0)–(SP3). In rule (P0), t � Q is
an auxiliary operator (called deadline shift) that is used to specify that Q is get-
ting t units of time closer to its deadline. The semantics of this operator is formally
defined by means of the rules (DS0)–(DS2). The semantics for deadline shift takes
into account only the deadline of active actions. Active actions are actions that can
introduce a task at the moment or already have introduced one. This is in line with
the intuition that in scheduling theory only ready actions can take part in schedul-
ing and other actions have to wait for their causal predecessors to commit. Function
γ (a, b) in rules (P3) and (SP2) specifies the result of a synchronized communication
between a and b.

The semantics of abstract parallel composition deviates from standard semantics
of parallelism in timed process algebras in that it allows for asynchronous passage of
time by the two parties (rule (P0)). This reflects the fact that depending on availability
of resources and due to scheduling, concurrent execution of tasks can be preempted
and serialized at any moment of time.

The latest deadline predicate P†t is defined by the deduction rules in Figure 10.5.
The latest deadline is supposed to indicate the longest period, during which the
process requirements should be met or the process will certainly miss a deadline
(specified by some σt operator) and thus, will turn into a deadlocking situation.
Deduction rules defining the concept of the latest deadline for δ, ε(t), and (a, ρ)(t)

are self-explanatory; they are all defined to be infinity because they do not contain
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any deadline operator. In case of sequential composition, we make a case distinction
between the case where the first argument does not terminate and where it does. In
the former case, the latest deadline of the process is due to its first argument. In the
latter case, both arguments may have deadlines and both may continue their exe-
cution; thus, the argument which has a later deadline determines the latest possible
deadline. The deadline of a process of the form P + Q is determined by the later
deadline between that of P and of Q. The deadline of σt (P ) is determined by the
minimum of t and the latest deadline of P (since P can wait no more than both t and
its latest deadline). Process t ′ � P has already spent t ′ of its time, so its latest dead-
line is shifted by t ′. Missing a deadline in either of the parallel components results
in a missed deadline in the composite process; thus, deadline of both P || Q and
P ||| Q is defined as the minimum of the deadlines of their arguments. The latest
deadline of a recursive process is determined by unfolding its definition. For a con-
tinuous choice, the deadline of the process is defined as the supremum, i.e., the least
upper bound of the set of deadlines of the alternative choices. Note that the maxi-
mum of such deadlines may not exist, e.g., if the deadlines form an open interval.
Neither encapsulation nor adding an identifer influence our estimation of the latest
deadline.

The WCET predicate �t (P ) is defined by the deduction rules in Figure 10.6. As
the names suggest, the intuition behind WCET is to be an upper bound estimation
of the longest computation time of a process. Most of the deduction rules are self-
explanatory; WCET is generally defined by taking the minimum of the deadline of
the process and its maximal execution time. The following lemma shows that WCET
of each process is less than or equal to its latest deadline.

LEMMA 10.1
For each process P and t ∈ IR≥0 ∪ {∞}, if �t (P ) holds, then there exists t ′ ∈

IR≥0 ∪ {∞} such that P†t ′ and t ≤ t ′.

PROOF By a case distinction on the last deduction rule in the structure of the
proof for �t (P ). The lemma holds vacuously for δ, ε(t), and (a, ρ)(t) since for all
of them, the latest deadline is∞. For other deduction rules, there exists a premise of
the form †t ′P and t is of the form min(t ′, e), for some expression e. Thus, it holds
that t ≤ t ′.

The deadline and WCET are just meant to be estimations of process measures, and
any other well-defined performance measure on processes can replace or extend the
semantics.

In order to compare processes, e.g., to compare a specification with its implemen-
tation, it is customary to define a notion of equivalence or preorder among processes.
In this chapter, we adapt the notion of strong bisimilarity to our setting which pro-
vides an appropriate theoretical starting point. Other weaker notions of equality and
preorder can be analogously adopted to our settings.
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DEFINITION 10.1
(Strong bisimulation) A symmetric relation R on process terms is a strong bisim-

ulation for resource requiring processes if and only if for all pairs (P,Q) ∈ R:

1. P
χ→P ′ ⇒ ∃Q′Q χ→Q′ ∧ (P ′,Q′) ∈ R

2. P
√ ⇒ Q

√

3. P†t ⇒ Q†t

4. �t (P )⇒ �t (Q)

Two processes P and Q are called strongly bisimilar, denoted by P ↔ Q if and
only if there exists a strong bisimulation relation R such that (P,Q) ∈ R.

THEOREM 10.1 Congruence of strong bisimilarity for the process language
Strong bisimilarity, as defined in Definition 10.1, is a congruence with respect to

all operators in our process specification language.

PROOF The deduction rules are in the PANTH format of Ref. [23]. Furthermore,
by counting the number of symbols in each predicate/left-hand side of each transi-
tion, we can define a stratification measure which does not increase from the con-
clusion to the positive premises and decreases from conclusion to negative premises.
Thus, the set of SOS rules for our process language specification are complete, i.e.,
they univocally define a transition relation. Hence, it follows from the metatheorem
of Ref. [23] that our notion of strong bisimilarity is a congruence.

Below we present some properties of the operators introduced in this section. The
notation FV (P) denotes the free variables of process P . The proofs are tedious but
straightforward and therefore omitted.

THEOREM 10.2 Properties of processes
For arbitrary processes P , Q, and R

P + P ↔ P

P +Q ↔ Q+ P

(P +Q)+ R ↔ P + (Q+ R)

P + σ0(δ) ↔ P

(P +Q) ; R ↔ (P ; R)+ (Q ; R)

σt (σt ′(P )) ↔ σmin(t,t ′)(P )

σt (P +Q) ↔ σt (P )+ σt (Q)

σt (P ; Q) ↔ σt (σt (P ) ; σt (Q))

σ0(ε(0)) ; P ↔ P

μX.P(X) ↔ P(μX.P (X))
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�
x∈∅ P(x) ↔ σ0(δ)�
x∈T P (x) ↔ P(t)+ �

x∈T P (x) (t ∈ T )�
x∈T P (x) ↔ P(x) (x �∈ FV (P(x)))�
x∈T (P (x)+Q(x)) ↔ �

x∈T P (x)+ �
x∈T Q(x)

P || Q ↔ Q || P
(P || Q) || R ↔ P || (Q || R)

P || ε(0) ↔ P

P ||| Q ↔ Q ||| P
(P ||| Q) ||| R ↔ P ||| (Q ||| R)

t � t ′ � P ↔ (t + t ′)� P

Due to the fact that the definitions of the deadline predicate and the WCET are just
approximations, many of the properties that are quite standard for the operators in
standard process algebra are not valid in this setting. An example is the associativity
of sequential composition.

10.3 Scheduler Specification

The syntax of scheduler specification (Sc) is similar to process specification and is
specified in Figure 10.7. Basic actions of schedulers are predicates (Pred) mention-
ing appropriate processes to be provided with resources and the amount of resources
(ρ : R→ IR≤0) provided during the specified time. Note that resource provisions are
denoted by functions from resources to non-positive integers so that they can can-
cel the resource requirements when confronted with them in the next section. The

Sc ::= δ | s(t) | Sc ; Sc | Sc || Sc | Sc ||| Sc | Sc + Sc |
�
x∈T P (x) | Sc � Sc | Sc �n Sc | |〉t∈T Sc(t) | |〉nt∈T Sc(t) | μX.Sc(X)

Pred::= Id.id Op Num | Id.Dl Op time | Id.WCET Op time |

Pred ∧ Pred | Pred ∨ Pred | true

Op ::=< | = | >

s ∈ Pred × ρ, t ∈ IR≥0∞ , x ∈ Vt , time ∈ Vt ∪ IR≥0, Id ∈ Vi, Num ∈ IN

FIGURE 10.7: Syntax of PARS, part 2: scheduler specification.
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predicate can refer to the syntactic identifiers, deadline or WCET for processes. In
the syntax of Pred, Id is a variable from set Vi (with a distinguished member Id
and typical members Id0, Id1, etc.). Id and Idi refer to the semantic identifier of
the particular process receiving the specified resource and its environment processes,
respectively. Following the structure of a semantic identifier, Id is a tuple contain-
ing syntactic identifier (Id.id), deadline (Id.Dl), and execution time (Id.WCET ).
As in the process language, the language for predicates can be extended to other
metrics of processes. Since we aimed at separating the process specification aspects
from scheduling aspects, we did not include constructs such as resource-consuming
actions and identifiers in our schedulers language.

A couple of new operators are added to the ones in the process specification lan-
guage. The preemptive precedence operator � gives precedence to the right-hand
side term (with the possibility of the right-hand side taking over the execution of
left-hand side at any point) and continuous preemptive precedence |〉t∈T which gives
precedence to the choice of least possible t . Note that this need not be the least ele-
ment of T (which may not even exist) but rather it is the predicate with the least
possible t that can match a resource requirement. (If no such least possible t exists
the result of application of the scheduler to the process should be a deadlock.) The
following examples illustrate the use of these operators.

Example 10.6 Precedence operator
Consider the process specification of Example 10.5, where the system consists of

two types of processes: user processes and system processes. Suppose that system pro-
cesses always have priority over user processes in using a single CPU. The following
scheduler specifies a general scheduling policy that observes the above priorities:

PrSch
.= (Id.id = User, CPU 	→ −1)([0,∞)) �

(Id.id = System, CPU 	→ −1)([0,∞))

Example 10.7 Continuous precedence operator
Assume that our scheduling strategy assigns the only available CPU to the process

with shortest deadline for the WCET of the process. The following specification
provides us with such a scheduler:

CntP rSch
.= |〉t∈IR≥0(Id.Dl = t ∧ Id.WCET = t ′, {CPU 	→ −1})(t ′)

In the above scheduler the continuous preemptive precedence operator |〉t∈IR≥0

in combination with Id.Dl = t enforces the process with earliest deadline to be
chosen.

The nonpreemptive counterparts of the above operators �n and |〉nt∈T have the same
intuition but they do not allow taking over of one side if the other side has already
decided to start. The timing variables bound by continuous choice or generalized
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precedence operators can be used in predicates (as timing constants) as well as in
process timings. For simplicity, we only allow comparison to time points and single
identifier in the predicate part and we only introduce continuous precedence oper-
ators with precedence for lower time points. Enriching the first-order language of
predicates and introducing continuous precedence operators for higher time values
are possible extensions of the language.

The semantic rules for our scheduler specification language are given in
Figure 10.8. We omitted the semantic rules for operators in common with process
specification since they are very similar to those specified in process specification

(ScA0)
(p, ρ)(0)

√ (ScA1)
t ′ ≤ t

(p, ρ)(t)
[(p,false,ρ)],t ′→ (p, ρ)(t − t ′)

(Pr0)
P

M,t→ P ′

P � Q
M∨negenabled(Q),t→ P ′ �Q

(Pr1)
Q

M,t→Q′

P � Q
M,t→ P � Q′

(Pr2)
P
√

Q
√

P � Q
√

(NPr0)
P

M,t→ P ′

P �n Q
M∨negenabled(Q),t→ P ′

(NPr1)
Q

M,t→Q′

P �n Q
M,t→Q′

(NPr2)
P
√

Q
√

P �n Q
√

(CPr0)
P(t ′′) M,t ′→ P ′(t ′′) t ′′ ∈ T

|〉t∈T P (t)
M∨neg∃t t∈�T �t ′′∧enabled(P (t)),t ′→ |〉t∈T P ′(t)

(CPr1)
t ′ ∈ T P(t ′)

√
|〉t∈T P (t)

√

(NCPr0)
P(t ′) M,t→ P ′ t ′ ∈ T

|〉nt∈T P
M∨neg∃t t∈�T �t ′∧enabled(P (t)),t→ P ′

(NCPr1)
t ′ ∈ T P(t ′)√
|〉nt∈T P (t)

√

FIGURE 10.8: Semantics of PARS, part 2: scheduler specification.
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semantics. Rules for the operators common to the process specification language
given in Figures 10.3 and 10.4 should be copied here with the following two provi-
sos. First, abstract parallel composition in schedulers has a simpler semantics, since
schedulers do not have a deadline operator. Namely, rule (P′0) should be replaced
with the following rule.

(P′0)
P

M,t→ P ′

P || Q M,t→ P ′ || Q
Q || P M,t→Q || P ′

Note that, due to this change, the auxiliary operator t � P does not appear in the
semantics of schedulers. Second, for simplicity, we did not include action prefixing
in the syntax of the language for schedulers. Consequently, rules concerning action
transitions need not be copied to the semantics of schedulers. Actions transitions
can indeed be useful in modeling interactions within schedulers and among sched-
ulers and processes, but we omitted both for the sake of simpler presentation and
keeping the orthogonality between the process and the scheduler language. Note that
breaking the orthogonality and merging the two languages opens up the possibility
of modeling more complex schedulers which need to communicate with each other
and with processes, or need to receive a resource and then distribute it afterward,
e.g., servers in a deferable server scheme [7].

The transition relation in the semantics is of the form
M,t→ , where M is a multiset

containing predicates about processes that can receive a certain amount of resources
during time t . Elements of multiset M are of the form (pred, npred, ρ) where
pred is the positive predicate that the process receiving resources should satisfy,
npred is the negative predicate that the process should falsify, and ρ is the function
representing the amount of different resources offered to such a process. In this level,
we assume no information about the resource requiring process that the scheduler
is to be confronted with. Thus, the resource grant predicates specify the criteria
that processes receiving resources should satisfy (being able to match the predicate)
and the criteria they should falsify (not being able to perform higher precedence
transitions). For example, the positive predicate Id.Id = User specifies that the
process receiving the resource should have User as its syntactic identifier, and
the predicate Id.Dl = t specifies that the latest deadline of the receiving process
should be t . Once the same predicates appear in the negative side, they mean that
no process with identifier User or no process with deadline t is currently able to
receive the resource.

Rules (ScA0) and (ScA1) specify semantics of atomic scheduler actions. Rules
(Pr0)–(Pr2) specify the semantics for precedence operator. In these rules, M∨negpred
stands for disjunction of negative predicates in all elements of M with predicate
pred:



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C010 Finals Page 349 2008-10-22 #21

PARS: A Process Algebraic Approach to Resources and Schedulers 349

[(pred0, npred0, ρ)] ∨neg pred
.= [(pred0, npred0 ∨ pred, ρ)]

(M + [(pred0, npred0, ρ)]) ∨neg pred
.= (M ∨neg pred)+

[(pred0, npred0 ∨ pred, ρ)]

In the same semantic rules, enabledness of a process term is used as a negative
predicate to assure that a lower priority process cannot make a transition when a
higher priority one is able to do so. This notion is formally defined as follows:

enabled(δ)
.= false

enabled(((pred, ρ), t))
.= pred

enabled(P ; Q)
.=
⎧⎨
⎩

enabled(P ) ∨ enabled(Q) if P
√ ∧ P→

enabled(P ) if ¬(P
√

)

enabled(Q) if P
√∧ P �

enabled(P || Q)
.= enabled(P ||| Q)

.= enabled(P +Q)
.=

enabled(P � Q)
.= enabled(P �n Q)

.= enabled(P ) ∨ enabled(Q)

enabled(
�
x∈T P (x))

.=
enabled(|〉x∈T P (x))

.= enabled(|〉nx∈T P (x))
.= ∃x∈T enabled(P (x))

enabled(μX.P (X))
.= enabled(P (μX.P (X)))

In the above definition P→ stands for the possibility of performing a transition
P→P ′ for some P ′ and P � is the negation of it. Note that using P � and¬(P

√
)

in this definition introduces negative premises to our semantics indirectly. But this is
harmless to well-definedness of our semantics since a standard stratification can be
found for it. To illustrate the semantics of precedence operator, we give the following
example:

Example 10.8
Consider the scheduler specification of Example 10.6. This specification generates

a transition system that allows an arbitrary time transition with positive predicate
Id.id = System. However, according to the rule (Pr0), for transitions with positive
predicate Id.id = User, the predicate of t ∈ [0,∞) ∧ Id.id = System is added as
a negative predicate as well. Intuitively, this should mean that CPU is provided to
a user process if no system process is able to take that transition. Of course, part of
this intuition remains to be formalized by the semantics of applying schedulers to
processes.

Rules (NPr0)–(NPr2) specify the semantics for the non-preemptive precedence
operator. The only difference between these rules and their preemptive counterparts,
(Pr0)–(Pr2), is that after one of the two arguments has made a transition, the other
argument disappears and thus the argument making the transition can no longer be
preempted. Rules (CPr0)–(CPr1) and (NCPr0)–(NCPr1) present the semantic rules
for preemptive and nonpreemptive continuous precedence operators, respectively.

In rules (CPr0) and (NCPr0) operator �T �t is defined as follows:

�T �t .= {t ′|t ′ ∈ T ∧ t ′ < t}



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C010 Finals Page 350 2008-10-22 #22

350 Process Algebra for Parallel and Distributed Processing

Example 10.9 Specifying scheduling strategies
We specify a few generic scheduling strategies for a single processor to show the

usage of the scheduler specification language:

• Nonpreemptive Round-Robin scheduling: Consider a scheduling
strategy where a single processor is going to be granted to processes non-
preemptively in the increasing order of their identifiers (from 0 to n). The
following scheduler specifies this scheduling strategy:

SchNP−RR
.= (Id = 0, {CPU 	→ −1})[0,∞) ;

(Id = 1, {CPU 	→ −1})[0,∞) ;
. . . ; (Id = n, {CPU 	→ −1})[0,∞)

• Rate monotonic (RM) scheduling: Consider the following process specifica-
tion SysP roc of several periodic processes composed by the abstract parallel
composition operator:

SysP roc
.=||ni=0 Pi

Pi
.= μX.(2i + 1) :(Q) ||| ((2i) : (ε(t ′)) ; X)

In the above specification, even identifiers refer to the period of the tasks and
odd identifiers refer to the tasks themselves. The following scheduler, specifies
the preemptive RM strategy, where processes with shortest period (higher rate),
have a priority in receiving CPU time:

RMSch(k, t)
.= (Id.id = 2k + 1 ∧ Id0 = 2k ∧ Id0.WCET = t ,

{CPU 	→ −1})([0,∞))

RMSch
.= |〉t∈IR≥0RMSch(0, t)+ · · · + RMSch(n, t)

Identifier Id refers to the process receiving the resource (i.e., a task defined by
the process Q). Identifier Id0 is an arbitrary identifier referring to the corre-
sponding period of the task. Hence, Id0.WCET refers to the period of the task
denoted by Id.

• Earliest deadline first (EDF) scheduling: Consider the previous pattern of pro-
cesses, then the following expression specifies preemptive EDF scheduling:

EDFSch(k, t)
.= (Id.id = 2k + 1 ∧ Id0 = 2k ∧ Id0.Dl = t ,

{CPU 	→ −1})([0,∞))

EDFSch
.= |〉t∈IR≥0EDFSch(0, t) + · · · + EDFSch(n, t)

Common to the formalism for process specification, one can use the notion of strong
bisimilarity to relate schedulers. The definition of strong bisimulation/bisimilarity for
schedulers remains the same as Definition 10.1; only items 3 and 4 in this definition
should be dropped since schedulers do not have a notion of deadline and WCET.
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THEOREM 10.3 Congruence of strong bisimilarity for the scheduler language
Strong bisimilarity is a congruence with respect to all operators in our scheduler

specification language.

PROOF Again, all our deduction rules for schedulers (including the simplified
rule (P′0) and those borrowed from Figures 10.3 and 10.4) are in the PANTH format
of Ref. [23]. The rules specified for the scheduler are also stratified by the same
stratification measure used in the proof of Theorem 10.1. Thus, the set of deduction
rules is complete and our notion of strong bisimilarity is a congruence following the
metatheorem of Ref. [23].

Since many of the operators for specifying schedulers are similar to those used
for describing processes, they enjoy similar properties. Since schedulers do not have
deadline and WCET predicates associated with them, there are additional properties
as listed in Theorem 10.4.

THEOREM 10.4 Properties of schedulers
For arbitrary schedulers P , Q, and R

P + P ↔ P

P +Q ↔ Q+ P

(P +Q)+ R ↔ P + (Q+ R)

P + δ ↔ P

δ ; P ↔ δ

ε(0) ; P ↔ P

(P +Q) ; R ↔ (P ; R)+ (Q ; R)

(P ; Q) ; R ↔ P ; (Q ; R)

μX.Sc(X) ↔ Sc(μX.Sc(X))

�
x∈∅ P(x) ↔ δ�
x∈T P (x) ↔ P(t)+ �

x∈T P (x) (t ∈ T )�
x∈T P (x) ↔ P(x) (x �∈ FV (P(x)))�
x∈T (P (x)+Q(x)) ↔ �

x∈T P (x)+ �
x∈T Q(x)(�

x∈T P (x)
) ; Q ↔ �

x∈T (P (x) ; Q) (x �∈ FV (Q))

P || Q ↔ Q || P
(P || Q) || R ↔ P || (Q || R)

P || ε(0) ↔ P

P || δ ↔ P ; δ

P ||| Q ↔ Q ||| P
(P ||| Q) ||| R ↔ P ||| (Q ||| R)
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10.4 Applying Schedulers to Processes

Scheduled systems are processes resulting from applying a number of schedulers
to processes. The syntax of scheduled systems is presented in Figure 10.9. In this
syntax, P and Sc refer to the syntactic class of processes and schedulers presented
in the previous sections, respectively. Term 〈〈Sys〉〉Sc denotes applying scheduler Sc

to the system Sys and ∂R(Sys) is used to close a system specification and prevent it
from acquiring resources in R.

The semantics of new operators for scheduled systems is defined in Figure 10.10.
In this semantics, the transition relation is the same as the transition relation in the
process specification semantics of Section 10.2. Since a process is a system by def-
inition, all semantic rules of that section carry over to the semantics of systems.
Moreover, as in schedule specification phase, we reuse the rules of Section 10.2
in a more general sense in order to cover the semantics of sequential, abstract and
strict parallel composition, nondeterministic choice of systems, and deadline shift
operator.

Sys ::= P | 〈〈Sys〉〉Sc | Sys ; Sys | Sys || Sys | Sys ||| Sys | Sys + Sys |

∂R(Sys) | σt (Sys) | μX.Sys(X) | id : Sys | t � Sys

FIGURE 10.9: Syntax of PARS, part 3: syntax of scheduled systems.

(Sys0)
P

M,t→ P ′ Sch
M ′,t→ Sch′

〈〈P 〉〉Sch

applyP (M,M ′),t→ 〈〈P ′〉〉Sch′

(Sys1)
P

a→P ′

〈〈P 〉〉Sch
a→〈〈P ′〉〉Sch

(Sys2)
P
√

〈〈P 〉〉Sch

√

(ER0)
Sys

M,t→ Sys′ ∀(ids,ρ)∈M,r∈Rρ(r) = 0

∂R(Sys)
M,t→ ∂R(Sys′)

(ER1)
Sys

a→ Sys′

∂R(Sys)
a→ ∂R(Sys′)

(ER2)
Sys
√

∂R(Sys)
√

FIGURE 10.10: Semantics of PARS, part 3(a): scheduled system specification.
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P†t

〈〈P 〉〉Sch†t

P†t

∂R(P )†t

�t (P ) 〈〈P 〉〉Sch†t ′

�min(t,t ′)(〈〈P 〉〉Sch)

�t (P ) ∂R(P )†t ′

�min(t,t ′)(∂R(P ))

FIGURE 10.11: Semantics of PARS, Part 3(b): Scheduled system specification,
deadlines, and WCETs.

To extend the semantics of process specification to the system specification, we
need to define deadline and WCET predicates on the newly defined operators. These
operator and functions are defined in Figure 10.11.

The application operator 〈〈P 〉〉Sch is defined by semantic rules (Sys0)–(Sys2) in
Figure 10.11. Rules (ER0)–(ER2) represent encapsulation of resource usage. In
semantic rule (Sys0), the application operator applyP : IM × IM → IM is meant
to apply a multiset of resource providing predicates (second parameter) to a multiset
of resource requiring tasks (first parameter).

applyP (M, [(pred, npred, ρ)] +M ′) .=

applyP (applyT askP (M, [(pred, npred, ρ)],∅),M ′)

applyT askP (∅, [(pred, npred, ρ)],M)
.= ∅

applyT askP ([(ids, ρ)],∅,M)
.= [(ids, ρ)]

applyT askP ([(ids, ρ)] +M, [(pred, npred, ρ)],M ′) .=
⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

[(ids,max(0, ρ + ρ)]+ if pred(ids,M +M ′)∧
applyT askP (M, [pred, npred, min(0, ρ + ρ)], ¬npred(ids,M +M ′))∧

M ′ + [(ids, ρ)] ¬engage(P ,M,M ′ + [(ids, ρ)],
(pred, npred, ρ))

[ids, ρ] + applyT askP (M, [pred, npred, ρ − ρ], otherwise
M ′ + [(ids, ρ)])

The intuition behind this definition is to apply the provided resources to the
requirements while satisfying positive predicates and falsifying negative predicates.
This is done by taking an arbitrary resource providing predicate, applying it to the
resource requiring multisets (by checking its applicability to each task, i.e., pair of
identifiers and resource requirements) and proceeding with the rest. In the above
definition, pred(ids,M +M ′) means that there exists a mapping from identifiers of
the predicate (containing particularly a mapping from Id to a member of ids) that
satisfies predicate pred. Expressions min(0, ρ) and max(0, ρ) are taking point-wise
minimum and maximum of ρ(r) and ρ(r) with 0, respectively. The predicate engage
is meant to check that there is no transition from P that can potentially engage with
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the resources provided by ρ and satisfy the negative predicates in the current context.
This predicate is defined formally as follows:

engage(P,M,M ′, (pred, npred, ρ))
.=

∃
M ′′,P ′,ids ′,ĩd′,ρ′P

M ′′,t→ P ′ ∧M ′ ⊆ M ′′∧
(ids′, ρ′) ∈ M ′′ −M ′ ∧ ρ′ �� ρ ∧ ĩd

′ ∈ ids′ ∧ npred(ĩd
′
)

ρ′ �� ρ
.= ∃rρ′(r) > 0 ∧ ρ(r) < 0

Note that generally applyP is not a function and its resulting multiset may depend
on the ordering of selecting and applying predicates and tasks. By definition, for all
such outcomes, there exists a corresponding transition in the semantics.

THEOREM 10.5 Congruence of strong bisimilarity for the system language
Strong bisimilarity is a congruence with respect to all operators of our scheduled

systems language.

PROOF The deduction rules are in the PANTH format and are stratifiable. There-
fore, congruence of strong bisimilarity follows [23].

To better illustrate the semantics, we give a few examples of system scheduling in
the remainder.

Example 10.10 EDF scheduling
Consider the following process specification and three different schedulers:

SysP rocId
.= 1 : (σ1([(CPU 	→ 1), (Mem 	→ 50)](1))) ||
2 : (σ2((CPU 	→ 1)(Mem 	→ 50)(2)))

NP − EDF
.= μX.|〉n

t∈IR≥0(Id.Dl = t)([(CPU 	→ −2), (Mem 	→ −100)])(2)

EDF1
.= μX.|〉t∈IR≥0(Id.Dl = t)[(CPU 	→ −2), (Mem 	→ −100)](2)

EDF2
.= μX.|〉t∈IR≥0 ((Id.Dl = t)[(CPU 	→ −1), (Mem 	→ −50)](2)) |||

|〉t∈IR≥0((Id.Dl = t)[(CPU 	→ −1), (Mem 	→ −50)](2))

It is interesting to observe that according to the semantics of Figure 10.10, in the
system ∂Mem(〈〈SysP rocId 〉〉NP−EDF ) the only possible run follows the following
scenario: The scheduler grants both available processors and the whole 100 units of
memory for 3 units of time to process with identifier 1 since this is the active process
with the least deadline. However, this causes the deadline of the tasks 2 to be shifted
for 2 units of time (according to the semantics of parallel composition in Figure 10.4)
and thus, process 2 will deadlock, after commitment of process 1.

For the system ∂Mem(〈〈SysP rocId 〉〉EDF1
), however, the scenario is different. The

scheduler can start providing all available resources to task 1 for one unit of time but
after that (since the choice of least deadline remains there) available resources will
not be wasted anymore and will be given to process 2. However, the process misses
its deadline anyway, since it needs 2 units of time and has a deadline of 1.
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In contrast, the system ∂Mem(〈〈SysP rocId 〉〉EDF2
) allows for a successful run. In

this case, at the first time unit, each of the two processes can receive a CPU and 50
units of memory. This is due to the fact that after providing the required resources of
process 1 by one of the schedulers, the other scheduler may assign its resources to
process 2 (see definition of operator applyP and in particular definition of engage).
It follows from the semantics that after applying one resource offer to process 1 the
whole process cannot engage in a resource interaction with a deadline of less than 2
and thus process 2 can receive its required resource.

The above behavior is in-line with the intuition of scheduler specification, as well.
Scheduler NP−EDF specifies a nonpreemptive scheduler and thus cannot change its
resource grant behavior after making the initial decision. Scheduler EDF1 suggests
that both processes and 100 units of memory should be granted to the process(es)
that have the least deadline and thus, disallows other processes with higher deadlines
from exploiting the remaining resources. Finally, scheduler EDF2 specifies that two
processes with the two least deadlines may benefit from the provided processor.

10.5 Conclusions

In this chapter, we proposed a process algebra with support for specification of
resources requirements and provisions. Our contribution to the current real-time or
resource-based process algebraic formalisms can be summarized as follows:

1. Defining a dense and asynchronous timed process algebra with resource-
consuming processes

2. Providing a (similar) process algebraic language with basic constructs for defin-
ing resource providing processes (schedulers with multiple resources)

3. Defining hierarchical application of schedulers to processes and composing
scheduled systems

The theory presented in this chapter can be completed/extended in several ways.
We have presented some sound axioms for the process and scheduler specification
part of PARS (which are considerably different from axioms of similar process alge-
bras due to its special properties and constructs such as presence of the abstract
parallel composition operator). However, a full axiomatization remains a challenge.
As can be seen in this chapter, the three phases of specifications share a major part
of the semantics, thus, bringing the three levels of specification closer (for example,
allowing for interaction among processes and schedulers or allowing for resource-
consuming schedulers) can be beneficial. Such a combination leads to more expres-
siveness (in that complicated interactions of scheduler and processes can be captured
concisely), but is against our design decision to separate the world of schedulers from
the world of processes. Furthermore, applying the proposed theory in practice calls
for simplification, optimization for implementation, and tooling in the future.
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Another interesting extension of our work may be the integration with the alge-
braic framework for the compositional computation of trade-offs as developed in
Ref. [13], which uses the same concepts of requested and granted resources. Such an
extension may allow for trade-off analysis in the current algebraic setting.
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11.1 Introduction

High-performance real-time embedded applications, such as HDTV, video
streaming, and packet routing, motivate the use of multicore and multiproces-
sor hardware platforms offering multiple processing units (e.g., VIPER [15], Philips
Wasabi/Cake [35], Intel IXP family of network processors [21]). These architectures
provide significant price, performance, and flexibility advantages. Besides, such
applications are subject to mass customization, as many variations of the same
product are delivered to the market with different price, performance, and function-
ality. The key to mass customization is to capitalize on the commonality and to
effectively manage the variation in a software product line [13]. However, in current
industrial practices, application requirements and design constraints are spread out
and do not easily integrate and propagate through the development process. More-
over, the increasing complexity of applications tends to enlarge the abstraction gap
between application description and hardware. Therefore, customization becomes a
burdensome and error-prone task. In summary, the complexity of both software and
hardware, together with the stringent performance requirements (e.g., timing, power
consumption, etc.), makes design, deployment, and customization extremely diffi-
cult, leading to costly development cycles which result in products with suboptimal
performances.

During the development cycle of applications for multiprocessors, two models of
execution should be distinguished. The first one is the abstract model inherent to
the specification of the application, which typically corresponds to logically concur-
rent activities, with data and control dependencies. The second one is the concrete
execution model provided by a particular platform (run-time system and hardware
architecture). The customization problem consists in exploiting platform capabilities
(e.g., multithreading, pipelining, dedicated devices, multiprocessors, etc.) to imple-
ment the abstract model, or eventually restricting the latter because of constraints
imposed by the concrete model (e.g., synchronous communication, shared memory,
single processor, bus contention, etc.). In any case, the programmer must handle both
types of execution models during the development cycle.

Therefore, there is a need for design flows for software product lines (1) based
on formalisms providing appropriate mechanisms for expressing these models, and
(2) supported by tools for formally relating them, in order to produce executable
code which (a) is correct with respect to application’s logic, and (b) ensures that
nonfunctional requirements are met on the concrete execution platform.

In the context of high-performance real-time applications, two questions are par-
ticularly important: (1) how to map software’s logical concurrency onto hardware’s
physical parallelism, and (2) how to meet application-level timing requirements with
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architecture-level resources and constraints. This chapter presents a design flow that
provides formal means for coping with concurrency and timing properties from the
abstract model all the way down to the concrete realization. Current practices to
handle these two issues are summarized below.

11.1.1 Run-Time Libraries and Compiler Directives

A very common practice consists in using a language with no support for con-
currency or time (e.g., C), together with specific libraries (e.g., POSIX threads or
MPI [19]) or system calls provided by the underlying run-time system, or using
compiler directives (e.g., OpenMP [27]).∗ This approach has several inconveniences.
First, there is no way to distinguish between abstract and concrete execution models
at program level, and therefore, the reason that motivated the programmer’s choice
(i.e., application design or platform capability) is not recoverable from program code.
This gives rise to a messy development cycle, where application design and system
deployment are not handled separately, and application code is customized too early
for a specific target, therefore impeding reusability and portability. Second, correct-
ness verification is almost impossible due to system calls (e.g., for threading and
resource management [9,31]).

11.1.2 Domain-Specific Programming Languages

Another practice consists in using a language with a (more or less formal) abstract
execution model where time and concurrency are syntactic and semantic concepts
(e.g., Lustre [20], Ada [11]). It is entirely the role of the compiler to implement
the abstract execution model on the target platform. This approach enhances for-
mal analysis. Nevertheless, these languages rely on a fully automatic implemen-
tation phase that makes essential customization issues such as targeting, platform
exploration, and optimization, very hard to achieve. For instance, a typical industrial
practice for exploiting multiprocessor architectures for synchronous programs con-
sists in manually cutting the code into pieces, and adding hand-written wrappers.
This practice breaks down formal analysis and suffers from the same inconveniences
of the library/directives approach. Although there is ongoing work to solve this prob-
lem for specific execution platforms (e.g., Ref. [12]), there is no attempt neither to
provide language support nor to develop a general framework.

11.1.3 Modeling Frameworks and Architecture
Description Languages

To some extent, some of the above-mentioned problems could be avoided by using
domain-specific architecture description languages (ADL) that provide the means
to integrate software and hardware models (e.g., Ref. [8]). Still, in all ADL-based

∗ Java provides some mechanisms, but they are typically implemented using platform libraries.
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approaches we are aware of, description of the application execution model is tied
to a platform-dependent execution model, which consequently is implemented using
platform primitives by direct translation of the application code. Model-integrated
development [22] also handles requirements composed horizontally at the same level
of abstraction. However, it is not well adapted to take care of a primary concern in
software product lines, which is the vertical propagation of concurrency and tim-
ing requirements across different abstraction layers. Platform-based design [32] is
a methodology that supports vertical integration, but it is mainly focused on com-
posing functionality while abstracting away nonfunctional properties. PTOLEMY
II [29] is a design framework that supports composition of heterogeneous models
of concurrent computation, but it is oriented toward modeling and simulation rather
than to application-code synthesis.

11.1.4 Aspect-Oriented Software Development

Aspects could help in bridging the gap between an application’s specification and
the actual platform-specific implementation. However, to our knowledge, current
aspect-oriented approaches require an important programming effort, do not handle
timing constraints, and are not specifically focused on code synthesis for different
platforms, but are typically used for monitoring and optimization [23].

To overcome the aforementioned problems, we think code-generation tools based on
formal languages and models must play the central role of mapping platform inde-
pendent software into target execution platforms (operating system and hardware),
while ensuring at compile time that nonfunctional requirements provided by system’s
engineers will be met at run-time. Integrating in a design flow, formal analysis, and
synthesis techniques for handling nonfunctional constraints and heterogeneous archi-
tectures is an innovative way to provide correct-by-construction code. This enables
code generation for specific platforms (including software-to-processor mapping and
scheduling), and platform-independent functional analysis, to be linked together in
the same tool-chain without a semantic gap.

Such a framework will considerably increase the overall quality of industrial
systems designed with these tools, guaranteeing the correctness of the resulting solu-
tion. This approach enhances the applicability of formal verification and analysis
techniques in industrial design flows, leading to a significant reduction in overall
system validation time. Nevertheless, building representative models that adequately
relate functional and nonfunctional behavior, of both application software and
execution platforms, is challenging [34]. Multithreaded software and multicore,
multiprocessor architectures bring in additional complexity.

To circumvent this complexity, we propose a design flow consisting of a formal
language and its associated compilation chain. The purpose of the language, called
FXML [1], is threefold. First, it provides simple and platform-independent constructs
to specify the behavior of the application using an abstract execution model. Second,
it provides semantic and syntactic support for correctly refining the abstract execu-
tion model into the concrete one. Third, the language and the compilation chain
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are extensible to easily support new concrete execution models, without seman-
tic breakdowns. Besides, the language can be used by the programmer to express
program structure, functionality, requirements, and constraints, as well as by the
compiler as a representation to be directly manipulated to perform program analyses
and program transformations to generate executable code which achieves application
requirements and complies to platform constraints.

On one hand, FXML can be regarded as an algebraic language which provides
constructs for expressing concurrency and timing constraints, and means for proving
whether a term in the algebra is an implementation of another, by term rewriting.
On the other, FXML can be seen as a formal coordination language with general-
purpose constructs for expressing concurrency (e.g., par, forall), where coordina-
tion is thought as managing dependencies between activities. The main difference
with other coordination languages and process algebras (see Refs. [6,28] for com-
prehensive surveys) is that FXML (1) can express rich control and data precedence
constraints, and (2) can be gradually extended with more concrete constructs in order
to provide synchronization, communication, and scheduling mechanisms for imple-
menting the abstract behavior. Moreover, by design, FXML and its code-generation
tool-suite JAHUEL [1], provide an extensible and customizable software production
line oriented toward generating code for multiple platforms via domain-specific
semantics-preserving syntactic transformations.

11.1.5 Chapter Outline

This chapter presents the components of the design flow shown in Figure 11.1.
Gray-colored components constitute the kernel of the design flow. Components in
dotted lines on the left are not mandatory, i.e., they may or may not exist in a spe-
cific tool based on FXML/JAHUEL. Noncolored elements on the right correspond
to platform-dependent components. Sections 11.2 and 11.3 present the gray-colored
components. Section 11.2 gives the syntax and semantics of the basic language.
FXML can be used as a front-end specification language or obtained from an
application’s source code in some other language. The role of FXML as formal
specification language is illustrated in Section 11.2 with a simple Writer–Reader pro-
gram and the Smith–Waterman local sequence matching algorithm [16]. Section 11.3
overviews the code-generation approach for FXML implemented in the compilation
chain JAHUEL. The Writer–Reader case-study is used to exemplify how C code is

Source
application

code
Compiler

FXML
specification JAHUEL

Customized
application

code Target
compiler Executable

Runtime
support

FIGURE 11.1: Design flow.
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generated from FXML for several target run-time platforms, such as pthreads and
OpenMP [27]. Section 11.4 discusses two applications of FXML in the role of inter-
mediate representation formalism, rather than top-level specification language. The
first one presents the integration of FXML and JAHUEL in a C-based compilation
tool-suite, where the input language is C extended with pragmas in FXML. The
second application consists in using FXML notation to give formal semantics to
the programming language StreamIt [36]. As an outcome, JAHUEL can be used to
generate code for multiple run-time targets from the FXML-based representation of
annotated C or StreamIt programs. Section 11.5 is about another use of JAHUEL

as a tool for generating customized code. It explains how to produce component-
structured code from FXML, by providing a translation into BIP [4]. This trans-
formation enables, for instance, formal verification via the integrated framework
(IF) [10] and execution on sensor networks [5].

11.2 Language: FXML

FXML [1] is a language for expressing concurrency, together with control and data
dependencies which can be annotated with properties to restrict parallelism because
of timing or precedence constraints.

11.2.1 Abstract Syntax

This section overviews the abstract syntax of FXML used below. The full concrete
syntax of FXML pnodes used by JAHUEL may be found in Ref. [1] defined as an
XML schema.

The body of an FXML specification is composed of blocks called pnodes. The
term pnode stands for presentation node. This notion comes from model theory: a
pnode “presents” an abstract execution.

Basic pnodes:

• nil denotes an empty set of executions.

• Let X be the set of variables. Variables store values from a set V . An assignment
α has the form x0 = ζ(x1, . . . , xn), where xi ∈ X, i ∈ [0, n], and ζ : V n → V

is a computable function. We write αi for xi .

Variables are assumed to be assigned in static single assignment form, that is,
there is only one assignment statement for each variable.

• legacyB declares a block B of legacy code written in, e.g., C, C++, Java, etc.

Conditional pnodes: if ζ(x1, . . . , xn) then p else q , where p and q are
pnodes, and ζ : V n → B is a boolean function.

Sequential composition: seq p1 . . . pn.
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For/while loops: for(i = init (x1, . . . , xn);test (i);i = inc(i))〈per=P〉 p,
and while(test (x1, . . . , xn))〈per=P〉 p, express iterations: i is the iteration
variable, init : V n → N is a computable function that gives the initial value of
i, inc : N→ N is the increment function, and test : N→ B is a boolean function
that defines the looping condition. Variable i is assumed not to be modified in p.

The optional declaration per=P states that the loop is periodic with period P , that
is, there is a loop iteration every P . The execution time of the body of the loop has
to be attached to p. Different loop iterations may have different execution times, as
long as they are consistent with the loop period P and the execution time interval
attached to p (see below).

Parallel composition: par p1 . . . pn.

Forall loops: forall(i = init (x1, . . . , xn);test (i);i = inc(i)) p where i,
init , inc and test are as for for-loops specifies parallel executions of p.

Labeling: L: p is a pnode.

Dependencies: dep{〈[a,b]〉〈type〉L1 → L2}p, with a, b ∈ N, specifies a
dependency between occurrences of two descendants Li : pi , i ∈ [1, 2], of p. The
optional declaration type annotates the dependency with a type:

• Default type is weak and means that at least one occurrence of p1 must
precede every occurrence of p2.

• Type strong means that every occurrence of p1 must precede at least an
occurrence of p2.

• Type (k, f (k)) means that the f (k)th occurrence of p2 must be preceded by
the kth occurrence of p1.

The optional declaration [a,b] specifies that the timing distance between the
corresponding occurrences of p1 and p2 falls in the interval [a, b].

Execution times: p[a,b], a, b ∈ N, means that the execution time of p is in the
interval [a, b].

Example 11.1 Writer/Reader
The FXML specification of a simple program where a reader reads and prints out

a value written by a writer is as follows:

dep [0,15] W -> R
par

Writer:
seq
p = 0 [0,1]
while(true) per=10

W: seq {
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x = p
p = p + 1

} [0,1]
Reader:

while(true)
R: seq {

y = x
legacy{ printf("%d\n", y); }

} [0,1]

The declaration dep W → R declares the dependency between occurrences of
pnodes labeled W, in Writer, and R, in Reader. This dependency comes from
the fact that variable x must have some value by the time Reader uses it. Since
no type is attached to the dependency, it follows that it is of the default type weak.
This means that written values may be read zero or more times, but x must have
been written at least once by Writer before it is first read by Reader. The interval
[0,15] in dep [0,15] W→R serves for specifying a freshness constraint: the
value of x cannot be read if the time distance between the write and read operations
is greater than 15 time units.

The default dependency behavior can be strengthened with a strong type
declaration to require that every written value must be read at least once. To specify
that the value written in the ith iteration of the Writer’s loop must be used in the
ith iteration of the Reader’s loop, the declaration (i,i) has to be added to the
dependency dep W → R.

The execution times of p = 0, and of the sequences W and R, are specified to be
in the interval [0, 1]. When the execution time of a pnode is not given, it means it
can take an arbitrary amount of time to execute which is consistent with all timing
constraints.

The period declaration attached to the while loop of the Writer states that the
body of the loop is executed periodically every 10 time units. Reader, having no
period declared, performs continuous iterations.

Example 11.2 Smith–Waterman
The Smith–Waterman [16] local sequence matching algorithm consists of comput-

ing the elements of a N+1 by M+1 matrix A, from two strings S1 and S2 of lengths
N + 1 and M + 1, respectively.

In FXML, it can be expressed as follows:

dep ((i,j), (i+1,j)) LA -> LX
dep ((i,j), (i,j+1)) LA -> LY
dep ((i,j), (i+1,j+1)) LA -> LZ
seq

forall(j = 0; j <= M; j+1)
forall(i = 0; i <= N; i+1)
LI: A[i][j] = 0
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forall(j = 1; j <= M; j+1)
forall(i = 1; i <= N; i+1)
seq

par {
LX: X = A[i-1][j] + 2
LY: Y = A[i][j-1] + 2
LZ: Z = A[i-1][j-1] + (S1[i]==S2[j]?-1:1)

}
LA: A[i][j] = MIN(0, X, Y, Z)

The dependencies state that the computation of each element (i, j) is a function
of its “North” (i − 1, j), “West” (i, j − 1), and “Northwest” (i − 1, j − 1)

neighbors A.

Hereafter, the keyword seq will be omitted in the examples.

11.2.2 Semantics

11.2.2.1 Definitions

Before giving semantics to FXML specifications, let us introduce some
definitions.

Indexed assignments: An index is a list I of natural numbers and labels. 〈�1, . . .〉
denotes the list consisting of elements �1, . . ., and ◦ denotes concatenation of lists.
An indexed assignment is denoted αI . A set of indexed assignments is denoted A.

Timing: Time is modeled with a timing function τ : A → R
+ × R

+. We write,
τb(αI ) = π1(τ (αI )), and τ e(αI ) = π2(τ (αI )), which denote respectively the begin-
ning and ending times of assignment αI .

τ satisfies A, denoted τ |= A, iff for each αI ∈ A, τb(αI ) ≤ τ e(αI ).

Dependencies: Let Out = {x ∈ X | ∃αI ∈ A : x = α0} be the set of variables
assigned in A.

• The relation
d−→⊆ A × A models data dependencies: for all βJ ∈ A, for all

βj , if βj ∈ Out, then there exists a unique αI ∈ A s.t. α0 = βj and αI d−→ βJ .

We write αI
βj−→ βJ as a shorthand for αI d−→ βJ ∧ α0 = βj .

τ |= d−→ iff ∀αI , βJ ∈ A : αI d−→ βJ =⇒ τ e(αI ) ≤ τb(βJ ).

• The relation
;−→⊆ A × A gives an order between indexed assignments in A,

thus modeling dependencies derived from the sequential composition.

τ |= ;−→ iff ∀αI , βJ ∈ A : αI ;−→ βJ =⇒ τ e(αI ) ≤ τb(βJ ).

We define−→= d−→ ∪ ;−→. τ |=−→ iff τ |= d−→ and τ |= ;−→.
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Valuations: A can be seen as a family {An}n∈N of sets of indexed assignments,
where An contains only indexed assignments αI of the form x0 = ζ(x1, . . . , xn).
Let ϒ = {νn}n∈N be a family of N-indexed functions, with νn : An → V n+1,
νn(αI ) = (v0, v1, v2, . . . , vn), v0 = ζ(v1, v2, . . . , vn). We write νn(αI )i for vi .

ϒ |= d−→ iff ∀(αI , βJ ) ∈ An ×Am: αI
βj−→ =⇒ νm(βJ )j = νn(αI )0.

Executions: An execution e is a tuple (X,A, V ,
d−→,

;−→, τ,ϒ), such that τ |= A,

τ |=−→, ϒ |= d−→.

Timing constraints: The starting and ending time of e are, respectively, τb(e) =
minαI∈Ae

τ b(αI ), and τ e(e) = maxαI∈Ae
τ e(αI ).

Subexecutions: f is a subexecution of e, denoted f ⊆ e, iff Af ⊆ Ae, τf =
τe �Af

, νn
f = νn

e �An
f

,
d−→f= d−→e�Af×Af

,
;−→f= ;−→e�Af×Af

, where � is
“restricted to.”

Partitions: A partition of e, denoted &i∈I ei , is such that for all i ∈ I , ei is a non-
trivial subexecution of e, and for all i �= j , Aei ∩Aej = ∅, and

⋃
i∈I Aei = A.

A sequential partition of e, denoted ;i∈I ei , is a partition such that ∀αI ∈ Aei , β
J ∈

Aej : i < j =⇒ αI ;−→e βJ .

Dependencies: For e1, e2 ⊆ e, e1 −→e e2 iff ∀αI ∈ Ae1 , β
J ∈ Ae2 :

αI −→e βJ .

Indexed executions: The indexing of e with K is the execution eK where AeK is

defined such that for all αI ∈ Ae : αK◦I ∈ AeK . We write e
∼=K

eK to denote that
e is the same execution as eK modulo the indexing with K .

11.2.2.2 Semantic Rules

The semantics of an FXML specification is a set of executions. We use an algebraic
definition of the semantics [17]. If p is a pnode and e is an execution, e |= p means
that e is an execution for p. The semantics of p is [[p]] = {e | e |= p}.
Nil: The semantics of nil is the empty execution (∅,∅,∅,∅,∅,∅,∅).
Assignments: e |= α iff Ae = {αI } for some index I .

Conditional statements: e |= if ζ(x1, . . . , xn) then p else q iff e = e1; e2 s.t.
e1 |= ζ(x1, . . . , xn), with Ae1 = {αI }, and e2 |= p if νn

e1
(αI ) = true, else e2 |= q .

Sequential composition: e |= seq p1 . . . pn iff e = ;i∈[1,n]ei , such that ei |= pi .

Iterations: Let K = {kj }j∈J (with J a finite or infinite interval of N) be the
indexed set of the values taken by the iteration variable i. K is defined by inc, which
is increasing, that is, i < j =⇒ ki ≤ kj , for all ki, kj ∈ K.
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• The semantics of for-loops is the set of executions defined as follows:
e |= for() p iff e = ;j∈J fj

〈j〉, where fj |= p, j ∈ J , and for every

αI ∈ Am
fj

(for any m ∈ N): αI
l = i =⇒ νm

fj
(αI )l = kj (that is, the value of

the iteration variable i is equal to kj in fj ).

If the optional declaration [per=P] is present, e is such that for all j ∈ J ,
[ τb(fj

〈j〉), τ e(fj
〈j〉) ] ⊆ [(j − 1)P, jP ).

• For while, assignments are indexed using a hidden variable j , whose values
are 0, . . . , N − 1, when the loop stops after N turns:
e |= while(test (x1, . . . , xn)) p iff e = ;j∈[0,N−1]

(
cj ; fj

〈j〉) ; cN , where
cj |= test (x1, . . . , xn), j ∈ [0, N], fj |= p, j ∈ [0, N − 1], and the conditions
evaluate to true in cj , j ∈ [0, N − 1], and to false in cN . The semantics of a
nonterminating loop is an infinite execution where conditions evaluate to true
for all cj .

If the period declaration is given, the semantics is similar to for-loop periods.

Parallel composition: e |= par p1 . . . pn iff e = &i∈[1,n]ei , such that
ei |= pi .

PROPOSITION 11.1
Parallel composition is commutative and associative.

PROPOSITION 11.2
[[seq p1 . . . pn]] ⊆ [[par p1 . . . pn]].

Forall loops: Let K = {kj }j∈J be the indexed set of indices defined by inc. e |=
forall() p iff e = &j∈J fj

〈j〉, where fj |= p, j ∈ J , and for every αI ∈ Am
fj

(for any m ∈ N): αI
l = i =⇒ νm

fj
(αI )l = kj .

PROPOSITION 11.3
[[for(i = init (x1, . . . , xn);test (i);i = inc(i))〈per=P〉 p]] ⊆

[[forall(i = init (x1, . . . , xn);test (i);i = inc(i))〈per=P〉 p]].

PROPOSITION 11.4
Let pi be equal to p, i ∈ [1, n]. [[par p1, . . . , pn]]

∼=〈i〉 [[forall(i=1;i<=n;]]

[[i+1)p]], where
∼=〈i〉 means equal modulo the indexing given by the iteration

variable i.

Dependencies: e |= dep{〈[a,b]〉〈type〉L1→ L2}p, iff e |= p, and

• type = weak: for every e2 ⊆ e, s.t. e2 |= L2 : p2, there exists e1 ⊆ e, s.t.
e1 |= L1 : p1 and e1 −→e e2.
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• type = strong: e satisfies the condition above and for every e1 ⊆ e, s.t.
e1 |= L1 : p1, there exists e2 ⊆ e, s.t. e2 |= L2 : p2 and e1 −→e e2.

• type = (j, f (j)): for all j ∈ J , if e
〈j〉
1 ⊆ e is s.t. e

〈j〉
1 |= L1 : p1, and

e
〈f (j)〉
2 ⊆ e is s.t. e

〈f (j)〉
2 |= L2 : p2, then e

〈j〉
1 −→e e

〈f (j)〉
2 .

If the optional timing interval [a,b] is present, e is such that for all ei ⊆ e, ei |= pi ,
i = 1, 2, e1 −→e e2 =⇒ τb(e2)− τ e(e1) ∈ [a, b].

PROPOSITION 11.5
Let q be dep{〈type〉L1→ L2}p. We have that

[[q[type := (i, i)]]] ⊆ [[q[type := strong]]] ⊆ [[q[type := weak]]].

PROPOSITION 11.6
∀[a′, b′] ⊆ [a, b]:

[[dep{[a′, b′]L1 → L2}p]] ⊆ [[dep{[a, b]L1 → L2}p]] ⊆ [[dep{L1 → L2}p]].

Execution times: e |= p[a,b] iff e |= p and τ e(e)− τb(e) ∈ [a, b].

PROPOSITION 11.7
∀[a′, b′] ⊆ [a, b]: [[p[a′, b′]]] ⊆ [[p[a, b]]] ⊆ [[p]].

Example 11.3 Writer/Reader
Figure 11.2 shows examples of executions of Example 11.1 for different types

of dependencies between pnodes W and R: (a) weak, (b) strong, and (c) (i, i).
Nonlabeled assignments are not shown. The vertical placement of Ws and Rs corre-
sponds to their occurrence in global time, which proceeds from top to bottom. Recall
that, by Propoposition 11.5, any execution of type (i, i) is also strong, and any
strong is also weak.
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FIGURE 11.2: Examples of executions of Writer–Reader.
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LI(0,2) LI(0,1)
;

;

;;;

;

;

;;

;;;

;

;

; ;

LI(2,0)

LZ(2,1)

LZ(1,1)LX(1,1)

LA(1,1)

LY(1,2)

LA(1,2)

LX(1,2) LZ(1,2) LX(2,1)

LA(2,1)

LY(2,1)

LY(1,1)

LI(1,0)LI(0,0)

FIGURE 11.3: Examples of executions of Smith–Waterman.

The executions of pnodes Writer and Reader are total orders of the form

W0
;−→ W1 · · · and R0

;−→ R1 · · · , respectively, which are consistent with the
timing constraints (Writer’s loop period and execution times). Each execution
of the composed system contains the union of the executions of pnodes Writer
and Reader which are consistent with the dependency declaration dep [0,15]
W → R, together with precedences added by it. For instance, in the execution
shown in (a)-left, the value written by W0 is read by R0 and R1. This means that
R0 and R1 started at most 15 time units after W0 terminated.

However, the occurrence of W1 between R0 and R1 does not prevent the value
written by W0 from being read twice. This execution models a behavior that may
occur in a concrete implementation of this program where values are buffered. We see
in Section 11.3 how such implementation can be derived from this FXML
specification.

Example 11.4 Smith–Waterman
Figure 11.3 shows a part of the model of the Smith–Waterman program

(Example 11.2).

11.3 Code Generation Chain

11.3.1 Compilation Approach

Compiling an FXML specification consists in transforming it until actual exe-
cutable code for a specific platform can be generated. Let L denote a language.
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Concretely, L is given by an XML schema, where each element definition has an
associated type.

A transformation from L to L′ is an injective map φ : L → L′, that is, every
element of the XML schema L is in the set of elements L′. Let EL be the set of
executions of type L, and Fφ : EL′ → EL be the forgetting function that forgets
any information specific to executions of type L′. φ : L → L′ satisfies that for all
executions e′ |=L′ φ(p) it follows that Fφ(e′) |=L p.

The compilation process is a sequence of transformations L0 �→∗ L0 �→ L1
�→∗ . . .Ln, where L0 is basic FXML. Li �→∗ Li is a sequence of transformations
fromLi toLi , resulting in asequenceofprogramsp1

i . . . pn
i , such that [[pk+1

i ]] ⊆ [[pk
i ]].

Examples of transformations from L0 to L0 are replacing weak dependencies by
strong or (i, i) ones, or replacingpar and forall by seq andfor, respectively.

Transformations from L0 to L0: Let us define the following
transformations:

• φ; s.t. φ;(p) = seq p1 . . . pn, if p = par p1 . . . pn, else φ;(p) = p.

• φfor s.t. φfor(p) = for(...)q , if p = forall(...)q , else φfor(p) = p.

• φstrong s.t. φstrong(p) = p[weak/strong], if p = dep{weak L1 → L2} q ,
else φstrong(p) = p.

• φ(i,i) s.t. φ(i,i)(p) = p[type/(i,i)], with type = weak or type = strong,
if p = dep{type L1 → L2} q , else φ(i,i)(p) = p.

PROPOSITION 11.8
For all pnode p, [[φ∗(p)]] ⊆ [[p]], with φ∗ ∈ {φ;, φfor, φstrong, φ(i,i)}.

Transformations of the form Li �→ Li+1 add information not expressible in Li .
An example consists in inserting communication and synchronization mechanisms
(e.g., semaphores, queues, etc.) to ensure dependencies are met.

11.3.2 Tool: JAHUEL

A sequence of transformations defines the steps to be carried out to perform a
specific customization of the product decided by the designer. The goal is to have a
tool which (1) provides the appropriate transformations, and (2) automatically per-
forms a specified sequence of them. Moreover, the tool must be extensible, in the
sense that it should be possible to add new transformations to it.

For this purpose, we have developed JAHUEL, an FXML-based code-generation
chain, constructed to be easily extended to cope with new execution models by
extending the basic FXML XML-schema, and by adding transformations.
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FIGURE 11.4: Schematic architecture and flow of the implementation of a
transformation in JAHUEL.

JAHUEL is implemented in Java, using the Java Architecture for XML Binding
(JAXB) API ∗ to manipulate XML documents. FXML and its extensions are defined
by XML schemas. Using JAXB, each language is bound to a Java class which
provides the appropriate data representation and manipulation methods. Transfor-
mations are implemented on top of these Java classes.

The architecture and flow of the implementation of a transformation in JAHUEL is
shown in Figure 11.4. The flow of a transformation φ : L → L′ is as follows. The
input specification in L is given in the lower left as an XML file according to the
L schema (upper left). The XML input file is unmarshalled to obtain its internal
representation as a Java object, to which the method implementing the transfor-
mation is applied. The result is an object which is then marshalled into the XML
output file according to L′ schema, which can be used by a subsequent transfor-
mation. This strategy ensures traceability of implementation choices. The ultimate
code generation phase for the target platform is done via a stylesheet (not shown). A
configuration of JAHUEL consists in applying a sequence of transformations. This is
done through a configuration file (not shown).

Currently, JAHUEL provides some general transformations which can be cus-
tomized for different execution and simulation platforms. We have instantiated them to

∗ http://java.sun.com/developer/technicalArticles/WebServices/jaxb/.
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generate code for Java, C with pthreads, SystemC, and P-Ware [3]. The compilation
chain must be instantiated with the sequence of transformations to be applied.

11.3.3 Examples of Code Generation

We illustrate here the use of JAHUEL in Examples 11.1 and 11.2.

11.3.3.1 Generic Transformations

In order to generate executable code, one customization decision that needs to be
made is to determine the active components of the system, which will become pro-
cesses, threads, etc., depending on the target programming language and execution
platform. For instance, in Example 11.1, it is natural to consider pnodes Writer
and Reader as components.

Components: Let φc such that φc(p,L) = L:component q , if p = L:q , else
φc(p,L) = p. We define [[component q]]= [[q]]. Trivially, Fφc([[φc(p)]])= [[p]].

Let w and r be pnodesWriter and Reader, respectively. Then, φc allows trans-
forming w and r as follows:

φc(w,Writer) = Writer:componentw

φc(r,Reader) = Reader:component r

Besides, most synchronization mechanisms have the same kind of behavior: a com-
ponent implementing a pnode will wait for some condition to hold before executing
a piece of code involved in a dependency, and it will signal the other activities
concerned by the dependency that something has happened after executing it.

Synchronization: Let φwn such that φwn(L:q) = seq{waitfor L:q signal}
if q is a descendant of some p with dep{W → L}p or dep{L → R}p, else φwn

(p) = p. We define [[φwn(p)]] = [[p]]. Trivially, Fφwn([[φwn(p)]]) = [[p]].

Let us first consider the Writer–Reader specification without timing constraints. We
will take care of timing constraints later. The transformed specification obtained by
applying φc and φwn, is as follows:

dep W -> R
par

Writer: component
p = 0
while(true)
waitfor
W: { x = p

p = p + 1 }
signal
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Reader: component
while(true)
waitfor
R: { y = x

legacy{ printf("%d\n", y); } }
signal

These generic transformations have no effect on the semantics, but only annotate the
specification with useful information for easing further transformations.

11.3.3.2 Threads with Lock, Unlock, Wait, and Notify Primitives

JAHUEL provides a transformation of an FXML specification into a C program
where concurrency is implemented using the pthreads library, expressed as φluwn:

PROPOSITION 11.9
Let φluwn be the transformation that translateswaitfor and signal into lock,

unlock, wait, and notify. For all p, Fφluwn ([[φluwn(p)]]) ⊆ [[p]].

Roughly speaking, it works as follows. Suppose now we would like to generate
code for an execution platform providing threads, mutexes, and condition variables,
such as the pthreads library. The generated code will consist of two threads, shar-
ing variable x. Concurrent accesses to x must be ensured to be mutually exclusive,
and for a weak dependency, x must be written at least once by Writer before
Reader could read it. In order to do this, basic FXML is extended with the appro-
priate constructs to handle these notions, independent of the actual API provided by
the run-time. The transformed specification looks as follows:

dep W -> R
par

Writer: thread
p = 0
while(true)
mcx.lock
W: { x = p

p = p + 1 }
mcx.notify(1)

Reader: thread
while(true)
mcx.wait(1)
R: { y = x

legacy{ printf("%d\n", y); } }
mcx.unlock

The statementthread specifies that componentWriterwill later become a thread.
The translation of this statement into actual C code with pthreads requires a rather
involved transformation which is beyond the scope of this chapter.
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mcx is a structure composed of a mutex mx and a condition variable cx to pro-
tect accesses to the shared variable x. In pnode Writer, waitfor is implemented
by mcx.lock, since a weak dependency does not require Writer to wait, but
the implementation of FXML variable x as a shared C variable imposes mutual
exclusion. mcx.lock can be directly translated into the corresponding pthreads
operation, e.g., pthread mutex lock(&(mcx.mx)).

The code generated for the notification is mcx.notify(1), which consists in
setting the value of a flag attached to the condition variable to 1. The implementation
of this statement in pthreads looks like

/* The mutex has already been acquired */
mcx.b=1;
pthread_cond_signal(&(mcx.cx));
pthread_mutex_unlock(&(mcx.mx));

In Reader, the waitfor statement is translated into mcx.wait(1), which
consists in waiting for the condition variable to be equal to 1. It can be implemented
in pthreads as follows:

pthread_mutex_lock(&(mcx.mx));
while(mcx.b==0) pthread_cond_wait(&(mcx.cx), &(mcx.mx));

The signal statement is translated into mcx.unlock, since no notification is
required, and implemented as pthread mutex unlock(&(mcx.mx)).

11.3.3.3 Threads Communicating through Buffers

JAHUEL provides another transformation that allows implementing FXML
variables as buffers. This leads to another extension of FXML, expressed as φbuf :

PROPOSITION 11.10
Let φbuf be the transformation that translates waitfor and signal using

operations on buffers. For all p, Fφbuf ([[φbuf (p)]]) ⊆ [[p]].

The transformed Writer–Reader specification is as follows:

dep W -> R
par

Writer: thread
p = 0
while(true)
W: { xbuf.put(p)

p = p + 1 }
Reader: thread

while(true)
R: { y = xbuf.get()

legacy{ printf("%d\n", y); } }
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The FXML variable x is implemented by a shared buffer xbuf. Writing and reading
x become xbuf.put(e) and xbuf.get(), respectively.

The actual implementation (e.g., array, queue, socket, etc.) and size are to be deter-
mined later, by a subsequent transformation. The abstract behavior depends on the
type of the dependency. This is captured in the specification by attaching the buffer
to the dep declaration:

• For a weak dependency, the buffer is only requested to produce values in a
way consistent with the order of writes and reads, that is, the value returned by
the (i + 1)th call to get() must not have been put before the value returned
the ith time.

• For strong, get() is required to deliver all written values. This imposes
a fairness constraint, which can be realized, for instance, by implementing
get() so as to return the value inserted right after the one delivered in the
previous call, if it exists, otherwise the last returned one.

• (i, i) case can be implemented with a blocking FIFO buffer.

11.3.3.4 Translation into OpenMP

The definition of FXML has been actually inspired by OpenMP [27], and
therefore, there is a natural translation into it. The basic idea consists in encapsu-
lating sequential pnodes in sections, and compiling par and forall into parallel
sections and for-loops, respectively. However, since intra-forall dependencies are not
allowed, it is necessary to perform the adequate transformations beforehand to rule
them out.

Example 11.5 Smith–Waterman
The dependencies in the Smith–Waterman program characterize the well-known

wavefront-like scheduling where the matrix elements on a diagonal are computed in
parallel, using elements on matrix diagonals previously computed: all elements (i, j)

such that i+ j = d , for all d ∈ [2,M+N], can be simultaneously computed, as they
only depend on elements (i ′, j ′), with i ′ + j ′ = d ′ < d (Figure 11.5). This behavior
can be expressed in FXML without intra-forall dependencies:

2

3

4 LA(1,3)

LA(1,2)

LA(2,2)

LA(2,1)

LA(1,1)

LA(3,1)

FIGURE 11.5: Smith–Waterman.
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for(d = 2; d <= M+N; d+1)
forall(k = 1; cond(k, d, M, N); k+1) {

i = indexi(k, d, M, N);
j = indexj(k, d, M, N);
LX: X = A[i-1][j] + 2;
LY: Y = A[i][j-1] + 2;
LZ: Z = A[i-1][j-1] + (S1[i]==S2[j]?-1:1;
LA: A[i][j] = MIN(0, X, Y, Z);

}

where cond(), indexi(), and indexj() are appropriately defined functions.
The resulting C+OpenMP code looks as follows:

#pragma omp section
for(int d = 2; d <= M+N; d=d+1)

#pragma omp parallel for
for(k = 1; cond(k, d, M, N); k+1) {

i = indexi(k, d, M, N);
j = indexj(k, d, M, N);
LX: X = A[i-1][j] + 2;
LY: Y = A[i][j-1] + 2;
LZ: Z = A[i-1][j-1] + (S1[i]==S2[j]?-1:1;
LA: A[i][j] = MIN(0, X, Y, Z);

}

Indeed, this and other code transformations issued from research on loop paral-
lelization [14] could be specified in terms of FXML transformations.

11.3.3.5 General Code-Generation Flow

So far, we have left aside several important issues, such as, whether the FXML
semantics is ensured by the target platform, how we cope with target language
limitations, and how timing constraints are handled by JAHUEL.

Concerning semantics, our approach relies on the existence of an abstract for-
mal model of the target concrete execution platform, onto which basic FXML can
be translated, by performing successive transformations whose correction is proved
formally inside the FXML semantic world. The underlying assumption is that the
concrete platform is indeed an implementation of the model, and that this relation-
ship can be proved by some other means such as theorem proving or model checking.

Every transformation from a language L to L′ has to deal with the question of how
L statements are implemented in terms of L′. If this cannot be done in general, then
the transformation is typically defined only for a translatable subset of L. Like any
other compiler, JAHUEL performs static sanity checks on the input specification and
rejects those which do not conform to the restrictions imposed by the transformation.

Nevertheless, our approach handles semantics, language limitations, and non-
functional constraints (which are sometimes not directly supported by the target
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FIGURE 11.6: General code-generation flow.

execution platform) homogeneously, following the general code-generation flow
shown in Figure 11.6. The basic approach has been first proposed in Ref. [25], and
implemented for Java in Ref. [24], in the context of a Java-to-native code-generation
tool-chain.

The idea is as follows. JAHUEL generates two outputs, namely the application
code and a timed model of it, both generated from the FXML specification. The
former, rather than calling platform primitives directly, calls a generic primitive
jahuel call(), implemented on top of the target platform, which is responsible
for ensuring the correct behavior. For a thread-based implementation, the pseudo-
code of jahuel call() looks like this:

void jahuel_call(th_id tid, state curr, call_op cop, params p)
{

system_lock(scheduler_mutex);
jahuel_scheduler(tid, curr, cop, p);
system_unlock(scheduler_mutex);

}

where system lock() and system unlock() are the corresponding platform
lock and unlock functions, scheduler mutex is a platform mutex used to insure
mutual exclusion access to the scheduler by concurrent application threads, and
jahuel scheduler() is the platform-dependent function that performs the
appropriate scheduling in order to preserve the semantics. This includes, in particu-
lar, ensuring that timing constraints are met. For this, the application provides some
reflective information, such as its thread id (tid) and its current state (curr), as
well as the primitive to be called (cop) together with its parameters (p).

The timed model is fed into a scheduler synthesis algorithm, based on the con-
troller synthesis approach presented in Ref. [26], which generates an application
scheduling table, if a scheduler exists. This table determines for each application’s
state with which the scheduler is called, which action has to be taken to preserve
the semantics. Typically, such action consists in choosing a thread to execute and
updating its state according to the scheduling table. The schematic view of the
run-time is shown in Figure 11.7. If a scheduling table cannot be computed, the algo-
rithm returns useful information which can be used by the designer to understand the
reasons for this and to modify its design accordingly.
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FIGURE 11.7: Schematic architecture and flow of the run-time.

In this setting, the generated code for the Writer–Reader looks as follows:

dep [0,15] W -> R
par

Writer: thread
state(wr0)
jahuel_execute(Writer, wr0, {p = 0}, [0,1])
jahuel_setclock(WPER)
while(true)
state(wr1)
jahuel_call(Writer, wr1, lock)
state(wr2)
W: jahuel_execute(Writer, wr2,

{ x = p; p = p + 1; }, [0,1])
jahuel_setclock(CLK)
state(wr3)
jahuel_call(Writer, wr3, notify)
state(wr4)
jahuel_waitforperiod(Writer, wr4, WPER, 10)

Reader: thread
while(true)
state(rd0)
jahuel_call(Reader, rd0, wait, CLK, [0,15])
state(rd1)
R: jahuel_execute(Reader, rd0,

{ y = x; legacy{ printf("%d\n", y); } }, [0,1])
state(rd2)
jahuel_call(Reader, rd2, notify)

Roughly speaking, calls with arguments lock and notify will behave like for
pthreads. The call jahuel setclock(CLK) sets clock CLK to 0. Thus, CLK
counts the time elapsed since the last occurrence of W. jahuel call(Reader,
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rd0, wait, CLK, [0,15]) will block Reader if the value of CLK is not in
the interval [0,15]. In this case, Readerwill be awakened the next time Writer
executes jahuel setclock(CLK). The call jahuel waitforperiod()
makes Writer wait until the value of clock WPER reaches its loop’s period (10),
and resets WPER to 0 when it returns, to start counting another period. If execution
times are satisfied, the scheduler synthesis algorithm ensures that Writer never
misses its period.

The function jahuel execute() executes a block of code, updates the thread
state, and checks whether specified execution times are respected. In principle, exe-
cution times should be checked to hold using worst- and best-case execution-time
analysis techniques (e.g., Ref. [30]). In this case, run-time monitoring of execution
times could be disabled.

In this example, the scheduling table generated by the synthesis algorithm depends
on the type of the dependency, either weak, strong, or (i,i), as well as on the
timing constraints. The reader is referred to Refs. [24,25] for more detailed informa-
tion about this technique.

11.4 From Code to FXML

FXML can also be used as an intermediate form to represent program behav-
ior. Besides providing formal semantics, translating a language into FXML enables
performing program transformations and compiling programs to different target
platforms, as explained in Section 11.3, and also doing, for instance, performance-
driven design-space exploration [3], application-oriented scheduler synthesis
[25], etc.

In this section, we study two examples of this approach. The first one consists
in extending C with FXML-driven pragmas. The second one is about giving formal
semantics to StreamIt [36].

11.4.1 C with Pragmas

A common embedded-software programming practice in industry consists in using
pragmas to annotate the program with extra-functional information about the behav-
ior of the program and the target execution platform (run-time system and hard-
ware). Such annotations are used to produce optimized code by the industrial
C-compiler FlexCC2 [7] developed by STMicroelectronics. This approach has two
major drawbacks. First, pragmas typically do not have formally defined meanings.
Second, they are compiler dependent. Using FXML allows one to overcome these
two issues.

To illustrate the idea, let us use again the Writer–Reader application. The following
writer-reader.c C program is given in the actual syntax used by FlexCC2:
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int x = 0;

#pragma code_block
#pragma dependency
main.writer.write -> (x)

main.reader.read [0,15] us
#pragma parallel writer reader
main()
{

writer(); /* /&/ */ reader();
}

#pragma code_block
void writer()
{

int p;
write_init();

#pragma period 10 us
while (1) { write(); }

}

#pragma code_block
#pragma execution_time [0,1] us
void write_init()

{
p = 0;

}

#pragma code_block
#pragma execution_time [0,1] us
void write()
{

x = p++;
}

#pragma code_block
void reader()
{
while (1) { read(); }

}

#pragma code_block
#pragma execution_time [0,1] us
void read()
{
int y = x;
printf("%d\n", y);

}

FlexCC2 analyzes the program (pragmas and C code) and extracts a description
of it in the concrete XML syntax of FXML. The FXML specification obtained is
similar to the one used in Section 11.2. The main difference is that assignments and
calls to C functions are considered to be legacy code:

dep [0,15]
main.writer.write -> main.reader.read
main:

legacy{ #include writer-reader.h }
par

main.writer:
legacy{ int p; write_init(); } [0,1]
while(true) per=10

main.writer.write: legacy{ write(); } [0,1]
main.reader:
while(true)

main.reader.read: legacy{ read(); } [0,1]

Then, JAHUEL can be used to generate code for different execution platforms as
explained in Section 11.3. An industrial application of the tool-chain composed of
FlexCC2 and JAHUEL is presented in Ref. [2].
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11.4.2 StreamIt to FXML

StreamIt [36]∗ is a language designed for programming streaming applications.
StreamIt semantics is defined by its compiler infrastructure which provides native
compilation for the MIT Raw machine [18] and code-generation into a C++
run-time library for execution on general-purpose processors.

Here, we provide a translation of a subset of StreamIt into FXML.

11.4.2.1 StreamIt Syntax

StreamIt is built around the notion of stream. A stream is an ordered (unbounded)
sequence of data. Streams are implicit, that is, they do not have a name and can only
be accessed through specific built-in functions. A StreamIt process S is defined as
follows.

Filters: The basic StreamIt process is the filter. Filters are (endless) loops with (at
most) one input stream and (at most) one output stream. The syntax is as follows:
filter init Cinit work pop k1 peek k2 push k3 Cwork. C is a block of sequential
code. A filter executes the init block Cinit once and the work block Cwork at every
iteration.

Filters manipulate the input stream via the function pop() that returns and removes
the first element of the stream, and the function peek(i) that returns the ith
element. Filters manipulate the output stream via the function push(data) that
appends data to the output stream.

The number of inserted, peeked, and deleted elements at each iteration, that is the
pop, peek, and push rates, are specified by the pop, peek, and push declarations. The
peek rate specifies the maximum index that is allowed to be peeked in any iteration.
It is required to be greater than or equal to the pop rate.

Pipelines: Processes can be grouped in a pipeline connected through input/
output streams: pipeline S1 . . . Sn. Connections are made sequentially following
the declaration order.

Example 11.6 Writer/Reader
In StreamIt, the writer–reader application of Example 11.1 is as follows:

void -> void pipeline PC() {
add Writer();
add Reader();

}
void -> int filter Writer() {

init int p = 0;
work push 1 {

∗ http://www.cag.csail.mit.edu/streamit/index.shtml.
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push(p);
p++;

}
}
int -> void filter Reader() {

work pop 1 {
print(pop());

}
}

Writer and Reader are implemented as filters connected in a pipeline. A filter
repeatedly executes the work function: Writer pushes a value of p at a time,
expressed by a push rate of 1, while Reader pops one element at each iteration,
expressed by a pop rate of 1, and in the same order. Clearly, this StreamIt program
behaves like the FXML one in Example 11.1, with a dependency of type (i, i).

Example 11.7 Writer/Reader with peek
Now consider the following StreamIt program where Reader peeks two values

from the input stream and sums them up:

void -> void pipeline PC2() {
add Writer();
add Reader();

}
void -> int filter Writer() {

int p = 0;
work push 1 {

push(p);
p++;

}
}
int -> void filter Reader() {

work pop 1 peek 2 {
print(peek(0) + peek(1));
pop();

}
}

In this case, the translation to FXML is not as simple as before. A compositional
and systematic way of doing it consists in adding a buffer in-between ∗:

var int soutP
var int sinC[2]
dep (0,0) push -> init
dep (i+1,i) push -> get

∗ To enhance readability, we explicitly declare variables through the var statement.
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dep (i,i) put -> peek
par

Writer:
var int p = 0
while(true)
push: soutP = p
p++

Buffer:
init: sinC[1] = soutP
while(true)
put: {

shift: sinC[0] = sinC[1]
get: sinC[1] = soutP

}
Reader:

var int x[]
while(true)
peek: for(k=0; k<2; k++) x[k] = sinC[k]
print(x[0]+x[1])

This example provides the basis for a systematic translation of StreamIt
into FXML.

StreamIt provides other constructs, such as splitjoin, which allows an input stream
to be split in several copies to be handled by multiple filters simultaneously, and
feedbackloop, which allows making the output stream available as input stream. For
simplicity, we do not consider these operators here since their translation into FXML
is more involved, but can be done following the same ideas.

11.4.2.2 StreamIt Semantics in FXML

Let S be a syntactically correct StreamIt program. We assume that for every work
construct in a filter F pop rate popr(F ) and peek rate peekr(F ):

• Pops are grouped at the end in a loop of the form:

for(k = 0; k < popr(F ); k++)pop().

We denote this block pop(popr(F )).

• Peeks appear in a loop of the form:

for(k = 0; k < peekr(F ); k++){x[k] = peek(k)},

where x[] is a local array of dimension peekr(F ). We denote this block
peek(peekr(F )).
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The translation from StreamIt to FXML is as follows.

Filter: A filter F is a sequential pnode, with two associated variables sin
F and sout

F :

�(filter init Cinit work rates Cwork)
�= seq �(init Cinit )

�(work rates Cwork)

Work: The translation of work functions is independent of the push, peek, and
pop rates:

�(work rates C)
�= while(true){�(C)}.

Push: Pushing a value in the output stream of a filter F is translated into storing the
value in the variable sout

F :

�(push(f (. . .)))
�= pushF: sout

F = �(f (. . .)).

Pop: Popping values is done in the corresponding buffer. Then

�(pop(n))
�= nil.

Peek: �(peek(n))
�= peekF: forall(k = 0; k < n; k++){ x[k] = sin

F [k] }.
Pipeline: The pnode of a pipeline consists in composing its processes with a par
and connecting them with intermediate buffers: �(pipeline S1 . . . Sn) is the pnode

dep D1,...,n par �(S1) BS1,S2, . . . , BSn−1,Sn �(Sn)

with

BSi,Si+1

�= B(sout
Si

, sin
Si+1

, peekr(Si+1), popr(Si+1))

where B(bin, bout, peekr, popr) is the pnode.

B:
for(k = 0; k < peekr - popr; k++)

init: bout[k + popr] = bin
while(true)

put: {
forall(k = 0; k < peekr - popr; k++)

shift: bout[k] = bout[k + popr]
for(k = 0; k < popr; k++)

get: bout[k + peekr - popr] = bin
}



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C011 Finals Page 387 2008-10-22 #31

Formal Approach to Derivation of Concurrent Implementations 387

such that bin is instantiated with the output variable sout
Si

of the process Si pushing

values into the stream, bout[] is instantiated with the corresponding vector sin
Si+1

[]
to store the pushed values, and peekr and popr are the peek peekr(Si+1) and pop
popr(Si+1) rates of Si+1, respectively.

B starts by initializing the vector bout[] with peekr-popr elements, from index
popr. Afterward, it keeps shifting the contents of the vector left forever, which
corresponds to popping popr items and inserting popr new ones.

D1,...,n
�=⋃

1≤i≤n−1 Di,i+1 with Di,i+1 the set of dependencies from �(Si) to Bi,i+1
and from Bi,i+1 to �(Si+1), defined as follows:

• The first k pushed values, k ∈ [0, peekr(Si+1)− popr(Si+1)) serve to initial-
ize the buffer, that is, init〈k〉 in Bi,i+1 depends on push〈k〉 in �(Si):

{(k, k) | k ∈ [0, peekr(Si)− popr(Si )]} pushSi
→ initBi,i+1

• Every occurrence peek〈j〉 in �(Si+1) is required to be preceded by put〈j〉 in
Bi,i+1 in order to ensure that peekr(Si+1) values have been pushed:

(j, j) putBi,i+1 → peekSi+1

• Every occurrence get〈j,k〉 in Bi,i+1, k ∈ [0, peekr(Si+1) − popr(Si+1)),
gets the value pushed by �(Si ) in the assignment push〈h〉, with index h =
peekr(Si+1)− popr(Si+1)+ j · popr(Si+1):

{(h, (j, k)) | h = peekr(Si+1)− popr(Si+1)+ j · popr(Si+1)

∧ k ∈ [0, peekr(Si+1)− popr(Si+1)) } pushSi
→ getBi,i+1

The translation of StreamIt into FXML gives a formal semantics to StreamIt and
enables verification and scheduler synthesis. Besides, it enables the use of JAHUEL

to generate code for target platforms other than those supported by the StreamIt
compiler infrastructure.

11.5 FXML to BIP

For embedded software product lines, where new functionalities and services are
continuously developed, the main challenge is to provide design frameworks capable
of supporting software componentization to ease integration and evolution. BIP
(Behavior, Interaction, Priority) [4] has been designed to overcome the difficul-
ties of state-of-the-art component-based approaches [33]. BIP provides a language
and a theory for incremental composition of heterogeneous components, ensuring
correctness-by-construction for essential system properties such as mutual exclusion,
deadlock-freedom, and progress. Besides, it enables verification through model-
checking via the IF tool-suite [10].
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Nevertheless, many high-performance embedded applications, such as video com-
pression (e.g., MPEG-4), are notprogrammed following acomponent-based approach,
but most likely a data-flow one. Theseapplications arebetter described using languages
such as StreamIt and FXML. Here, we provide an automated method for generat-
ing componentized implementations in BIP of data-driven applications specified in
FXML. We illustrate the concept with an industrial MPEG-4 video encoder [2].

11.5.1 BIP Language

BIP is formally defined in Ref. [33]. It supports a methodology for building
components from atomic ones, using connectors, to specify interaction patterns
between ports of atomic components, and priority relations, to select amongst possi-
ble interactions. Here, we review the basic concepts through illustrative examples.

Figure 11.8 shows an atomic component with two ports in, out , local variables
x, y, and control states empty, f ull. Ports are action names used for synchroniza-
tion with other components. Control states denote locations at which the compo-
nents await for synchronization. Variables are used to store local data. Transitions
model atomic computation steps. In general, a transition is a tuple of the form
(s1, p, gp, fp, s2), representing a step from control state s1 to s2. It can be executed
if the guard gp is true and some interaction including port p is offered. Its execution
is an atomic sequence of two microsteps: (1) an interaction including p, which
involves synchronization between components with possible exchange of data, fol-
lowed by (2) an internal computation specified by the function fp . In the example,
component Reactive can take the transition labeled in at empty if 0 <x. When an
interaction through in takes place, the variable x is eventually modified and a new
value for y is computed. From control state full, the transition labeled out can occur.
The omission of guard and function for this transition means that the guard is true
and the internal computation microstep is empty.

A compound component is a component consisting of atomic or compound
subcomponents. An example of a compound component named System is shown
in Figure 11.9. It is the connection of three instances of Reactive.

Empty

Full

Out

In

[0 < x]
y := f (x)

O
utIn

component Reactive
port in, out
data int x, y
behavior

state empty
on in provided 0 < x
do y:=f(x) to full

state full
on out to empty

end
end

FIGURE 11.8: Atomic component.
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Empty Empty

System

Empty

FullFullFull

C4

r3r2r1

C1 C2 C3

O
ut

O
ut

O
ut InInIn

component System
contains Reactive r1, r2, r3
connector C1 = r1.in

complete = r1.in

connector C2 = r1.out|r2.in

behavior
on r1.out|r2.in do r2.x := r1.y

end
connector C3 = r2.out|r3.in

behavior
on r2.out|r3.in do r3.x := r2.y

end
connector C4 = r3.out

complete = r3.out

priority P1 r1.in < r2.out|r3.in

priority P2 r1.in < r3.out

priority P3 r1.out|r2.in < r3.out

end

FIGURE 11.9: Compound component.

Components are connected through connectors, which are sets of ports that con-
tain at most one port from each atomic component. An interaction is any nonempty
subset of a connector. In System there are four connectors: C1, consisting of port
r1.in alone, C2 consisting of ports r1.out and r2.in, and so forth. There are two
types of interactions, namely complete and incomplete. An interaction of a
connector is feasible if it is complete or if it is maximal. We denote graphically
an incomplete interaction by a bullet and a complete one by a triangle. For instance:
C1 is complete, meaning that System can engage in an interaction containing port in

if r1 can; C2 is maximal, meaning that components r1 and r2 must synchronize on
r1.out and r2.in, that is, neither one can proceed alone on transitions labeled out and
in, respectively. Connectors may have behavior specified as for transitions, by a set
of guarded commands associated with feasible interactions. For instance, whenever
the interaction r2.out|r3.in takes place, r2.x receives the value of r1.y. In general,
guards and statements are C expressions and statements, respectively.

Priorities are used to choose amongst simultaneously enabled interactions. They
are a set of rules, each consisting of an ordered pair of interactions associated with
a condition. When the condition holds and both interactions are enabled, only the
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higher-priority one is possible. Conditions can be omitted for static priorities. The
rules are extended for composition of interactions, e.g., b1 < b2 means that any
interaction of the form b2|α has higher priority than all interactions of the form b1|α,
for all interactions α. In our example, r1.in < r2.out|r3.in means that System will not
take any transition where r1.in is involved, whenever the synchronization between
r2.out and r3.in is enabled. Indeed, the priorities specified in System enforce a causal
order of execution as follows: once there is an in through C1, data are processed and
propagated sequentially through subcomponents r1, r2, and r3, finally producing an
out through C4 before a new in occurs through C1. This is achieved by a priority
order which is the inverse of the causal order.

11.5.2 Translation Scheme

To illustrate the idea of the FXML-to-BIP translation scheme, let us start with
the writer-reader FXML specification of Example 11.1, without timing constraints.
Pnodes Writer and Reader become BIP components:

component Writer
port out
data int x, p
behavior initial do p = 0; to S

state S
on out do x = p; p = p + 1; to S

end
end

component Reader
port in
data int y
behavior initial to S

state S
on in do y = x; {# printf("%d\n", y); #} to S

end
end

Communication between the two is done through a component Buffer, which is
added for several reasons: (1) to encapsulate x, because BIP does not allow shared
variables; (2) to realize the synchronization protocol ensuring the dependencyW → R,
in order to comply with FXML semantics; and (3) to implement the
buffering scheme. In BIP, legacy code is written between “{#” and “#}.”

The composed system in BIP is

component System
contains Buffer B
contains Writer P
contains Reader C
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connector C1 = P.out | B.put
behavior do B.x = P.x; end

complete P.out | B.put
connector C2 = C.in | B.get

behavior do C.x = B.x; end
complete C.in | B.get

end

Connectors C1 and C2 implement the data transfer. The behavior of Buffer
depends on the dependency type and the storage policy. For a weak dependency with
single-storage (Figure 11.10), Buffer is

component Buffer
port put, get
data int x, b
behavior initial do b=0; to S

state S
on put do b=1; to S
on get provided (b==1) to S

end
end

For a strong dependency with single-storage (Figure 11.11), Buffer uses vari-
able r to notify whether the latest written value of x has been read, and therefore
whether a new put can be accepted, and w, to notify whether x has been written
(at least once), to condition interactions on get. The BIP model of Buffer
(Figure 11.11) is as follows:

C

InGet
B

Put
b :=1

Put b=1
Get

P

Out

FIGURE 11.10: BIP model for weak dependency.

P

B

Out

Get In

C
w=1
Get
r:=1

r=1
put
w:=1
r:=0

Put

FIGURE 11.11: BIP model for strong dependency.
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P

Get

b=1
Get
b:=0

Put

b=0
Put
b:=1

C

InB

Out

FIGURE 11.12: BIP model for (i, i) dependency.

component Buffer
port put, get
data int x, b
behavior initial do r=1; w=0; to S

state S
on put provided (r==1) do w=1; r=0; to S
on get provided (w==1) do r=1; to S

end
end

For a (i, i) dependency with single-storage, Buffer (Figure 11.12):

component Buffer
port put, get
data int x, b
behavior initial do b=0; to S

state S
on put provided (b==0) do b=1; to S
on get provided (b==1) do b=0; to S

end
end

The writer–reader example provides a basis for a general translation scheme.

• Consider the case of multiple dependencies incoming into an assignment � :
y = f (x1, . . . , xn) of a pnode C from assignments �i : xi = . . . in pnodes
Pi , i ∈ [1, n]. The FXML semantics is the conjunction of constraints imposed
by the dependencies. In BIP, this can be modeled by setting up buffer com-
ponents Bi , one for each dependency �i → �, i ∈ [1, n], whose role is to
realize the corresponding control policy depending on the dependency type,
as well as to implement the desired buffering policy (if any). Without loss
of generality, we assume Bi is a single storage buffer, with a local variable
Bi.x, i ∈ [1, n]. Other buffering policies only require changing the behavior
of connectors. The conjunctive semantics is ensured in BIP by the maximal
interaction in|get1| . . . |getn, where buffered values Bi.x are copied to C-local
variables C.xi (Figure 11.13).
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P1 P1

Pn

AND C

#

# is any kind

Pn

Out

Out
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interaction

B1

#

FIGURE 11.13: Multiple incoming dependencies.
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FIGURE 11.14: Multiple outgoing dependencies.

• Other paradigmatic case consists of multiple dependencies � → �i outgoing
from a (writer-like) pnode P , executing the assignment � : x = . . ., to many
(consumer-like) pnodes Ci , computing yi = fi(x), i ∈ [1, n]. The translation
is similar to the previous case where a buffer Bi is used for each dependency
� → �i , i ∈ [1, n]. The conjunctive semantics is ensured by the maximal
interaction out|put1| . . . |putn, whose behavior is to set Bi.x = P.x for all
i ∈ [1, n] (Figure 11.14).

11.5.3 Case Study: MPEG-4 Encoder

In this section we apply the translation scheme presented previously to a MPEG-
4 video encoder. For lack of space, we only present here a significant part of the
FXML and BIP models. The full FXML specification is given in Ref. [2]. This model
describes all the existing concurrency in the compression algorithm at the mac-
roblock level. Such concurrency does not appear in the simplified MPEG-4
block diagram shown in Figure 11.15.
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QuantI

DCTI

ADD

Camera

W � H picture

MVP: Motion vector prediction

Encoded picture

Zigzag

RunLevel

Layer

VLC: Variable length coding

Choice

PRD: Motion compensation

MVD: Motion vector difference

ME: Motion estimation

DIFF: Difference on prediction

DCT: Discrete cosine transform

Quant: Quantization

FIGURE 11.15: MPEG block diagram view.

The specification is composed of forall nodes, C-code blocks of the corre-
sponding MPEG-4 computations, and dependencies of the MPEG-4 phases. The
basic data structure is a matrix of W × H macroblocks. FXML specification uses
x and y as the iteration variables, i.e., x ∈ [0,W) is the row, and y ∈ [O,H) the
column, of the macroblock. A pnode specifying the behavior of an MPEG-4 compu-
tation step s (e.g., MVP, ME, etc.) has the following structure:

forall(x = 0; x < W; x + 1)
forall(y = 0; y < H; y + 1)

legacy{ M_s[x][y] = F_s( ... ); }

where M s is the output matrix of step s, and F s is the computation applied
at step s. F s depends on a matrix computed in a preceding step, e.g., M MVP
[x][y] depends on M ME[x][y], M ME[x-1,y], M ME[x,y-1], and
M ME[x-1,y-1].

For readability, we use a tree-like representation, instead of a textual pseudo-
code, where pnodes are labeled with numbers in brackets (Figure 11.16). We note
(1,(x, y)) the computation corresponding to the execution of the ME (motion estima-
tion) phase on the frame macroblock at position (x, y). The arrows indicate depen-
dencies between these computations. There are three types of dependencies :
(1) data dependencies resulting from the MPEG-4 standard specification (e.g., in
Figure 11.16, (1,(x, y))→ (3,(x, y)) is a data dependency expressing that the ME
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encode

par

forall (x, y)

Choice (3)
MVD (4)

MB
(5)

VLC
(6)

forall (x, y)forall (x, y)

ME (1)

MVP (2)

(1, (x, y))  →  (3,(x, y)) (1, (x, y))  →  (4,(x, y))
(2, (x, y))  →  (4,(x, y))

forall (x, y)

→
→
→
→

(1,(x, y))(2, (x, y))
(1,(x−1,y)) (2,(x, y))

  (1,(x,y −1)) (2,(x, y))
(1,(x + 1,y−1)) (2,(x, y))

FIGURE 11.16: FXML specification of encode.

VLC

par

forall (x, y)forall (x, y) forall (x, y)

RLE (6.2)
(6.1, (x, y))  →  (6.2,(x, y))

Layer (6.3)
Zigzag (6.1)

(5.4, (x, y))  →  (6.1,(x, y))
(4, (x, y)) (6.3,(x, y))→

(6.3, (x, y)) (6.3,(x + 1, y))→
→(6.2, (x, y)) (6.3,(x, y))

FIGURE 11.17: FXML specification of VLC.

phase on macroblock (x, y) must finish before starting the Choice phase on the same
macroblock), (2) functional dependencies necessary for the correct functioning of the
application (e.g., there is a functional dependency from macroblock (x, y) to mac-
roblock (x+ 1, y) in the specification of variable length coding (VLC)
(Figure 11.17) because generated headers and blocks are sequentially written in
the output bitstream), and (3) dependencies resulting from implementation decisions
(e.g., using input and output buffers with one-frame capacity) of encoding frames
one after another.

The overall specification is 7650 lines of FXML, including 7500 lines of C code
corresponding to encoding computations. Indeed, the FXML specification can be
obtained from the sequential C code annotated with special purpose pragmas [1]
using FlexCC2 [7].

Before applying the translation scheme to obtain a BIP model, we perform
several FXML-to-FXML transformations. The main problem to face is to determine
the granularity of the componentization. Here, we take each MPEG-4 computation
step to be implemented inside a single atomic component C s. To achieve this, the
parallelism inside each step is eliminated, by making each forall statement to
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become a for. To code the nested for in BIP, we need to add two complete ports
tau and stop, together with two singleton connectors, to model internal compo-
nent transitions. Therefore, the component C s is as follows:

component C_s()
port in, out
port complete tau, stop
data int x, y
behavior initial x = 0; y = 0; to WAIT

state WAIT
on in provided ((x < W) && (y < H)) to WORK
on tau provided ((x < W) && (y == H))

do x = x + 1; y = 0; to WAIT
on stop provided (x == W) do x = 0; to WAIT

state WORK
on out do {# M_s[x][y] = F_s(...); #}; y = y + 1; to WAIT

end
connector conn_tau = tau

behavior
end

connector conn_stop = stop
behavior
end

end

C s has a local matrix variable M s[][] to store the computed value at each
iteration. For each component C s, there is a single output buffer B s, which encap-
sulates the output matrix of macroblocks. This is because there is only one outgoing
dependency out of each component. The transfer of each macroblock M s[x][y]
from the (writer) component C s to the buffer B s is done in the connector con-
necting ports C s.out and B s.put. From B s to the (reader) component C s’,
corresponding to the step s’ following s, the transfer occurs in the connector con-
necting ports B s.get and C s’.in. Figure 11.18 depicts the schematic view of
the BIP components for VLC, where cylinders represent buffers.

The connector T 4 62 63 defining the interaction between B4, B62, and C63, is
as follows:

connector T_4_62_63 = B4.get,B62.get,C63.in
behavior

do C63.M_4[x][y] = B4.M[x][y], C63.M_62[x][y] = B62.M[x][y]
end

The other connectors are obtained similarly.

The resulting BIP model consists of 37 components, 21 of which are buffers, and 32
connectors. The BIP source code has 8150 lines, including 650 lines of pure BIP and
the 7500 lines of C code of the original sequential encoder.

It is worth noticing that the BIP model characterizes the set of all possible schedul-
ings of the computations. This nondeterministic behavior can be constrained by
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C_Quant C_MVD

C_MVD

C_layerB_RLEC_RLE

B_Quant

B_ZigZagC_ZigZag

FIGURE 11.18: Variable length coding.

adding priorities, eventually resulting in a sequential execution of the encoder. To
start with, we have considered single-storage buffers, so producers are prevented
from rewriting values until consumer(s) have read them. Clearly, by changing the
size of buffers and their policy, we can obtain a higher degree of parallelism. More-
over, this change does not affect the FXML specification, but only the last phase of
the code generation chain. The latter just implies regenerating the behavior of the
buffer component in BIP, but not its ports and connectors, thus achieving modular
code generation.

We have also compared the BIP model obtained from the FXML description with
a BIP model of the encoder written by hand. The latter consists of 15% fewer lines
of BIP (548 instead of 650), almost 50% less components (11 MPEG components
and 9 buffers), and 33 connectors. The larger number of components is mainly due
to the fact that the hand-written model encapsulates VLC and QuantI/DCI in single
components. Besides, most dependencies are between two successive components
and hence all connectors are of arity two (creating a chain of dependencies). In the
FXML specification, dependencies allow more parallelism and relate more than two
components, resulting in more than one incoming buffers and n-ary connectors in
some cases (with n > 2) (see Figure 11.18, for instance).

11.6 Conclusions

FXML is a formal language for specifying concurrent real-time applications. It has
a simple abstract execution model based on the notion of assignments and
dependencies. It can be incrementally extended with information related to refine-
ments of the abstract model into more concrete ones. FXML can be used as a
modeling language by itself, that is, FXML specifications can be directly written
by designers, or as semantic framework for other languages, such as StreamIt, where
FXML specifications are obtained by a compiler.
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An FXML-compiler is a sequence of transformations going from a language
(or model) to another (more concrete one). Based on this idea, we have developed
the compilation chain JAHUEL which implements several translation phases that can
be easily customized for different platforms. Hence, JAHUEL provides tool support
for handling concurrency and timing constraints in software product lines. In par-
ticular, we have shown how to generate code for several execution platforms, such
as pthreads and OpenMP. JAHUEL provides an FXML-to-BIP transformation which
enables formal verification via the IF.

The FXML and JAHUEL are grounded on well-established notions from process
algebras, program analysis and transformation, refinement, and scheduler synthesis.
The main contribution of this work is to have shown that these techniques could be
put together into a preindustrial, extensible, and customizable code-generation chain
for software product lines, without semantic breakdowns from an abstract specifica-
tion all the way down to executable code.

Ongoing work includes applying FXML and JAHUEL in other industrial appli-
cations, strengthening the integration into an end-to-end industrial design flow, and
generating code for other platforms. Special effort is being put on generating code
for the simulation infrastructure P-Ware [3]. The main motivation for this is early
prototyping, verification, and testing of embedded applications on simulated hard-
ware platforms, since automated generation of both executable and simulation code
from the same formal model ensures simulation results are trustworthy.
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ABP, see Alternating bit protocol
Abstract data types (ADTs), 164, 290
Abstract specification, 304–306
ACSR, see Algebra of communicating

shared resources
Action systems formalism

derivation method
exchange expressions rules, 85
merge-into-loop rule, 84
sequence-to-loop, 83–84

parallel programming method
action systems, 81
partitioned action systems,

81–82
ADL, see Architecture description

languages
Agent tracker application

information retrieval, 272
initial and final runtime states,

275–276
specification and implementation

process, 273
tracker registration and

delivery, 274
Algebra of communicating shared

resources (ACSR), 332
Alternating bit protocol (ABP)

components, 114
K and L channels, 114–116
LTS structure, 118
S and R channels, 117–118

Ambient calculus, 238, 279
Architecture description languages

(ADL), 167, 361–362

Aspect-oriented software development,
362–363

Associative memory, see Content
addressable memory

Asynchronous π-calculus
bisimulation scheme, 136
labeled transition system, 134
structural congruence axioms, 135
transition rules, 134–135
vs. standard π-calculus, 136

B

Base model, SOMAM
congruence rules, 206
initial and final states, 205–206
reduction rules

halt provider execution, 209
launching new service provider,

206–207
method invocation, 207–208
program thread termination, 209
service-oriented process

mobility, 208–209
syntactic assumptions, 204–205
syntax

heap reference, 203
identifiers, 202
network and program, 204
syntactic categories, 202–203

BIP language, 388–390
atomic component, 388
compound component, 389
MPEG-4 encoder, 393–397
multiple dependencies, 392–393
translation scheme, 393–395
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writer–reader FXML specification,
390–392

Boolean equation system (BES), 111
Boxed Ambient calculus, 238–39
BPM, see Business process

management
Business process interactions

correlations, 145
formal representation

bank agent, 151
broker, 150
customer agent, 151–152

selected interaction patterns
racing incoming messages

pattern, 149–150
receive pattern, 149
request with referral pattern, 150
send pattern, 147–148

static and dynamic binding, 146
Business process management

analysis
easy soundness, 153–154
interaction soundness, 156–157
lazy soundness, 154–156

π-calculus syntax and semantics,
134–136

data flow, 157
interactions

correlations, 145
formal representation, 150–152
selected interaction patterns,

147–150
static and dynamic binding, 146

mapping algorithm, 138–139
preliminary key concepts

activity, 131
control flow, 131
interaction, 132–133
process, 131–132
process graph, 133
structural soundness, 134

process graph
advanced control flow patterns,

140–141

basic control flow patterns,
139–140

graphical process model, 145
mapping algorithm, 143–144
node definitions, 144
restricted names, 144–145
synchronizing merge semantics,

141–143
service-oriented architectures

(SOA), 130
static business process, 129–130
trios concepts

contexts, 136–137
definition, 137
standard agent term, 137–138

C

π-calculus syntax and semantics
π-calculus

asynchronous π-calculus
transition rules, 134–135

bisimulation scheme, 136
labeled transition system, 134
structural congruence

axioms, 135
simulation and bisimulation, 136

CAM, see Content addressable
memory

CARAT tool, 334
Cell Broadband Engine, 6–8
Channel Ambient (CA) calculus

and Boxed Ambients, 239
free values substitution, 243–244
graphical syntax, 241
network execution, 247
reduction rules, 241–243
resource monitoring application

graphical calculus execution
scenario, 249

login channel, 250
structural congruence rules, 244
syntax abbreviations, 244–245
TCP/IP Networks, 245–246
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Channel Ambient Language, 269–270
Channel Ambient Machine

completeness and accurate
execution, 261

encoding function, 252
liveness and deadlock-free

terms, 261–264
machine terms syntax, 251
reduction rules, 255
resource monitoring application,

258–259
runtime errors prevention, 260
selection function, 252–253
soundness and valid execution

steps, 260–261
TCP/IP networks, 255–258
termination property, 264
unblocking function, 254–255

Channel Ambient Runtime
Channel Ambient Language,

269–270
distributed runtime implementation,

265–267
enhanced runtime implementation,

267–269
local runtime implementation, 265
resource monitoring application,

270–271
Circus, concurrent system

abstract sequential specification,
304–306

architecture implementation,
302–303

calculation of
generalised chaining, 298–300
process indexing, 296–298
process splitting, 293–295

concurrent cells, pipeline
implementation

composing local processes,
313–314

Handel-C variables, 314–315
local process implementing, 313
promotion schema, 312

content addressable memory
(CAM)

and Checksum separation,
315–318

implementation, 319–324
word parallel bit parallel search,

302
final implementation, 324–325
Internet packet filter, 300–301
packet headers identification, 301
pipeline and checksum

development phase, 307
global user state

partitioning, 310
process splitting application,

310–311
refinement

action and process
refinement, 292

failures-divergences refinement
(FDR), 293

forwards and backwards
simulation, 292–293

verification approaches, 303–304
Z notation, 290

Client–server middleware, 187–188
COde CONstructing User

Tool (Coconut)
advantages, 8
algebraic transformations, 5
Cell Broadband Engine

architecture, 6–8
Haskell language features, 7–8
hypergraphs, 4

Code generation, software
product lines

compilation approach, 371–372
general code-generation flow

abstract formal model,
378–379

application scheduling table,
379–380

generic transformations,
374–375

JAHUEL tool, 372–374
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lock, unlock,wait, and notify
threads, 375–376

threads communicating through
buffers, 376–377

translation into OpenMP,
377–378

Common representation language
(CRL), 123

Communicating sequential processes
(CSP), 290–291

Compiler directives, 361
Concurrent system, 288–289
Content addressable memory

and Checksum separation,
315–318

implementation, 319–324
word parallel bit parallel

search, 302
CORBA software architecture

composite connector, 177–179
distributed composite connector,

179–180
object request broker (ORB),

175–176
simple connector, 176–177
temporal properties, 181–182

CSP, see Communicating sequential
process

D

Data language, mCRL2 language
additional language constructs, 109
data type definition mechanism,

106–107
sort references, 108
standard data types, 107
standard functions, 108
type formers, 107–108

Declarative programming languages, 48
Deduction rules, PARS

process specification, 342–343
scheduled systems, 354
scheduler specification, 351

Denotational semantics, 59
Distributed Typed Concurrent Objects

(DiTyCO)
operational semantics

structural congruence rules,
213–215

syntax of expressions, 216
syntax, 213–214

Domain-specific programming languages
(DSLs), 6, 361

E

Earliest deadline first (EDF) scheduling
scheduled systems, 354–355
scheduler specification, 350

E-LOTOS software, 123–124
Encoding, SOMAM

agents, 219–220
code repository

discard and clone methods, 221
halt, getRemoteChannels, and

getKey methods, 221–222
providers and local objects, 220
self parameter, 220–221

environment variables, 216–217
heap, 222–223
map definition, 216

network, 217–218
pool of threads, 223–224
program instructions

method invocation, 227
new provider creation,

225–226
return instruction, 227
service-oriented process

mobility, 226–227
resolver map, 218–219

errorReport tool, 211–212
Euler totient function, 52
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F

Failures-divergences refinement
(FDR), 291, 293

Functional programming languages
design principle, 51
Euler totient function, 52

FXML
abstract syntax, 364–367
and BIP, software produt lines

atomic component, 388
BIP language, 388–390
compound component, 389
MPEG-4 encoder, 393–397
multiple dependencies, 392–393
translation scheme, 393–395
writer–reader FXML

specification, 390–392
C with pragmas, 381–382
pnodes, 364
semantics, 367–371
streamit semantics, 385–387
streamit syntax, 383–385

G

Generalised chaining operator, 299
Glasgow Haskell Compiler (GHC), 48
Glasgow parallel Haskell (GpH)

coordination construction, 50
evaluation strategy operations,

50–51
implementation

GUM runtime environment,
68–69

memory management, 70–71
spark stealing, 70
thread management, 69

operational semantics
computation relation, 58
heaps and labeled bindings,

54–55
multithread transitions and

scheduling, 56–58
properties, 59–61

single-thread transitions, 55–56
parList definition, 53
program equivalences

and reasoning
cluster class, 64–66
data parallelism, 63
generic clustering version

of sumEuler, 67–68
pipeline parallelism, 62–63
strategic clustering, 63–64
strategic clustering version of

sumEuler, 66–67
transforming clustered

programs, 66
GpH, see Glasgow parallel Haskell

H

Handel-C variables, 314–315
Heuristic synchronizing merge

algorithm, 142–143
High level user specification of

constraints (HUSC), 7

I

InstallHomeBase provider, 211–212
Instruction-level parallelism (ILP),

15–17
Integer factorization

derivation method
exchange expressions rules, 89
merge-into-loop rule, 91
partitioning systems, 92–93
search function, 88
sequence-to-loop rule, 90

general derivation pattern, 85–86
problem scenario

general number field sieve
algorithm, 86–87

parallelization strategy, 87–88
process topology, 86

Internet packet filter, 301–302
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J

JAHUEL tool, software product lines
code generation chain, 372–374
general code-generation flow,

378–381
lock, unlock, wait, and notify

threads, 375–376
threads communicating through

buffers, 376–377
Java Architecture for XML Binding

(JAXB), 373
Jocaml programming language, 230
JoCaml runtime, 278

L

Labeled transition systems (LTSs), 111,
134

Language of temporal ordering
specification (LOTOS)

abstract data types, 164
behavior expression, 164–165
interaction types, 166
process hierarchy, 164
simple client–server system

specification, 166–167
software architecture

composite connector, 173–174
distributed composite connector,

174–175
principles, 171
simple connector, 172–173

WSN middleware modeling
applications, 189–190
configuration, 193–194
interfaces, 191–192
modeling process, 190–191
modules, 191–193
principles, 190
sensor nodes, 189

Linear process specifications
definition, 110
mCRL2 specifications, 109–110

simulation and visualization
tools, 111

Local area networks (LANs), TCP/IP
networks, 246

LPSs, See Linear process specifications

M

mCRL2 language
characteristics of, 99–100
data language

additional language constructs, 109
data type definition mechanism,

106–107
sort references, 108
standard data types, 107
standard functions, 108
type formers, 107–108

modeling and verification
alternating bit protocol (ABP),

114–118
dining philosophers problem,

112–114
sliding window protocols

(SWPs), 118–122
process algebraic formalisms

common representation
language (CRL), 123

E-LOTOS software, 123–124
process language

abstraction process, 105–106
additional operators, 104–105
basic operators, 102–104
multiactions, 101–102
parallel composition, 104

toolsets
linear process specifications

(LPSs), 109–111
model checking tools, 111

Memory management
Global addresses (GA), 70–71
GUM implementation, 70

Message-oriented middleware,
188–189
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micro Common Representation Language
(mCRL), 123

Middleware behavior framework
abstractions

communication elements, 185
dispatcher elements, 185–186
mapper elements, 184–185
storage elements, 186

definition, 186–187
framework uses

client–server middleware,
187–188

CORBA-based middleware, 187
message-oriented middleware

(MOM), 188–189
message-centric approach, 183
message request, 182

Middleware system
behavioral properties, 163
behavior formalization, 162
behavior framework

abstractions, 184–186
definition, 186–187
framework uses, 187–189
message-centric approach, 183
message request, 182

formal specification, 162–163
LOTOS background

abstract data types (ADTs), 164
behavior expression, 164–165
interaction types, 166
modeling WSN middleware,

189–194
process hierarchy, 164
simple client–server system

specification, 166–167
software architecture, 171–175

software architecture
components, 167–169
configuration, 170–171
connectors, 169–170
CORBA, 175–182
in LOTOS, 171–175

WSN middleware modeling,
LOTOS

applications, 189–190
configuration, 193–194
interfaces, 191–192
modeling process, 190–191
modules, 191–193
principles, 190
sensor nodes, 189
TinyOS and nesC, 190

Mobile applications, Internet
agent tracker application

information retrieval, 272
initial and final runtime states,

275–276
specification and implementation

processes, 273
tracker registration and delivery,

274
Channel Ambient calculus

and Boxed Ambients, 239, 277
free values substitution,

243–244
graphical syntax, 241
network execution, 247
Nomadic π-calculus, 277
reduction rules, 241–243
resource monitoring application,

248–250
structural congruence

rules, 244
syntax abbreviations,

244–245
syntax of, 240–241
TCP/IP Networks, 245–246

Channel Ambient Machine
completeness and accurate

execution, 261
encoding function, 252
liveness and deadlock-free

terms, 261–264
machine terms syntax, 251
reduction rules, 255
resource monitoring application,

258–259
runtime errors prevention, 260
selection function, 252–253
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soundness and valid execution
steps, 260–261

TCP/IP networks, 255–258
termination property, 264
unblocking function, 254–255

Channel Ambient Runtime
Channel Ambient Language,

269–270
distributed runtime

implementation, 265–267
enhanced runtime

implementation, 267–269
local runtime

implementation, 265
resource monitoring application,

270–271
JoCaml runtime and Nomadic

Pict runtime, 278
mobile code and mobile

agents, 237
network latency and failure, 236
and pict abstract machine, 277
process calculi, 237–239

MOM, see Message-oriented middleware
MPEG-4 encoder

block diagram, 394
variable length coding, 395, 397

Multicore parallelism
concurrency verification

instruction index, 34
motivating examples, 30–31
proof of theorem, 39–41
SendData and WaitData, 36
SendSignal and WaitSignal, 35
StoreMemory, 37
strictly forward inspection of

partial order, 31–32
instruction-level parallelism (ILP),

15–17
scheduling algorithm

advantages, 24
code-graph transformation

sequence, 24–25
communication scheduling,

27–28

payload scheduling, 27
single program multiple data

(SPMD), 16
virtual-machine language

advantages, 19
complex transfer, 21
instruction list, 21–24
universal modeling language

(UML) convention, 20
virtual-machine model, 17–18

Multithreaded Intermediate Language
(MIL), 228

N

Nested code graphs
concurrent data-flow graphs, 14–15
control-flow graphs and

concurrency, 14
data-flow graphs and

parallelism, 12
Horner assembly-level

data-flow, 10
multicore architectures, 16
multicore parallelism

instruction-level parallelism
(ILP), 15–17

single program multiple data
(SPMD), 16

virtual-machine model, 17–18
nonconcurrent control-flow graphs,

12–13
term graphs, 9
uniform graph syntax, 8

Network embedded system C
(nesC), 180

Nomadic π-calculus
Channel Ambient Calculus, 277
service-oriented mobility abstract

machine, 230
Nomadic Pict runtime, 278
Nonpreemptive Round-Robin

scheduling, 350
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O

Objective Caml language, 230
Operational semantics, GpH

computation relation, 58
heaps and labeled bindings,

54–55
multithread transitions and

scheduling, 56–58
properties

adequacy, 59–60
determinacy, 60–61
soundness, 59

single-thread transitions,
55–56

P

Parallel algorithms
action systems formalism

derivation method, 83–85
parallel programming method,

81–82
integer factorization

derivation method, 88–93
general derivation pattern,

85–86
problem scenario, 86–88

refinement calculus
refinement of actions, 80–81
refinement of statements, 80
specification language, 79
uses of, 78
weakest precondition semantics,

79–80
PARS, see Process algebra with resources

and schedulers
Pict abstract machine, 277
Process algebraic formalisms, mCRL2

language
common representation language

(CRL), 123
E-LOTOS software, 123–124

Process algebra with resources and
schedulers (PARS)

experimental related work
algebra of communicating shared

resources, 332
asynchronous time parallel

composition, 333–334
CARAT tool, 334
process algebraic approach,

322–333
scheduling algebra and

RTSL, 333
synchronous time parallel

composition, 333–334
process specification

abstract and strict parallel
composition, 336–337

aperiodic task specification, 338
basic actions, 335–336
deduction rules, 342–343
periodic task specification,

337–338
portable tasks, 336
properties, 344–345
semantics, 338–342
strong bisimilarity, 344
syntax, 335

scheduled systems
deduction rules, 354
EDF scheduling, 354–355
predicates, 353–354
semantics, 352–353
strong bisimilarity, 354
syntax, 352

scheduler specification
continuous precedence operator,

346–347
deduction rules, 351
precedence operator, 346
properties, 351
scheduling strategies, 350
semantic rules, 347–349
strong bisimilarity, 350–351
syntax, 345–346

scheduling theory, 331
syntax and semantics, 334

Process calculus
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Distributed Typed Concurrent
Objects (DiTyCO)

operational semantics, 213–216
syntax, 213–214

encoding
agents, 219–220
code repository, 220–222
environment variables, 216–217
heap, 222–223
map definition, 216
network, 217–218
pool of threads, 223–224
program instructions, 224–227
resolver map, 218–219

LSD π-calculus, 212
Process graph

advanced control flow patterns,
140–141

basic control flow patterns,
139–140

graphical process model, 145
mapping algorithm, 143–144
node definitions, 144
restricted names, 144–145
synchronizing merge semantics

done intraactions, 142
done-transitions, 141
heuristic synchronizing merge

algorithm, 142–143
incoming edge, 141–142
parallel processing, 143

Process indexing, 296–298
Process language, mCRL2 language,

basic operators
abstraction process, 105–106
additional operators, 104–105
basic operators

data types, 103–104
process expressions, 102
recursive behavior, 103

multiactions, 101–102
parallel composition, 104

R

Rate monotonic (RM) scheduling, 350
Reduced instruction set computer

(RISC), 19
Refinement calculus

refinement of actions, 80–81
refinement of statements, 80
specification language, 79
uses of, 78
weakest precondition semantics,

79–80
Resource monitoring application

Channel Ambient calculus,
248–250

Channel Ambient Machine
(CAM), 258–259

Channel Ambient Runtime,
270–271

Run-time libraries, 361

S

Scheduling algorithm
advantages, 24
code-graph transformation

sequence, 24–25
communication scheduling,

27–28
payload scheduling, 27

Scheduling theory, 331
Semantics, FXML

definitions, 367–368
semantic rules, 368–371

Semantics rules, PARS
process specification

abstract parallel
composition, 342

deadlines, 341–343
parallel operators, 340, 342
sequential subset, 339, 341
worst-case execution time

(WCET), 341, 343
scheduled systems, 352–353
scheduler specification, 347–349



Alexander/Process Algebra for Parallel and Distributed Processing C6486 C012 Finals Page 413 2008-10-24 #12

Index 413

Semi-explicit parallel languages
declarative programming

languages, 48
functional programming languages

design principle, 51
Euler totient function, 52

GpH implementation
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thread management, 69
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computation relation, 58
heaps and labeled bindings,
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scheduling, 56–58
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data parallelism, 63
generic clustering version of

sumEuler, 67–68
pipeline parallelism, 62–63
strategic clustering, 63–64
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224–227
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Single program multiple data
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definition, 167
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development, 362–363
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abstract machine

Structural operational semantics
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sumEuler
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and summary, 72
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generic clustering, 67–68
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algorithm, 142–143
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Vector-in-register parallelism (VIRP), 16
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complex transfer, 21
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DMATag, 22–23
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convention, 20
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W
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Wireless sensor network middleware
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applications, 189–190
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